Ruijie | aW ::

V1.1
2024-10-16

copyright © 2025 & A A



copyright © 2025 a Jd A

39M G633 ¢ b

e A d A 't yMbpy=AKj ey MAAGEAM
e ¥ Mo eH = G&TE NT G by T
E ihl'i

b %o

06 @3 BILEA®D %0 Fqb %l + Rs GADK 'OD

GA COEF B Ond-o6MZpbyTast GEA 1 &6 A
i pu CaA&r. hen Tab@lht &AdAM s
a6 Aws @y MMs A T e N i o mAgM3UkEé
TAETYMMSA T1 ) MMsSsA T8EyYyNn 16 GO
QY n 5 OFT MsA TX &7 |a ¢+ £ Ms A
j HTYy M v

12 f By "AGTEsSt 1 & ngkhj hQ A a A

Mae gk Moo

¢ qKAmAET "YM aAdNpgA’ E€qHTOT3 Tk .
EqABAGI UG _dy M " ay” w3

¥
a «l

u

STE GAdAND %z w ad A G
G @ a3 fFB Ona:o!i
okjYyM ~a ~@Ed a3
TAV AL adANXjTT 80
wT | T 6YYyMH a3 G2zt
T G M 8 & "Qk 1 A A

AN39p=0OyM ~ &aw” @ i

I 1 HXj. 3¢qnkH3u=®



i2 1

ITV A 083 4

a i drt dewm T "kH*H 37 ON'H o X Z71 1

A" _wé A LW "Bsy” v/ Tipvd, R Ga UHM H T wdK T
i°o Jdlwe 7 a3 % J4Prometheus® H hXN3 PRhNGZT [ "1 a Hk 51
Tio vt BEH Wn
i o "Y%o Prometheus 'H2 QQz
/
DSL DSLe Domain Specific Languagel ¢ = h 1 ET Ywm=h o
Bl T QOO & GBI Y
RRDe Round Robin Databasel v & R0z L1 ENQQe U1 % Ak
RRD @1 AQQI T dh@AEM 1 H1 »Q@c 1 hx D8Ey 4 ~ 5Q0N A
RpC RPCe Remote ProcedureCalll ¥ Y 11 ET MH& @ 1 Y On
GEA |
Webhook T As h OHTTP: 1 Wi R 1T AGE AHTTPI £ 1
file sd file_sd3, M WD File-based Service Discoveryb | ET 9272 & T @fOnA X~ 1 |
ile_s
- Prometheusw & ©8% Y 1 08} i VAT
TSDBe Time Series Databasel 'H 2° QQz {1 Ew 1528 U=1nH 2
TSDB TR beyr Q UL QQ Onw &1 "Y%M TSDB@  ° %ol
®s T 2 H 2 QQ
i on" _ NelbpyZzZr'l" &!'" N ~ @h ADONI ONe | EEAA 3
IOPSe Input/Output Operations Per Secondi %\ THABK QLT AT
IOPS > V. el tegbh "~ eHDDL db = & SSD dns IA

&é
e SANZ ¢ ¢t 4 i JAAI ! @ wi %Y@ ~ kKQ







T e B et o e TP PP PP PPRPPPPRT
4 L OO PPPRT T
ST RSP TPR
G TR



11

<l

ST

_ @ Ao

on+ 3



<l

Ayo e

VI I T

TETxQ@3 wm O RAYDE

a3 Tijamiokr3OnE [ wp~ o

Q Zwp

éd

Iop@E 9 A

L % Al

A Gy n!
MsATuovhN

D <

TA

wmd h "~

GIT &

1 Onp A& { "Ef = » | Awry Gie e

L e G he i "Yht =~

— Bﬁlﬁ'

N, grdh” —Aanp!

a !

<o

P

di a



<l
T

Prometheus Serveri Prometheus®¥ Q4 T1 Yy 0~ "Y% e lnl Hzé&YQQze TSDBL °
TM3" 1T A T hHkx J@ % "Hn "Y%! =~ JTSDBA 1| XY AHTTPON i

.3 PromQL QO 1 (OHY  PromQL J?® IR T N R ¢

Alertmanager M AGER T A LA 0B 5 J o 1309 hXt b’
GEio i p Alertmanager@iHY a 1 ! Webhook@iA A A A "ET #e

Exporterst Tl Y%A T 1 Y 1 @ 1 & Xp Prometheus Servera J " %o

€ Targets{ H & "Y%@ | Rz €3 G WA "Il wAp " %w ™" H Mo 1+ %
Prometheus Serverj 1~ ONA X 1 HIT®A 1 %% V1 AJ1 K4 H 0O
%l ~ PM I MABEKTK R~ THYGONAXN  OBMA® 1 MrAOGPDE 91 hAA

9272 & T BION A N € file_sdl h N
PushGatewayi N’ #A Q& owA® 411 o 1! :17Q 0
T W B _ ja o owe LT Min o ow T zMDp1L GMz2 W T )
h GI'EF ¢ Prometheus4 7 Nt “ _ Jo1 @ Hoé” Mi MsAéY@Ei £ | @» 2 W ~ o
L il
E st T 0o @At o_1 9%, uAédon3ée i QO 9 L1 vl hXxON®
N Prometheus Server “Y%o Hz QQé Y . An 2 7 11 & Alertmanager ° A
o AnM Hikk sS4 0On[p | » :t @@ o 91+ %AA” T i°2 1nOn@ Xs
Y I 3
2-2
Wb R ) ‘ | ‘
| | |
(ERLNE e 48 7
Fl HI
&5
Alertmanager Prometheus
9 Server
CEEAE _ _ A A

k 4



2.3

<l

i a

k 4



€l

vQ

Giv Qy 0 s ape QU Y%

Qm Wi

w@i B0

K

@z ws DRI QG p v



157 BIY%X ] T 1 Awd

GI'Y%l h Prometheus Y%X = ®@h ©b g1 g Mi TEY Ny A EHE6

wr PT medl @ HMI @ie Gd T W3 B yOxwseMd W3i1ze Q61
TH17 Wz6:eQB1TnO, hato1T EMzE de ¢ by PromQLz v QM
2-1 CPU
CPU
e\ host_cpu_usage
13 Q61 3
SE [0,100]
DYy




<l

k4




W

¢ firing

%Hh A

k 4



W H kd

TE> ! Webhook@A AMi « b~ 3 > M'Onwméb Webhooke HCF Mis 0Op AW

WAA E® & @ " Al Hi ot Mv ¢ DERESTUl £ T ¢






oW " 3U

7 on’ i ool O @r YNMY%I QQ N 9 €4 Al 9572 QQz & Y1 h N
4 h a éU=apa
W&V 9o | AL hNv o 1@ VY TVEMLI! Q@ AoomE oo P~“=an o2
T
G&° . TNOERESTIAPIH A1 | @QAXS TN
Prometheus’O® » @iH WnHat épbi X
T AART GAAT T %) 1 0 'QQI00% | mEf T
T T o8k FE Mz oa A "Y%00] 01 pj a oH t BIQOOATA bpin Hy
" 5K CPU/ET ' 90% Hp® V& g 1] hi "~ 5k CPU&R ' 90964y
ATAL O M Yk AAc 12> ' TNpOOH =~ o CooN o X)TF oWwes T
M AL 1 Wheit A 4TaWweEr U & 1TApQ® ° 3Ua Te i

o> TNadT T Y% ¢ Ou* W

oes T {2 H O&" Al 86 4 Y%l X k&Y %o @iEr ®° T A G oA

nibphe% '@ n " e@Y% 1 T2 —» 351 Al E° OnH WO | o a

Prometheus h A & & X https://prometheus.io/docs/prometheus/latest/getting_started/

PromQLh A " x https://prometheus.io/docs/prometheus/latest/querying/operators/

Prometheus SDK3 "Y%h © X https://prometheus.io/docs/instrumenting/clientlibs/

11


https://prometheus.io/docs/prometheus/latest/getting_started/
https://prometheus.io/docs/prometheus/latest/querying/operators/
https://prometheus.io/docs/instrumenting/clientlibs/

	前  言
	1  概述
	1.1    技术背景
	1.2    发展历程

	2  技术介绍
	2.1    Prometheus
	2.2    架构体系
	2.3    监控指标
	2.4    采集方案
	2.5    指标存储
	2.6    指标查询
	2.6.1   PromQL查询语言
	2.6.2   监控模型
	2.6.3   可视化

	2.7    告警
	2.7.1   告警黄金指标
	2.7.2   告警规则
	2.7.3   告警中的标签
	2.7.4   告警机制
	2.7.5   告警管理
	2.7.6   告警通道
	2.7.7   数据中断问题
	2.7.8   默认告警规则

	2.8    非功能特性
	2.8.1   资源
	2.8.2   安全
	2.8.3   审计
	2.8.4   高可用


	3  监控告警技术特点
	3.1    资源利用技术特点
	3.2    能力扩展技术特点

	4  限制信息
	5  结束语
	6  附录

