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҉ Ю‟ӝ  

¸  

¸ ӝ  

¸  

҉  

1.  

ᴇ̔ 5 ᴇȂ 

 

注意、说明 ᾃ ₥ ╗ б Ȃ 

 

ᶕ ̔ Courier New ̆ѐ ᴇ̆ 5 ̆

 ᶕ Ȃᶕ ѐ ӱ ὡ ᶕ ̆ ╗ ᴇ Ȃ 

2. ԇ  

ԇ ᴇ Arial̆έᴇ Ὧ Ѭ Ю̔ 

ᴇ̔ ԇ Ὧ ̂ ԇѐᶑ а ‍̃ ╗ ᴇ Ȃ 

ᴇ̔ ԇ ̂ ԇѐ ḣ Ԇ ‍̃ ᴇ  



 

 

[ ] ̔ [ ] ‍̆ ԇ Ȃ 

{ x | y | ... }̔ ӱчэ э ѐ УэȂ 

[ x | y | ... ]̔ ӱчэ э ѐ Уэ а Ȃ 

//̔ ѝ Ȃ 

3.  

҉ ᴐ ѐ ⁞ ̆ Ҿ

Ѭ Ю̔ 

~ 注意： ȁ ȁ ᴐѐ Ү Ȃ 

& 说明： ȁ ȁ ȁ ᴐᾃ Ἱ 

 

& 说明： 

1) ᾊѡᴿ ‍ а ̆ ᴐѐ ӊ

 

2) ᾊ ‍ѡᴿ ᶕ ѐ ὲ ӊ ‟ ᾃ ̂ ӊ ȁ

̃̆έᴇ ᶕ Ԉ ᴳ ᶕ ѝῆȂ 
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ԇ  

ᴳ ԇ ̆ Ԉ ᴳ ԇ Ȃ 

ў ꜛ ԈЮᾃ ̔ 

¸ ԇ  

¸ ╠ 

¸ ᾗ ԇ 

¸ ᴳ ԇ no default  

¸ CLI ᶕ  

¸ ᴳ ԇ 

¸ ᴳ  

¸ CLI  ᶕ  

¸ CLI 

ԇ  

‍ а ̆ ₥ ԇ ᾱ ҩ

Ԉᴳ ԇȂ 

ԇ Ю ὡ ̂?̃ Ԉ‟  э ԇ ᴳ ԇȂ 

Уэ ֶ ̆ Ἴ ұ

̂

ᴸ  
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ԇ    ЮУ

 Ὧұ

User EXEC 
̂ ̃ Ἴ ὡ

Ȃ 
Ruijie> 

ὡ exit ԇ

Ȃ 
ὡ ̆

ὡ enable ԇȂ 

ᴳ

ȁ

ᶕ  

Privileged 
EXEC 
̂ ̃ 

Ю ̆ ᴳ

enable ԇ

ὡ Ȃ

Ruijie# 

⁮

̆ ὡ disable
ԇȂ 

ὡὤ

̆ ὡ

configure ԇȂ 

ᴳ

ԇ

Ȃ

έ ԇ

ᶑ Ȃ 

Global 
configuration 
̂ὤ

̃ 

Ю ̆ ᴳ

configure
ԇ ὡ

Ȃ 

Ruijie(co
nfig)# 

⁮

̆ ὡ exit ԇ

end ԇ̆

ὡ Ctrl+C
Ȃ 

ὡ

̆ ὡ interface 
ԇȂ interface
ԇѐ

ὡ Уэ

Ȃ 
ὡ VLAN
̆ ὡ vlan 

vlan_id ԇȂ 

ᴳ

ԇ

э

ὤ Ȃ

Interface 
configuration 
̂

̃ 

ὤ

Ю ̆ ᴳ

interface
ԇ ὡ

Ȃ 

Ruijie(co
nfig-if)# 

⁮

̆ ὡ end
ԇ̆ ὡ Ctrl+C

Ȃ ⁮

ὤ ̆

ὡ exit ԇȂ

interface ԇѐ

ὡ У

э

Ȃ 

ᴳ

Ȃ 

Config-vlan 
̂VLAN

̃ 

ὤ

Ю ̆ ᴳ
vlan vlan_id

ԇ ὡ

Ȃ 

Ruijie(co
nfig-vlan
)# 

⁮

̆ ὡ end
ԇ̆ ὡ Ctrl+C

Ȃ 
⁮ὤ

̆ ὡ exit
ԇȂ 

ᴳ

VLAN
Ȃ 
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╠ 

Ԉ ԇ Ю ὡ ̂?̃‟  э ԇ ԇȂ ҂

Ԉ‟  ԇὯ э ԇ ᶕ Ȃ Ю ̔ 

ԇ  

Help ֗ᴉ ԇ Ю ╠

ᶕ Ȃ 

abbreviated-command-entry? 

ԇὯ ѕȂ 
ᴿ ̔ 
Ruijie# di? 
dir disable 

abbreviated-command-entry<Tab>

ᴳ ԇ Ὧ Ȃ 
ᴿ ̔ 
Ruijie# show conf<Tab> 
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ᴿ show configuration ԇ Ԉᾗ ̔ 

Ruijie# show conf 

ᴳ ԇ no default  

ΰѱ ԇ no Ȃ ̆ᴳ no э ╖ ̆

б ԇ ᴐȂᴿ ԇ no shutdown Ὧ ԇ

shutdown ᴐ̆ Ȃᴳ а no Ὧ Ὧ

Ὧ Ȃ 

ԇ default ̆ ԇ default ԇ ѝ ḣȂ

ԇ ḣ ╖ ̆ ᾳЮ default ᴐ no
Ȃ ‍ ԇ ḣ ἵ ╖ ̆ ᾳЮ̆default

no ᴐ Ȃ default ԇ ╖ ̆

ѝ ἵ Ȃ  

CLI ᶕ  

Ю ‟ ҩ
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‍ Ȃ 

ӱ ԇ ὡ ԇ̆ Ю ѐ ᴐ̔ 

ᴐ  

Ctrl-P Э
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Space  
ᾃ   ᾃ Э

╟У ̆ ЮУ ᾃ ̆Ө  ᾃ

ᴳ Ȃ 

 

ԇ ╟  

Ԉᴳ ╖ ѐ ╟ ̆ ԇ̆ᴳ ԇ

Ԉ Ȃל Ἵ ̆ э ԇ ֶ ᴇ ╟ 20
э ת̆ Ӱ ԈᴳἽ ⁮₥ ⁮ ԇ Ȃ 

ԇ Ἵ ╟ ᴐ Ю ̔ 

╖   

Ἵ Уэ  Ctrl-B 

Ἵ ⁮  Ctrl-A 

Ἵ ₥ Уэ  Ctrl-F 

Ἵ ╟⁮  Ctrl-E 

ᴿ ԇ mac-address-table static ὡ Уэ

Ȃ Ἵ У ̆ э ԇ ᴇ ╟ 20 э Ȃ ԇ ₥

‍ ἠ 20 э Ȃ 

mac-address-table  static  00d0.f800.0c0c  vlan  1   

interface 
$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet 

$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet  0/1 

ᴳ Ctrl-A ⁮ ԇ Ȃ ԇ ‍

 

 ᴳ ԇ  
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CLI  ᶕ  

Show ԇ  

show ԇ   ᶕ ѐ ᾃ ̆ Ԉ ᴳ ԈЮ ԇ̔ 

ԇ  

Ruijie# show any-command | 
begin regular-expression 

show ԇ  ᾃ ѐ

ᾃ ̆ Уэꜛ ᾃ Ԉ

Ԉ ὤ ᶕ  Ȃ 
 

~ 注意： 

1) ֗ Ю Show ԇ 

2) ᶕ ᾃ ‍שּ ᾗ̆ԈЮ Ȃ

���_�É�,�
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ԇ⁞ ̆ Ԉ Уэ Ԇ У ԇȂᴿ ̆… Уэ⁞ Ԇ

У ԇ ₥У ‍̆ Ԉ ὡ ‍Ȃ 

⁞ Ԇ ԇ ԇ ₥ ѐ ԇ ̆ ὤ

Ю̆ ὡ alias ? Ԉ‟  ₥ Ԉ ⁞ ὤ ԇ ̔ 

Ruijie(config)#alias ? 
aaa-gs                 AAA server group mode 

acl                     acl configure mode 
bgp                     Configure bgp Protocol 

config                 globle configure mode 
...... 

ԇ⁞ ╠ᶕ ̆ ⁞ ₥ ֶ Уэ ̂*̃̆ зֶ ԈЮ

̔ 

*command-alias=original-command 

ᴿ ̆ EXEC Ю̆ ԇ⁞ ”s” ”show”Ὧ Ȃ‡ ὡ

 

*
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CLI 

ᴳ CLIѮ₥̆ ᴳ Уэ PC Ȃ ╟ ̆

֒ ֒‫ ע Ԉᴳ CLIȂ ᴳ

ᴳ ѕ ̂Consolẽ ̆ ѝ ̂Outband̃ Ȃ

ҩ Ὧ ̆ Ԉ Telnet Ȃ ч

Ԉ ԇ Ȃ
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Ӈ  

 

ӊ УҾ ᴐ̔ 

¸ ԇ ⁸  

¸ ⁸ 

¸  

¸  

¸ ԇ  

¸  

¸ ᶕ  

¸ ⁸  

¸ Эᴳ telnet 

¸  

¸ ֒ѐ ԇ 

¸ ╘ Ὧ  

 

& 说明： 

Ὧ CLI ԇ ᴳ ᶕ ̆ ȇ Ӈ

ԇȈȂ 

 

ԇ ⁸  

 

⁸ Э Уэ ╕ ̆ ᴳ ԇᶑ ‚‍

⁞Ȃ ԇ Ԉ ⁸ ̆ ⁞ Ԉ ╖ ̆ ⁸

ὲ Ԉᴳ ԇȂ 
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ӱ ὤ ̆ ԇ ᶑ ֒ѐ ̆ Эּ Ҿ ֒ ̂ ᴳ

TFTP̃̆ ԏ ᶑ ԇ ὤȂ ԇ ᶑ ὡ ֒Ѯ₥ ╗

̆ ԇ ԇȂ ԇ enable secret ᴳ ҩ

╗ Ȃ 

ԇ ⁞  

֗ᴉ ⁞ ԇ̆ ⁞ 15 Ȃ 

⁞ ԇ 

ӊ ᵏЮ ԇ ұ ⁞ ԇȂ 

ԇ  

Ruijie(config)# enable password 
[level level] {password | encryption-type 
encrypted-password} 

ԇȂ ₥ 15
ԇ̆ з

ὤ ԇ ᾳЮ Ȃ 
15 ԇ̆

ֶ  Уэ ̆ ╟ ѝ

ὤ ԇȂ 
15 ԇ 15

ὤ ԇ ὤ ̆ ֶ

 Уэ ᶕ Ȃ 

Ruijie(config)# enable secret [level 
level] {encryption-type 
encrypted-password} 

ὤ ԇ̆╖ б ԇ

ᴳת̆ ҩ ԇ╗

Ȃѝҩ ὤ ̆ ᴳ

ὤ ԇȂ 

Ruijie# enable [level]  
Ruijie# disable [level] 

‎ ⁞̆ӱ ᴂ

⁞‎ ⁮ ⁞

ὡ ⁞ ԇȂ 

ԇѐ̆ ᴳ levelὯ ̆‡ѝ ⁞ Ѭ ԇȂ

ҩ ⁞ ԇ
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ԇ  

⁞ᴳ У ԇ̆‡ Ԉ ԇ ᴳ ҫ ᴂ

⁞̕ ԇ ᴳ УҾ̆‡ Ԉ ԇ ᴳ ҫ

⁞Ȃ 

ᴔ Ԉᴳ Ю ԇ ԇ ̔ 

ԇ  

Ruijie# configure terminal ὡὤ  

Ruijie(config)# privilege mode [all] {level 
level | reset} command-string 

ԇ ⁞‚‍Ȃ 
mode ̇ ԇ CLI

ԇ ̆ᴿ ̔config ὤ

̕exec
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<cr>  

Ю reload ԇ ὲ ԇ ѝ ḣ ̔ 

Ruijie# configure terminal 
Ruijie(config)# privilege exec all reset reload 
Ruijie(config)# end 

ὡ 1 ̆ ԇ ̔ 

Ruijie# disable 1 
Ruijie> reload ? 
% Unrecognized command. 

̂linẽ ԇᶑ  

ӊ ̂ TELNET̃ ԇ ̆ line ԇᶑ ̆

line Ю ԈЮ ԇ̔ 

ԇ  

Ruijie(config-line)# password password line ԇ 

Ruijie(config-line)# login line ԇᶑ  

 

& 说明： 

̆ ᴳ ҩ line ԇ̆ ̆line ԇ ֶ

Ȃ ЮУ Ӯ Ȃ 

 

ֶ  

ӊ lock ԇ ֶ ї ᴃ̆Ԉ Ȃ ᴳ ᴃֶ

╖ ̆ line Ю ╖ ̆

EXEC Ю̆ ᴳ lock ԇ ᴃ ̔ 

ԇ  

Ruijie(config-line)# lockable ᴃ line ╖  

Ruijie# lock ᴃ ₥ line  
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⁸ 

 

₥ У ԏ ҩ ᴉ ᶑ ԇ ⁸ Ȃ

ҩ ԇᶑ ̆ ҩ AAA ̆‡

̆ ԏ Ԉ УҾ ╘

̆ ₥ ԏ ‾ RADIUS ╘

⁸ Ȃ 

‾ RADIUS ╘ ⁸̆ аᾋ

ᶑ ᶕ ̆ ╗ ᶕ ⁮ RADIUS ╘

Э ̆ ╘ У ȁ ȁὭӎ

ᶕ ̆ᵳұ ⁸ ̆ ᶕ ὤ Ȃ 

 

ӊ ұ ֙ ̆ў ұ AAA Ю̆

‟ ѐ ̕Ԉ AAA Ю̆ ѐ Ȃ 

֙ ̆ ὤ Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# username name 
[password password | password 
encryption-type encrypted password]  

ᴳ ╗ ԇ ֙  

Ruijie(config)# username name 
[privilege level] ѝ ⁞̂ ̃ 

 

 

֙ ̆ Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-line)# login local AAA Ю̆

 

Ruijie(config-line)# login 
authentication {default | list-name} 

AAA Ю̆ AAA
Ȃ ᴳ AAA ‟ ѐ

̆ꜛ Radius ȁ

ȁ Ȃ 
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& 说明： 

AAA ȁRadius ╘ Ԉ ‟ ̆ AAA Ὧ

Ȃ 

 

 

 

ѐ ̆ ᵏέᴇ ( ȁ ȁ )
( ȁ‍ȁ )Ԉ ᶕ Ȃ ұУ ̆ У ᴳ ᴔ Ἴ

ѝ ₥ Ȃ ̆ ̆ᴔ҂ Ԉ

ᶢ Ȃ ў ұ Ү֒

Ȃ 

 

ᴔ Ԉ Э Ȃ ᴔ ҩ

̆ Ԉᴔ ѝῆУ Ю ̆ ᴳ Ю ̆

Ӱ Ȃ Ԉ У ̆ ‡Эа

ᾋ ̆ ᴔ ᶢ Э Ȃ 

ת ұ ᵏ ֒ ̆ Э Э

֒ ̆ Ө ̆ Ю ̆ Ȃ 

ԇ ᴐ  

Ruijie# clock set hh:mm:ss month day year Ȃ 

ᴿ 2008-1-30̆05:54:43 

Ruijie# clock set 05:54:43 1 30 2008       //  

Ruijie# show clock                          // ᶢ  
05:54:43 CHN-BJ Wed 2008-01-30 

 

ᴔ Ԉ Юᴳ show clock ԇ ᶕ ̆
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Ю̔ 

Ruijie# sh clock                             // ₥  
05:54:43 CHN-BJ Wed 2008-01-30 

֒  

УҾ ᴳ ֒ ̂calendar̃ Ἱ ֒ ̆ ֒ а

̆ ѝ ֒ ̆ ᴳ Ὧ Ю҂ Ȃ 
֒ ֒ а ̆ ֒ ̆ ԇ ֒

⁸ ֒ Ȃ 

֒ ֒ ̆ Ю clock update-calendar э

ԇ̆ ֒ ֶ ֒ ḣȂ 

ԇ ᴐ  

Ruijie# clock update-calendar ֒ ֒  

ᴳ Ю ԇ Ԉ ₥ ֒ ⁸⁮ ֒ ̔ 

Ruijie# clock update-calendar 

 

 

ᴉᴳ reload [modifiers] ԇ⁸ ‚̂schemẽ̆Ԉ

Ȃ ╖ ̆ Ҿ Ю(  ұ ὲ ) Ԉ

ѝ ᵏ ᴐЭ ᵳ‾Ȃmodifers reload ᵏ У ԇ ̆ Ԉᴳ

ԇ ᴳ ╗ Ȃ modifiers inȁatȁcancelȂέᴇᴳ Ю̔ 

1. reload  in   mmm | hhh:mm  [string] 

У Ȃ mmm  hhh:mm ᾱ

̆Ԉ‍ ѝ ᴁ̆ Ԉ֗ У ὡȂ string Уэ ╠ ̆

Ԉ ѝ э ‚ Уэ╠ ̆Ԉᵳ ̆

 ұ ̆ 10 ‍ ̆ ԏ Ԉ ὡ reload  in  10  
testȂ 

2. reload  at  hh:mm month day year [string] 

э Ȃ ὡ ḣ э Ȃ

year , ὡ̆‡ ֙ ֙̆ ұ ԏ

⁸ҩ а 31 ̆ ԈУ ̆ ₥ 1 1 ⁮

11 30 Ѯ ̆‡ ὡ ֙Ȃת ̆ ₥ ֙ѝ 12
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֙̆ зἵ 1 э  ̆
ᾳЮ̆ ὡ ֙ 1 ֙ а ӭ 1

֙̆ ὡ̆‡ ֶ ѝ ӭ 1 ֙̆ӱ Ȃstring
ЭȂ ₥ 2005-01-10 14:31̆ ԏ Э

̆ ԏ Ԉ ὡ reload at  08:30 11 1  newdayȂ Ḯ ₥

2005-12-10 14:31̆ ԏ 2006-01-01  12:00 ̆ ԏ Ԉ

ὡ reload at  12:00  1 1 2006  newyearȂ 

3. reload  a99.166 0 Td
<01C4>9l Tc 0 Tw 4.903 0 Td
( )T7.8C1_0 1 Tf
0.503 0 Td
<02C-9.8C1_Tj
/49C817E51B90A51.57 Tf
-049E4C3D43F5545673C634A310A031BCA4BC812051CD561580467082132CF34BA>Tj4D17532CF34B30A031BC0.5820EFD03DE29C1>]TJ
0. 0 Td
( )Tj
0.32.3TT3 1 Tf
80.846 0 Td
<1CDC04TT2 1 Tf<268D.0001 Tc 12 0 Td
(32 0 T1.3TT3 1 Tf
300 Tc -33.137 -1.44 Td
45-)-6C03>Tj
/TT104C009C304B1 1 Tf
0 Tc 10.Tc 0.2258 Tw 0.503 02.17( )Tj
25d �S ��3
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У  

Ю̆ᴳ Ю ԇ У ̔ 

ԇ ᴐ  

Ruijie# reload in mmm [reload-reason] 
mmm‍ reload̆

reload  
reload-reason( ὡ )

Ruijie# reload in hhh:mm [reload-reason] 
hhh mm ‍

reload ̆ reload
reload-reason( ὡ )
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̆ᴔ УҾ ᶕ Ȃᴔ Ԉ
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Ruijie(config)# banner 
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ȁ ᶕ  

ᶕ ў ꜛ ̆ Э ̆ ֒ ̆ ֒

̆ Ctrl ֒ ̆ Boot ֒ ̆ӊ ‟ ̂Ө ұ

ᾗ ‟ Ȃ̃ᴔ Ԉ Ҿᶕ ҩ э ᾳȂᴔ

Ԉ Юᴳ Ю ‟ ԇ Ҿ ᶕ ̔ 

ԇ ᴐ  

Ruijie# show version ȁ ᶕ  

 

֒ ᴇᶕ  

֒ᶕ ў ꜛ ᶕ Э ᶕ Ȃ ᶕ ꜛ

̔ ̆ ̕ ᶕ ̔ Э ̆

Э ̂ ̆‡ ѝ ̃̆ ꜛ

̆ ꜛ э ̂ ꜛ ᴔ̃ Ԉ

Юᴳ Ю ‟ ԇ ᶕ ̔ 

ԇ ᴐ  

Ruijie# show version devices ₥ ᶕ  

Ruijie# show version slots ₥

ᶕ  
 

╟ ў  

ᴔ Ԉ ԇ ᴳ show mainfile ԇ ╟ ў ̆

Ю̔ 

Ruijie# show mainfile                              
MainFile name: rgos.bin. 

 

⁸  

 

Уэ ⁸ ̂Consolẽ̆ э ⁸ ̆ Ԉ

Ȃ У ᴳ Ḁ̆ ⁸ ὲ

Ȃ Ԉ ѕ Ȃ ̆
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⁸ У Ȃ 

⁸  

Ю̆ Ԉᴳ ԈЮ ԇ ⁸ ̔ 

ԇ ᴐ  

Ruijie(config-line)# speed speed 

⁸ ּ ̆ ᴁ

bpsȂ ұѕ ̆ᴔ

ּ ѝ 9600 ȁ

19200 ȁ 38400 ȁ 57600 ȁ

115200 ѐ Уэ̆

9600Ȃ 

Ю ᴿ ᴉ ѕ ѝ 57600 bps̔ 

Ruijie# configure terminal                  // ὡὤ  
Ruijie(config)# line console 0           // ὡ ⁸  

Ruijie(config-line)# speed 57600        // ⁸ ѝ 57600 
Ruijie(config-line)# end                            // ⁮  

Ruijie# show line console 0                       // ⁸  
CON     Type    speed   Overruns 

* 0     CON     57600   0 
Line 0, Location: "", Type: "vt100" 

Length: 25 lines, Width: 80 columns 
Special Chars: Escape  Disconnect  Activation 

               ̂ ^x     none        ̂ M 
Timeouts:      Idle EXEC    Idle Session 

               never        never 
History is enabled, history size is 10. 

Total input: 22 bytes 
Total output:  115 bytes 

Data overflow:  0 bytes 
stop rx interrupt:  0 times 

Modem: READY 

Эᴳ telnet 

 

Telnet TCP/IP ѐ ұ ̆  ҩ ᵏ

╖ ȂTelnet Client ╘ѝ ⁮ Э
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ᵏᴳ Telnet Client Эὲӹ

╘Ȃ Ю Э ֛ Telnet б

A ̆ ὡ telnet ԇᾋ B̆ ὲ Ȃ 

 

1 

ᴳ Telnet Client 

Ԉ Э telnet ԇ ⁮ Э ̔ 

ԇ ᴐ  

Ruijie# telnet host-ip-address  telnet ⁮ ̆

Ԉ ў IP Ȃ 

Ю ᴿ ᴉ Telnet ֶ ̆ ip
192.168.65.119̔ 

Ruijie# telnet 192.168.65.119      // ⁮ telnetֶ  
Trying 192.168.65.119 ... Open 

User Access Verification                  // ὡ  
Password: 

 

 

Ԉ ̆ ⁸ ̂ꜛ

̆Ԉ ⁮ ֶ ̃̆ ḣ̆ ֗ᴉ ὡ  

ᶕ ̆ѐ Ȃ 

 

₥ ̆ ᾃ̆ ֗ᴉ ὡᶕ ̆ ╘ ѐ

Ȃ 
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ӊ ᵏ LINE Ю ԇ ̔ 

ԇ ᴐ  

Ruijie(config-line)# exec-timeout 20 

LINE Э̆

̆ ̆

֗ᴉ ὡ ̆ ѐ

Ȃ 

Ԉ LINE Юᴳ no exec-timeout ԇ̆ LINE Ю

Ȃ 

Ruijie# configure terminal                     // ὡὤ  

Ruijie# line vty 0                             // ὡ LINE  
Ruijie(config-line)# exec-timeout 20      // ѝ 20min 

ֶ  

₥ LINEЭ ֶ ̆ ᾃ̆ ֗ᴉ ὡᶕ ̆ ѐ ₥

⁮ ֶ Ȃ з ѝ Ȃ 

ӊ ᵏ LINE Ю ԇ ⁮ ֶ ̔ 

ԇ ᴐ  

Ruijie(config-line)# session-timeout 20 

LINE Э̆ ⁮

ֶ ̆

ᾃ̆ ֗ᴉ ὡ ̆ ѐ

ֶ Ȃ 

Ԉ LINE Юᴳ no exec-timeout ԇ̆ LINE Ю⁮

ֶ Ȃ 

Ruijie# configure terminal                       // ὡὤ  

Ruijie(config)# line vty 0                     // ὡ LINE  

Ruijie(config-line)# session-timeout 20    // ѝ 20min 

֒ѐ ԇ 

ѐ̆ Ḁ ὡ ԇ э╖ ̆ ὤ

CLI ὡ ̆҂ Ȃ Ҿ╖

ԇ ὤ Уэ ֒ѐ̆ ̆ э

֒̆ Ԉ Ὧ ὤ Ȃ 

ԇ ᴐ  

Ruijie# execute {[flash:] filename} Уэ ֒Ȃ 
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ᴿ ̔ ֒ line_rcms_script.text ұ Э Telnet ╖

̆ ֒ᾃ Ю̔ 

configure terminal 
line tty 1 16 

transport input all 
no exec 

end 

̔ 

Ruijie# execute flash:line_rcms_script.text  
executing script file line_rcms_script.text ...... 
executing done 

Ruijie# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# line vty 1 16 
Ruijie(config-line)# transport input all 
Ruijie(config-line)# no exec 
Ruijie(config-line)# end 

 

&  说明： 

֒ ֒



Ӈ  



LINE  
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LINE  

 

LINE УҾ ᴐ̔ 

¸ ὡ LINE  

¸ ╗/῏ LINE VTY  

¸ LINE Ю Ԉ  

LINE  

ὡ LINE  

ὡ⁮ LINE ̆ Ԉ LINE Ю̆ έᴇ LINE Ȃ

ὡ⁮ LINE ̆ ԈЮ ԇ̔ 

ԇ ᴐ  
Ruijie(config)# line [aux | LINE
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Ȃ 

ԇ  

configure terminal ὡ  

Line vty line number ὡ Line  

transport input {all | ssh | telnet | none} Line Ю Ԉ

 

no transport input  LINE Юаἵ ֗ᴉ

 

default transport input LINE Ю

ѝ  

 



 

 

 

 

ԇ Ю ў CTRL ֒
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XMODEM ּ ֒ 

У ӱў Ю ֒⁮ ̆ У ӱ Эּ ֒⁮ў Ȃ 

CLI ԇ Ю̆ Ю ֒ Ю ̔ 

Ю ₥̆ Ἴ Windows ⁮ ̕

Юᴳ ԈЮ ԇЮ ֒̕ ў Windows ѐ̆ “ּ
” ѐ “ ֒”╖ ̆ 1 ̔ 

 

1 

  ֒ ў Ю ֒̆ “Xmodem”̆
 “ ”̆‡ Windows Ԉ ꜛȂ 2 ̔ 

 

2 

ԇ ᴐ  

Ruijie# copy xmodem flash:filename ӱў Ю ֒⁮

ѝ filenameȂ 

CLI ԇ Ю̆ Ю ֒ Эּ̔ 

Эּ₥̆ Ἴ Windows ⁮ ̕
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Юᴳ ԈЮ ԇЭּ ֒̕ ў Windows ѐ̆ “ּ
” ѐ “ ֒”╖ Ȃ 3 ̔ 

 

3 

  Эּ ֒ ẏᴁ ̆ “Xmodem”̆  “
”̆ ֶ У ẏ ֒ ̆  “ ”

֒Ȃ 4 ̔ 

 

4 

ԇ ᴐ  

Ruijie# copy flash:filename xmodem ӱ Эּ ֒ filename
⁮ў  

 

 

а ̆ᴳ Ԉᴳ Э tftp xmodem
ּ֒ ⁮ ЭȂּ ╖ ̆ ╟ ̆ ֒ ֶ ╟ ₥
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̆ э а ӝ ӮὡȂ 

֒ Э ╟ᴐ а ̔ 

1̃ ᴐ̆ ̆ ╟ ᴁ̆

ᾋ ╟ Ȃ 

2̃ ꜛ ̆ Ԉ н╘ ̆ Уэ ֒

ᴐȂ Ἴ ̆ ᴁȂ ᾋ ╟ ̆

╟ ╖ ֶ ╟ ̆ н╘ Ȃ 

╟ ╖ ̔ ұў Уэ╖ ֶ̆ ѐ ӱ ̆

н╘ У ̆ ӹԏ ў ѐ

аУ ̆ ӹԏ ּ֒ ̆ ӹԏ ̆Ԉᴳ

э ᶑ У Ȃ 

 

~ 注意： 

֗ᴉ Ḁ ў ̆ ֶ ӱ ̆ӱ ᶑ У

Ȃ ᴐֶᴳ э ѐ ὡ ⁮ Ȃ

₥а ̆ ‡ х Ȃ 
₥̆ show version ֒

б У ̆а ў ‎ ̂ᴿ

̔redundancy force-switchover̃̆ ‡ֶ Ȃ 
 

¸ ֒ ̔ 

1̃ ὡ ֒ ֒ ѝ rgos.bin 

2̃ ᴳ Э copy ԇ̆ ֒Ю ⁮ Э 

3̃ Э ӱ ̆ ўӱ ў ╖̆ ╖

Ю ̔ 

Upgrade Slave CM MAIN successful!! 
Upgrade CM MAIN successful!! 

1̃ У ᴁ ᴐ 

2̃ ᾋ ╟ ̆ ֶ֒ ̆ ֶ ⁮ נ Ю ̔ 

Installing is in process ...... 

Do not restart your machine before finish !!!!!! 
...... 

3̃ ᴐ ̆ ֶ ⁮ נ Ю ̔ 

Installing process finished ...... 
Restart machine operation is permited now !!!!!! 



 

http://www.ruijie.com.cn 

4̃ ֒ ֶ ╟ ᴁ̆  Ю ̔ 

System restarting, for reason 'Upgrade product !'. 

5̃ ᾋ ╟ ̆ э ֶ ̆ ╗

֒ ̆ ֶ 5 6 ᶕ аֶת̆ 7 ᶕ ̆

ԆѮ ̔ 

System load main program from install package ...... 

ӱ ֒ѐ╗ ў  

6̃ ў ̆ ╟ ╖ ֶ ╟̆ ѐ ӱ ὲ

ӹ ֶ ⁮ Ю ̔ 

A new card is found in slot [1].  

System is doing version synchronization checking ...... 
Current software version in slot [1] is synchronous. 

System needn't to do version synchronization for this card ...... 

Ю ̔ 

System is doing version synchronization checking ...... 
Card in slot [3] need to do version synchronization ...... 

ὲӹ ᶕ  

Version synchronization begain ...... 
Keep power on, don't draw out the card and don't restart your 

machine before finished !!!!!! 

ὲӹ ᶕ  

Transmission is OK, now, card in slot [3] need restart ... 

Software installation of card in slot [3] is in process ...... 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!! 

Software installation of card in slot [3] has finished 
successfully ...... 

The version synchronization of card in slot [3] get finished 
successfully. 

Э ч ᾳУ ̆ а ᾋ ╟ ̆ У

̆ ╟ ̆ ṁ ᴐȂ 

ֶᵑ ӱ Уэ Э ᴐȂ 

У ᴐ̆ ᵳ ᴐ

ҩȂ 
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~ 注意： 

╟ ѐֶ̆ аἵ ̆У   נ ̆ ╘

а ᴁ ̆҂а ᵳ ὲӹ Ȃ 

 

 

& 说明： 

ұ ὡ ֶ ╟ ᴐȂ 

 

¸ ֒ ̔ 

Э 1̇7̆ ᴁ ֶ

ҩȂ 



ᶕ έ 
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ᶕ έ 

Ping  

ѝҩ ̆ Echo ̆ ꜛ У

э ꜛ ̆ ꜛ̆

Echo ̆ Ԉ ה ȁ ̆‾ RGOS ᵏ

Ping έ̆ Ԉ ╠ ȁ ᴁ ѐ Ȃ 

Ping ԇ Ю̆ Ю̆

Ping ╖ ̆ Ю̆ Ԉ Ping ╖ Ȃ 

ԇ ᴐ  

Ruijie# ping [ip] [address [length 
length] [ntimes times] [data 
data][ source source] [timeout 
seconds] ] 

Ping̔ έ 

Ping ╖ ̆ Ԉ Ю ̆ 5 э

ѝ 100Byte ꜛ ⁮ IP ̆ ̂ ѝ 2 ̃ᾃ̆

ꜛб ꜛ רּ ̂ ‍ а ̆ ὨὭ ‍ רּ

̃̆ ‡ ļ!Ľ ̕ ꜛб ꜛаּר ‡̆ ļCĽ ̕

̆‡ ļ.Ľ Ȃ  Уэ ᶕ ȂԈЮѝ ping
ᴿ̔ 

Ruijie# ping 192.168.5.1 
Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout is 2 

seconds: 
< press Ctrl+C to break > 

!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 

ms 

Ping ╖ ̆ Ю Ȃ Ping ѐ̆ Ԉ

ꜛ э ȁ ȁ Ȃ Ping ╖ У ̆ ҂  Уэ

ᶕ ̆ ԈЮѝУэ Ping ᴿ̔ 

Ruijie# ping 192.168.5.197 length 1500 ntimes 100 data ffff source 
192.168.4.190 timeout 3 
Sending 100, 1000-byte ICMP Echoes to 192.168.5.197, timeout 
is 3 seconds: 

  < press Ctrl+C to break > 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
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Success rate is 100 percent (100/100), round-trip min/avg/max 
= 2/2/3 ms 

Ruijie# 

Traceroute   

Traceroute ԇ̆ Ԉ ꜛӱ ⁮ ̆

ὯȂTraceroute ԇў ұ ̆ ̆ῆ

ᴁ ᴁ Ȃ 

ּ ‡ ̆Уэ ꜛ Уэ Ὧ̆ ꜛѐ TTL
῏ 1 ᴐȂ TTL ѝ 0 ̆ Ὧᵳх э ꜛ̆ Уэ

а ꜛ Ȃ э ‡̆Traceroute ԇ ̔

Ἴ Уэ TTL ѝ 1 ꜛ̆ Уэ Ὧᵳ Уэ ICMP
̆Ԉ ꜛа ̆ ѝ TTL ̆Ѯ ꜛ TTL ╗ 1

̆ үэ Ὧ TTL ̆ э У Ю ̆ ⁮

⁮ ̆ Уэ ICMP TTL ᶕ ̆ᵳ Юҩ

ӱ ⁮ ̆IP ꜛ э Ȃ 

Traceroute ԇ Ԉ Ю ̆έᴇ ԇ

Ю̔ 

ԇ ╖  

Ruijie# traceroute [protocol] [destination [probe 
probe] [ttl minimum  maximum]  [ source 
source] [timeout seconds]] 

ꜛ  

ԈЮѝ Traceroute чэᴿ ̆Уэѝ ̆Уэѝ

Ҿ Ὧа ᾳȂ 

1̈ Traceroute ᴿ ̔ 

Ruijie# traceroute 61.154.22.36 
  < press Ctrl+C to break > 
Tracing the route to 61.154.22.36 

 
1      192.168.12.1        0 msec  0 msec  0 msec 

2      192.168.9.2         4 msec  4 msec 4 msec 
3      192.168.9.1         8 msec  8 msec  4 msec 

4      192.168.0.10        4 msec  28 msec  12 msec 
5      202.101.143.130    4 msec  16 msec  8 msec 

6      202.101.143.154   12 msec  8 msec  24 msec 
7      61.154.22.36       12 msec  8 msec  22 msec 

ӱЭ Ԉ ⁮̆ӱ IP ѝ 61.154.22.36 ў ̆

ꜛ ҩ Ҿ Ὧ̂1̇6̃̆  ҩ⁮ Ὧ ̆

ұ ‍ ̆ Ȃ 
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2̈ ѐ Ҿ Ὧа Traceroute ᴿ ̔ 

Ruijie# traceroute 202.108.37.42 
< press Ctrl+C to break > 
Tracing the route to 202.108.37.42 

1      192.168.12.1       0 msec  0 msec  0 msec 
2      192.168.9.2        0 msec  4 msec 4 msec 

3      192.168.110.1     16 msec  12 msec  16 msec 
4      *  *  * 

5      61.154.8.129       12 msec  28 msec  12 msec 
6      61.154.8.17         8 msec  12 msec  16 msec 

7      61.154.8.250       12 msec  12 msec  12 msec 
8      218.85.157.222     12 msec  12 msec  12 msec 

9      218.85.157.130     16 msec  16 msec  16 msec 
10     218.85.157.77      16 msec  48 msec  16 msec 

11     202.97.40.65       76 msec  24 msec  24 msec 
12     202.97.37.65       32 msec  24 msec  24 msec 

13     202.97.38.162      52 msec  52 msec  224 msec 
14     202.96.12.38       84 msec  52 msec  52 msec 

15     202.106.192.226    88 msec  52 msec  52 msec 
16     202.106.192.174    52 msec  52 msec  88 msec 

17     210.74.176.158    100 msec  52 msec  84 msec 
18     202.108.37.42       48 msec  48 msec  52 msec 

ӱЭ Ԉ ⁮̆ӱ IP ѝ 202.108.37.42 ў

̆ ꜛ ҩ Ҿ Ὧ̂1̇17̃̆ з Ὧ 4   ҩ Ȃ 
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ў ‚‍̆ ѬȂ

‍ѝԈЮч ̔ 

¸ ү (L2 interface)  

¸ Ь (L3 interface) (Ь ) 

ү (L2 interface) 

ў ү Ὧ Ѭ̆ ‍ѝԈЮΰ  

¸ Switch Port 

¸ L2 Aggregate Port 

Switch Port 

Switch Port Э э ̆ ү Ӈ ╖ Ȃ Ԉ У

э Access Port Уэ Trunk Port̆ Ԉ Switch Port ԇ̆ Уэ

ѝУэ Access Port Trunk PortȂSwitch Port ұ

бѮ Ὧ ү ̆ за Ȃ 

Access Port 

э Access Port ұУэ VLAN, ּ ұ э VLAN ȂУ ұ

Ȃ 
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Trunk port ⁮ TAG ̆ ԈЮ ֒ ̔ 

¸ Trunk Port ⁮ TAG VID ұ Trunk port Native vlan
̆ἵ ̕ ̆ TAG ᾋ Ȃ 

¸ Trunk Port ⁮ TAG VID а ұ Trunk port Native 
vlan̆ת VID ἵ VLAN ID ̆ ̕ ̆ ᶑ

TAGȂ 

¸ Trunk Port ⁮ TAG VID а ұ Trunk port Native 
vlan̆з VID аἵ VLAN ID ̆х Ȃ 

 

& 说明： 

Untagged Ethernet ̆ PC Ԉ ⁞

̕TAG ע MAC MAC Ѯ ̆╗Э

ҩ 4bytes VLAN ᶕ ̆҂ VLAN TAG Ȃ 

 

Hybrid  

Hybrid Ԉ ұ э VLAN̆ Ԉ э VLAN ̆

Ԉ ұ Ѯ ̆҂ Ԉ ұ ȂHybrid Trunk 
а Ѯ ұ Hybrid Ԉἵ э VLAN а ̆

Trunk ἵ VLAN а , ̔Hybrid 
╗ὡ VLAN Ȃ 

L2 Aggregate Port 

Aggregate port э Ȃ ԏ Ԉ э

У Уэ ̆ э ԏ ѮѝУэ Aggregate 
Port̂ԈЮ AP ̃Ȃ 

ұү Ӈ AP ẹУэ Switch port̆ Ԉ э

╗ ᴳ ̆ ҩ Ȃ ̆ L2 Aggregate port
L2 Aggregate port Э ̆ AP ѐ У

̆L2 Aggregate port ֶ ╟ э Э ⁮ὲӹ

Э̆ ҩ Ȃ 

 

~ 注意： 

L2 Aggregate Port Ԉѝ Access port Trunk Port̆ת Уэ

AP ѝ У ̆ ѫὤ Access Port̆ ѫὤ Trunk portȂ 
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Ь (L3 interface) 

ў 3 Ὧ ѬȂ 

SVI(Switch virtual interface) 

SVI Ӈ ̆ Ь Ӈ ȂSVI Ԉṁѝ

̆ Ȃ ҂ Ԉ… SVI ѝУэ Ὧ ̆

ұ э VLAN ̆ ұЬ ѐ VLAN Ѯ

Ȃ… Уэ SVI ̆ interface vlan ԇ … SVĬ
SVI ‍ IP VLAN Ѯ Ȃ 

̆VLAN20 ў ҵ ̆ Ь ̆

VLAN20ᾃ ў A VLAN30ᾃ ў B VLAN20 VLAN30

6 3 2 G 
 0 L A N 
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ӱ₥ ̆ӱ ̆ӱЭ Ю У ‟̆ ӱ 1
ᵑ ╗Ȃ Э ӱ 1̇ Э ̆ ӱ ⁮ Ȃ

ұ Ԉ Ӯ ̆ ꜛ ч Ӯ ̂Ἵ ̃̆ ᴳ

Ӯ ̆ ᴳ Ȃ ҂ Ԉ ԇ ѐ show ԇ

Ԉ Э ᶕ Ȃ 

ұ Aggregate Port̆ὲ ѝ 1̇ Aggregate Port э Ȃ 

ұ SVĬὲ э SVI VLAN VIDȂ 

 

~ 注意： 

Э ѝ 0̆ ╟ ( ) ӱ 1
Ȃ 

 

ԇ ᴳ  

ὤ Юᴳ interface ԇ ὡ Ȃ 
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interface range ̆ ұ ᾃ Ȃ 
 

ԇ ᴐ  
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ԇ ᴐ  

Ruijie(config)# define 
interface-range macro_name 
interface-range 

Ѭ ѬȂ 
macro_namė Ѭ ̆а 32
э Ȃ 

Ѭ ᾃ Ԉꜛ э Ȃ 
У Ѭѐ ѐ

ұ Ȃ 

Ruijie(config)# interface range 
macro macro_name 

Ѭ ѕ ᶑ ᾃ ѐ̆ᴳ

interface range ԇ ̆ Ԉᴳ Ѭ

Ԇ ὡ

ѕȂ 

ὤ Юᴳ no define interface-range macro_name ԇ ‮

ѬȂ 

ᴳ define interface-range ԇ Ѭ ̆ ̔ 

̔ 

͠ vlan vlan-ID - vlan-ID, VLAN ID  1͘4094̕ 
͠ fastethernet slot/{ Уэ port} - { Уэ port}̕ 
͠ gigabitethernet slot/{ Уэ port} - { Уэ port}̕ 
͠ Aggregate Port Aggregate port  - Aggregate port ,  1͘MAX̕ 

Уэ interface range ѐ ̆ ὤ switch port̆
ὤ Aggregate Port̆ ὤ SVIȂ 

Ю ᴿ ᴉᴳ define interface-range ԇ Ѭ fastethernet1/1-4
Ѭ̔ 

Ruijie# configure terminal 
Ruijie(config)# define interface-range resource 
fastethernet 1/1-4 
Ruijie(config)# end 

Ю ᴿ ᴉ Ѭ э Ѭ̔ 

Ruijie# configure terminal 
Ruijie(config)# define interface-range ports1to2N5to7 
fastethernet 1/1-2, 1/5-7 
Ruijie(config)# end 

Ю ᴿ ᴳ Ѭ ports1to2N5to7 ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface range macro ports1to2N5to7 
Ruijie(config-if-range)# 
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Ю ᴿ ᴉ‮ Ѭ ports1to2N5to7̔ 

Ruijie# configure terminal 
Ruijie(config)# no define interface-range ports1to2N5to7 
Ruijie# end 

Ӯ  

Ҿ ̆ Ԉ Ӯ ᵏ Ȃ Ԉ ὲѐУ Ӯ ᴳ ȂУ

Ӯ ̆ ȁ ȁ ȁ Ӯ

̆ Ӯ ̆ Ӯ Ҿ ᴳ ḣ̆

Ԉ Ҿ Ȃ 

ԇ ȂAggregate Port SVI а Ӯ

Ȃ 

ԇ Ӯ Ȃ 

ѝAggregate Port ̆ὲӮ У ̆ ‡ ╗ὡ⁮AP
ѐȂAggregate Port а Ȃ 

ԇ ᴐ  

Ruijie(config-if)# medium-type { fiber | copper } Ӯ  

Ю ᴿ ҩ ᴉ Gigabitethernet 1/1 Ӯ ̔ 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# medium-type fiber 
Ruijie(config-if)# end 

 

ѝҩ ╠ұ ᴃУэ ╖ ̆ ԈѝУэ Уэж

э ̆҂ (Description)Ȃ Ԉ Ѭ

έᴇ ̆ ̆ Gigabitethernet 1/1 ‍ A ж ᴳ ̆

Ԉ э ѝľPort for User AĿȂ 

ԇ ᴐ  

Ruijie(config-if)# description string ̆ 32э Ȃ

Ю ᴿ ҩ ᴉ Gigabitethernet 1/1 ̔ 

Ruijie# config terminal 
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Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# description PortForUser A 
Ruijie(config-if)# end 

Ҿ ᾳЮ̆ э Ȃ Ԉ

Ὧ Уэ Ȃ Ὧ Уэ ̆‡ э Э аֶ ֗ᴉ ̆

э ъ э ╖ Ȃ ҂ Ԉ

Уэ Ὧ Ȃ ч ̔Up Down̆ Ὧ

̆ ѝ down̆ ‡ѝ upȂ 

ԇ ᴐ  

Ruijie(config-if)# shutdown Ὧ Уэ  

Ю ᴿ ᴉὯ Gigabitethernet 1/2̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitethernet 1/2 
Ruijie(config-if)# shutdown 
Ruijie(config-if)# end 

̆ ̆  

ᴉ ȁ Ȃ 

ԈЮ ԇ Switch Port Ȃ 

ԇ ᴐ  

Ruijie(config-if)# speed {10 | 100 
| 1000 | auto } 

̆ ѝ autoȂ
̔ 

1000 ︢Ἲ ̕ 
Ἵ ⁸ѝ 1000MȂ 

Ruijie(config-if)# duplex {auto | 
full | half } 

Ȃ 
 

Ruijie(config-if)# flowcontrol  
{auto | on | off } 

Ȃ 
̔ speed,duplex,flowcontrol ѝ

auto ̆ Ὧ  

Юᴳ no speed ̆ no duplex no flowcontrol ԇ̆

ȁ ѝ ḣ̂ ̃ȂЮ ᴿ ᴉ

Gigabitethernet 1/1 ѝ 1000M̆ ѝὤ ̆ Ὧ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# speed 1000 
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Ruijie(config-if)# duplex full 
Ruijie(config-if)# flowcontrol off 
Ruijie(config-if)# end 

 

~ 注意： 

IEEE Ὧ ῆ̆︢Ἲ Master Slave
Ȃ ‟ ӊ Ἵ ╒ ̆ б У ̆ ‡

ֶ  а link up Ȃ 

 

MTU 

Ӈ ̆ ֶ ⁮ ұԈ ῆ ̆

ѝ jumbo Ȃ Ԉ MTU ⁸ ἵ

Ȃ 

MTU ѐ ̆аꜛ Ԉ Ȃ 

MTU ὡ Ȃ   аֶ MTUȂ ⁮ ̆

MTŬ х Ȃ  

MTU ἵ ѝ 64~9216 ̆ ѝ 4 ̆ ѝ 1500 Ȃ 

ԇ ȂSVI а MTU Ȃ 

ԇ ᴐ  

Ruijie(config-if)# Mtu num MTU 
Num̔<64-9216> 

Ю ᴿ ҩ ᴉ Gigabitethernet 1/1 MTU̔ 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# mtu 64 
Ruijie(config-if)# end 
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2  

ү  

Ю ҩү ̆ Ὧ VLAN ľ

VLANĿ ľ ұ ⁸ĿȂ 

ү Ю ̔ 

  

ᴐ  ү Ӈ  

Switch port  access port 

ἵ VLAN  VLAN 1͘4094 

VLAN̂ ұ access port
̃ VLAN 1 

Native VLAN̂ ұ trunk port
̃ VLAN 1 

Ӯ  copper 

 Up 

  

  

  

  

Aggregate port  

⁸ Ὧ  

ᶑ  Ὧ  

ὤ Ὧ  

 

Switch Port 

access/trunk port 

ў Switchport ᴐ (access/trunk port) Ю Ὧ

Ȃ 

Ю switchport ὲӹ ԇ Switch Port Ὧ
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̔ 

ԇ ᴐ  

Ruijie(config-if)# switchport mode 
{access | trunk } ᴐ Ȃ 

 Юᴿ ᴉ gigabitethernet 1/2 ᴐ ѝ access portȂ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/2 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# end 

ԇ ᴐ  

Ruijie(config-if)# switchport  
access vlan vlan-id access port VLANȂ 

Юᴿ ᴉ access port gigabitethernet 2/1 vlan ѝ 100Ȃ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport access vlan 100 
Ruijie(config-if)# end 

trunk port native VLAN 

ԇ ᴐ  

Ruijie(config-if)# switchport 
trunk native vlan vlan-id trunk port NATIVE VLANȂ 

Юᴿ ᴉ Trunk Port Gigabitethernet 2/1 Native vlan ѝ 10Ȃ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport trunk native vlan 10 
Ruijie(config-if)# end 

ὤ̆ Ὧ ὤ ᶕ ľ ұ

⁸Ŀ̔  

ԇ ᴐ  

Ruijie(config-if)# switchport 
port-security ὤȂ 

Юᴿ ᴉ Gigabitethernet 2/1 ὤȂȂ 
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Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# end  

̆ ̆ ľ ̆ ̆ ĿȂ 

Юᴿ ᴉ Gigabitethernet 2/1 ѝ access port̆ VLAN ѝ 100̆
̆ ̆ ѝ ̆ ὤ ̔ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport access vlan 100 
Ruijie(config-if)# speed auto 
Ruijie(config-if)# duplex auto 
Ruijie(config-if)# flowcontrol auto 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# end 

Hybrid  

Ԉ ԈЮ Hybrid ̔ 

 

ԇ  

configure terminal ὡ  

interface <interface> ὡ  
Ἲ,︢Ἲ̆ЪἺ 

switchport mode hybrid ѝ ѝ hybrid  

no switchport mode ‮  

switchport hybrid native vlan id hybrid VLAN

switchport hybrid allowed vlan 
[[add] [tagged | untaged]] |remove ] vlist   ‡ 

Ruijie# configure terminal  
Ruijie(config)# interface g 0/1 
Ruijie(config-if)# switchport mode hybrid 
Ruijie(config-if)# switchport hybrid native vlan 3 
Ruijie(config-if)# switchport hybrid allowed vlan untagged 
20-30 

Ruijie(config-if)# end 
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Ruijie# show running interface g 0/1 

L2 Aggregate Port 

ў ᴉ… L2 Aggregate Port L2 Aggregate Port Ὧ УҾ

Ȃ 

Ԉ Юᴳ aggregateport … L2 Aggregate Port̆έᴇ

ľ Aggregate PortĿȂ 

ḣ ᴁ  

Ю clear ԇ ḣ ᴁ Ȃ ԇ

Switch Port,L2 Aggregrate port , ̆ԈЮѝ clear ԇ̔ 

ԇ ᴐ  

Ruijie# clear counters [interface-id] ḣȂ 

Ruijie# clear interrface interface-id  ֒ ᴁ 

ḣ Ԉ ԇ show interfaces ̆ Юᴳ

clear counters ԇ̆ Ԉ ḣ Ȃ а ̆‡

L2 Ȃ 

Ю ᴿ ᴉ Gigabitethernet 1/1 ̔ 

Ruijie# clear counters gigabitethernet 1/1 
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3  

SVI 

ў ᴉ… SVI SVI УҾ Ὧ Ȃ 

interface vlan vlan-id … Уэ SVI ᶢ Уэ SVIȂ 

SVI ̔ 

ԇ ᴐ  

Ruijie(config)# interface vlan vlan-id ὡ SVI Ȃ 

SVI Ὧ Ȃ 

Ю ᴿ ᴉ ὡ ̆ з SVI 100 ‍ IP ̔ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface vlan 100 
Ruijie(config-if)# ip address 192.168.1.1 255.255.255.0 
Ruijie(config-if)# end 

~ 注意： 

‟ … Уэ SVI Ȃ 
 

DHCP ̆ᴳὲ DHCP ╟ ‍ IP ̆ ὡ SVI
ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address dhcp DHCP ⁮ IP
 

DHCP ч ԇ̆ Ԉ Э ԈЮ ᴐ̔ 

1̃ ̂debug̃ ԇ̆   ᶕ ̆ў ұ . 

2̃ ԇ̆ DHCP Ὧᶕ Ȃ 

DHCP ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  
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Ruijie# debug ip dhcp client  DHCP  

DHCP ᶕ ̆ ԇ ѐ ԈЮ ԇ̔ 
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Ruijie# show interfaces 
interface-id status  Ȃ 

Ruijie# show interfaces 
[interface-id] switchport 

Ӈ ̂ ̃

administrative 
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Enabled   All 

 ԈЮᴿ ѝ Gigabitethernet 2/1 ̔ 

Ruijie# show interfaces gigabitethernet 1/2 description 
Interface           Status     Administrative    Description 

------------  ---------       -----------    ---------------- 
gigabitethernet 2/1      down        down         Gi 2/1 

 ԈЮᴿ ѝ ḣ 

Ruijie# show interfaces gigabitethernet 1/2 counters 
Interface : gigabitethernet 1/2 

5 minute input rate  ̔ 9144 bits/sec, 9 packets/sec 
5 minute output rate ̔ 1280 bits/sec, 1 packets/sec 
InOctets             : 17310045 
InUcastPkts          : 37488 

InMulticastPkts      : 28139 
InBroadcastPkts      : 32472 

OutOctets            : 1282535 
OutUcastPkts         : 17284 

OutMulticastPkts     : 249 
OutBroadcastPkts     : 336 

Undersize packets    : 0 
Oversize packets     : 0 

collisions           : 0 
Fragments            : 0 

Jabbers              : 0 
CRC alignment errors : 0 

AlignmentErrors      : 0 
FCSErrors            : 0 

dropped packet events (due to lack of resources): 0 
packets received of length (in octets): 

64:46264, 65-127: 47427, 128-255: 3478, 
256-511: 658, 512-1023: 18016, 1024-1518: 125 

 

LinkTrap  

ѐ Ԉ ұ LinkTrap̆ ╖ ̆

Link SNMP̆ע   LinkTrap, Ѯ‡а Ȃ ᾳЮ̆ ╖

Ȃ 
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ԇ 

ԇ ᴐ  

Ruijie(config-if)# [no] snmp trap link-status Ὧ link 
trap ╖ . 

 

ѡᴿ 

Ю ѝа Link trap: 

Ruijie(config)# interface gigabitEthernet 1/1 
Ruijie(config-if)# no snmp trap link-status 
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Aggregate Port  

ᴉ Э Aggregate PortȂ 

 

Aggregate Port 

ԏ Ԉ э У Уэ ̆ э ԏ Ѯ

ѝ Aggregate Port̂ ԈЮ AP Ȃ̃ ᵏ AP ╖ IEEE802.3ad
ῆ̆ Ԉ ұ ̆ ᵏ Ȃ 

AP ѐ У ̆ ֶ ╟ ‍ ⁮ AP ѐ

ὲ Э ȂAP ѐУ ⁮ ̆ аֶ

⁮ὲ ЭȂ  

 

1 ὴ AP  

 

&  说明： 

S2700 ‟ 31 э AP̆ э AP ꜛ 8 э Ȃ 
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AP Ԉ MAC ȁ MAC ̆ MAC + MAC
ȁ IP ̆ IP Ԉ IP + IP ḣ

‍ ⁮ AP ѐȂ Ԉ aggregateport load-balance ‍

Ȃ 

MAC MAC ‍ ⁮ AP э

ѐȂа MAC ̆ а ̆ MAC ̆ӱ У

э Ȃ 

MAC MAC ‍ ⁮ AP э

ѐȂ MAC ̆ӱ Уэ ̆а MAC
̆ӱа Ȃ 

MAC+ MAC MAC MAC
‍ ⁮ AP э ѐȂέ а MAC+ MAC
‍ ⁮ Уэ AP ѐȂ 

IP IP IP IP ‍ Ȃа

IP IP а ̆ IP IP ‡

Ȃ ұЬ ̆

Ю ⁮ү ̆‡ ╟ ү MAC MAC
Ȃ 

IP + IP IP IP ‍ Ȃ

ұЬ ̆ Ю ⁮ү ̆‡ ╟

ү MAC Ȃέ а IP+ IP ‍

⁮ Уэ AP ѐȂ 

ԏ а ‍ ̆Ԉᵳ ⸗ ‍

⁮ э Э̆Ἱ‍‾ Ȃ 

Ю ѐ̆УэӇ AP б ̆ ᾃ ѐ ̂ ѐ

Э 4 PC ̃Ԉ ѝ Ὧ̆ ̂ ѐ Ю 2 PC ̃

  MAC Ὧ MAC ̆ѝҩ бὲӹў Ѯ

ὲӹ ‍ ̆ ѝ MAC ̕

Ӈ ̆‡ ѝ MAC Ȃ 

 

& 说明： 

S2700 ‟Ӈ ‾ ̂ ̃

Ȃ ұ ‾ ̆ Ԉ Уэ Ȃ

̆ IP ̆чэέ а IP+ IP ̆

⁮ Уэ AP Ȃ 
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2  AP  

Aggregate Port 

Aggregate Port  

AP Ю ̔ 

 ḣ 

2 AP   

 ὡ MAC ‍ Ȃ 

Aggregate Port  

╗ὡ AP ᴐ ὤ Ȃ 

AP У Ȃ 

ү ╗ὡү APȂ 
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AP а ὤ╖ Ȃ 

╗ὡУэа AP ̆AP ֶ ╟… Ȃ 

Уэ ╗ὡ AP̆ AP ԆȂ 

Уэ ӱ AP ѐ‮ ̆‡ ѝὲ╗ὡ AP ₥ Ȃ 

:
 

~ 注意： 

Уэ ╗ὡ AP ,а Э ֗ᴉ , ⁮   AP. 

 

Aggregate Port 

Ю̆ Ю ╗ὡ AP̔ 

ԇ ᴐ  

Ruijie(config-if-range)# 
port-group port-group-number

╗ὡУэAP( эAPа ̆

‡ … э AP)Ȃ 

Юᴳ no port-group ԇ Уэ   APȂ 

Ю ᴿ ү Ԉ 0/1 ү AP 5 ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface range gigabitEthernet 0/1 
Ruijie(config-if-range)# port-group 5  
Ruijie(config-if-range)# end 

Ԉ ὤ Юᴳ ԇ Ruijie(config)# interface aggregateport n (n
ѝ AP ) … Уэ AP( AP n а )Ȃ 

Aggregate Port  

Ю̆ Ю AP ̔ 

ԇ ᴐ  
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Ruijie(config)# 
aggregateport 
load-balance 
{ src-dst-mac | ip }
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VLAN  

ᴉ IEEE802.1q VLAN 

 

VLAN ̂Virtual Local Area Network̃ ̆ Уэ

Э‚‍  Ȃ э ұ ISO ү ȂVLAN ‚‍

а ᴁ ⁸ȂVLAN ̆

ҩ ᴁ ⁸̆ У Ȃ ү ȁ

Уэ VLAN ᾃ ȁ ̆ аֶ ὡὲӹ VLAN ѮѐȂ Ԉ̆ У

э ў ὲ а Уэ VLAN ў ̆‡ Уэ

Ь ̆ Ю Ȃ 

Ԉ Уэ ѬѝУэ VLAN ̆ ⁮ э

У ‍̆ з э Ԉ э VLANȂ ╗ȁ‮ ᶢ

Ḁ̆а ӱ Э Ȃ 

 

1 

Уэ У ̆VLAN Уэ IP У ȂУэὴ ᴿ

̆ Уэ IP ѐ ў ұ Уэ VLAN̆VLAN Ѯ

Ь ̂Ь ̃Ȃ Ь Ԉ SVI ̂Switch Virtual 
Interfaces̃ VLAN Ѯ IP ȂὯұ SVI ̆

IP Ȃ 
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VLAN 

ӊ VLAN IEEE802.1Q ῆ̆ 4094 э VLAN(VLAN ID 
1-4094)ὲѐ VLAN 1 а ‮ VLANȂ 

VLAN  

Ԉ Уэ VLAN ̆ э ̆Ԉ

э Ԉ ұ э VLANȂὯұ VLAN ̆ Ю

̔ 

VLAN  



VLAN  
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VLAN State Active ActivĕInactive 

 

… ȁᶢ Уэ VLAN 

Ю̆ Ԉ… ᶢ Уэ VLAN̔ 

ԇ ᴐ  

Ruijie(config)# vlan vlan-id 

ὡУэ VLAN IDȂ ὡ У

э VLAN ID̆‡ ֶ… Уэ

VLAN̆ ὡ

VLAN ID̆‡ᶢ VLANȂ 

Ruijie(config)# name vlan-name 

̂ ѝ̃ VLAN Уэ Ȃ

У ̆‡ ֶ ╟ѝ

Уэ  VLAN xxxx̆ὲѐxxxx
0 ᴁ VLAN ID Ȃ ̆

VLAN 0004 VLAN 4
Ȃ 

VLAN ̆ ὡ no name ԇ Ȃ 

Ю Уэ… VLAN 888̆ ѝ Test888̆ зᶑ ֒ ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# vlan 888 
Ruijie(config-vlan)# name test888 
Ruijie(config-vlan)# end 

‮ Уэ VLAN 

а ‮ VLAN̂VLAN 1 Ȃ̃ 

Ю‮ Уэ VLAN̔ 

ԇ ᴐ  

Ruijie(config)# no vlan vlan-id ὡУэ VLAN ID̆‮ Ȃ 

VLAN ‍ Access  

Уэ ‍ Уэа VLAN̆ ѫ э VLAN ╟ … Ȃ 

Ю̆ Уэ ‍ Уэ VLAN̔ 





VLAN  
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 2 

Ԉ Уэ Ԉ ̆ Уэ Aggregate Port ѝУэ Trunk ̂Ὧ

ұ Aggregate Port ̆Aggregate Port̃Ȃ 

Уэ ACCESS TRUNK Ѯ ‎ ̆  switchport 
mode ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# switchport 
mode access Уэ ѝ Access  

Ruijie(config-if)# switchport 
mode trunk Уэ ѝ Trunk  

ѝTrunk ѬУэNative VLANȂ Native VLAN̆ э Э

UNTAG ̆ ѝ ұ э VLAN Ȃ ̆ э

VLAN ID̂ IEEE 802.1Q ѐ PVID̃ Native VLAN VLAN IDȂ ̆

Trunk Э ұ Native VLAN ̆‡ UNTAG Ȃ э Trunk
Native VLAN VLAN 1Ȃ 

Trunk ̆ ч Trunk ұ Native VLANȂ 

Уэ Trunk  

Trunk  

Ю̆ Ԉ Уэ Уэ Trunk Ȃ 

ԇ ᴐ  
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Ruijie(config-if)# switchport 
mode trunk Ѭ ѝү Trunk  

Ruijie(config-if)# switchport 
trunk native vlan vlan-id ѝ э Уэ Native VLAN 

Уэ Trunk Trunk Ὧ ᴁ ḣ̆ ᴳ no 
switchport  trunk ԇȂ 

Ѭ Trunk VLAN ‟  

Уэ Trunk Ԉּ VLAN̂1̇4094̃ Ȃת ̆

҂ Ԉ Trunk VLAN ‟ ⁸ Ҿ VLAN а

э Trunk Ȃ 

Ю̆ Ԉᶢ Уэ Trunk VLAN ‟ Ȃ 

ԇ ᴐ  

Ruijie(config-if)# switchport 
trunk allowed vlan {all | [add | 
remove | except] } vlan-list 

̂ ̃ э Trunk
VLAN ‟ Ȃ vlan-list Ԉ Уэ

VLAN̆҂ Ԉ У ‟ VLAN̆Ԉ

VLAN ID ̆Ԉ VLAN ID
̆ѐ - Ȃ ̔10–20Ȃ 

all Ѭ VLAN ‟ ꜛ

VLAN̕ 
add VLAN ‟ ╗ὡ

VLAN ‟ ̕ 
remove VLAN‟ ӱ

VLAN ‟ ѐ‮ ̕ 
except ‟  VLAN ‟

VLAN ╗ὡ VLAN ‟ ̕  

Trunk VLAN ‟ ѝ VLAN ̆ ᴳ no 
switchport trunk allowed vlan ԇȂ 

Ю Уэ VLAN 2 ӱ  1/15 ѐ   ᴿ ̔ 

Ruijie(config)# interface fastethernet 1/15 
Ruijie(config-if)# switchport trunk allowed vlan remove 2 
Ruijie(config-if)# end 
Ruijie# show interfaces fastethernet 1/15 switchport    
Switchport is enabled 
Mode is trunk port 

Acsess vlan is 1,Native vlan is 1 
Protected is disabled 

Vlan lists is 
1,3-4094 
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VLAN[6] "VLAN0006" 
GigabitEthernet 3/1 

Ruijie# show vlan  id 1 
VLAN[1] "VLAN0001" 

GigabitEthernet 3/1 
GigabitEthernet 3/2 

GigabitEthernet 3/3 
GigabitEthernet 3/4 

GigabitEthernet 3/5 
GigabitEthernet 3/6 

GigabitEthernet 3/7 
GigabitEthernet 3/8 

GigabitEthernet 3/9 
GigabitEthernet 3/10 

GigabitEthernet 3/11 
GigabitEthernet 3/12 

VLAN ᴿ 
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Э ̆ ᾃ ‚‍ѝ VLAN 10ȁVLAN 20ȁVLAN 30̆Ԉ ҵ

2 ̕3 э VLAN IP ‍⁞ѝ 192.168.10.0/24ȁ192.168.20.0/24ȁ
192.168.30.0/24̆3 э VLAN 3 Ӈ IP ╒ ҵ Ȃ 

 

ᴿԈ Ӈ 1 ὡӇ ѝᴿ Ȃ Ю̔ 
1) Ӈ 3 э VLAN̆ Ю ὡӇ ѝ trunk ̆

vlan ‟ ̆ 2 ̕ 
2) Ӈ 3 э SVI ̆‍⁞ᴐѝ 3 э VLAN IP Ὧ ̆

IP ̕ 
3) ‍⁞ 3 ὡӇ … VLAN̆ѝ VLAN ‍ Access ̆ Э Ӈ

trunk Ȃ ᴿԈ ὡӇ Switch A ѝᴿ Ȃ 

 

1) Ӈ Э  

¸ … VLAN 

# ὡὤ  
Ruijie#configure terminal 

# … VLAN 10 
Ruijie(config)#vlan 10 

# … VLAN 20 
Ruijie(config-vlan)#vlan 20 

# … VLAN 30 
Ruijie(config-vlan)#vlan 30 

# ⁮ὤ  
Ruijie(config-vlan)#exit 

¸ Ю trunk ̆ vlan ‟  

# ὡ Gi 0/2-4 
Ruijie(config)#interface range GigabitEthernet 0/2-4 

# Gi 0/2-4
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Gi0/3      enabled   TRUNK    1       1      Disabled  10,20,30 

# Gi 0/4 vlan  

Ruijie#show interface GigabitEthernet 0/4 switchport 
Interface Switchport Mode  Access Native Protected VLAN lists 

-------- ---------- -----  ------ ------ --------- ----------  
Gi0/4      enabled   TRUNK    1       1      Disabled  20,30 

¸ … SVI ̆ IP  

# ὡὤ  
Ruijie#configure terminal 

# … SVI 10 
Ruijie(config)#interface vlan 10 

# SVI 10 IP  
Ruijie(config-if)#ip address 192.168.10.1 255.255.255.0 

# … SVI 20 
Ruijie(config-if)#interface vlan 20 

# SVI 20 IP  
Ruijie(config-if)#ip address 192.168.20.1 255.255.255.0 

# … SVI 30 
Ruijie(config-if)#interface vlan 30 

# SVI 30 IP  
Ruijie(config-if)#ip address 192.168.30.1 255.255.255.0 

# ⁮ὤ  
Ruijie(config-if)#exit 

2) ὡӇ Switch A Э  

¸ … VLAN 

# ὡὤ  
Ruijie#configure terminal 

# … VLAN 10 
Ruijie(config)#vlan 10 

# … VLAN 20 
Ruijie(config-vlan)#vlan 20 

# ⁮ὤ  
Ruijie(config-vlan)#exit 

¸ ѝ VLAN ‍ Access  

# ὡ Gi 0/2-12 
Ruijie(config)#interface range GigabitEthernet 0/2-12 

# Gi 0/2-12 ѝ Access  
Ruijie(config-if)#switchport mode access 

# Gi 0/2-12 ‍ VLAN 10 
Ruijie(config-if)#switchport access vlan 10 

# ὡ Gi 0/13-24 
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Ruijie(config-if)#interface range GigabitEthernet 0/13-24 

# Gi 0/13-24 ѝ Access  
Ruijie(config-if)#switchport mode access 

# Gi 0/13-24‍ VLAN 20 
Ruijie(config-if)#switchport access vlan 20 

# ⁮ὤ  
Ruijie(config-if)#exit 

¸ Э Ӈ trunk  

# ὡ Gi 0/1 
Ruijie(config)#interface GigabitEthernet 0/1 

# Gi 0/1 ѝ trunk  
Ruijie(config-if)#switchport mode trunk 

# ⁮ὤ  
Ruijie(config-if)#exit 
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Protocol VLAN  

Protocol VLAN  

⁮ ̆ VLAN ‍ ̆ᴳ ұ У Уэ

VLAN̆ ԈЮЬ ̔ 

1. VLAN ID ̂UNTAG Priority ̃̆ Ө ұ

VLAN ‍ ̆ ╗ TAG VLAN ID ὡ PVIDȂ 

2. VLAN ID ̂UNTAG Priority ̃̆ ұ

VLAN‍ ̆ ╗TAG VLAN ID ֶӱ ὡ Э

VLAN ID ѐ ̆ б ὡ Э

а ̆ ұ VLAN ‍ ‍ VLAN IDȂ 

3. TAG ̆ὲ VLAN ‍ TAG ѐ VLAN ID ᾱ Ȃ 

Protocol VLAN ұ VLAN‍ ̆ὲ Ԉ У

VLAN ID ‚‍⁮ Уэ VLANȂ 

Protocol VLAN Trunk ̆ ұ Access ᴐ Ȃ 

ӊ ὤ ұ IP VLAN ‍ Э ұ Ԉ

VLAN ‍ ч VLAN ‍ Ȃ 

ұ IP VLAN ‍ ὤ ̆ ҩ ұ IP VLAN ‍

̆ὲ ⁮ Trunk ЭȂ 

1. ὡ ѝ VLAN ID ,з ὡ IP רּ IP
̆ ‚‍⁮ VLAN ᾃȂ 

2. ὡ ѝ VLAN ID ,
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Protocol VLAN  

Ԉ ԈЮ Protocol VLAN ᾃ  

ԇ  

show protocol-vlan Protocol VLAN ᾃ  

Ruijie# show protocol-vlan 
ip                mask              vlan 
-------------   -------------   ---- 

192.168.100.3   255.255.255.0   100 
profile           frame-type  ether-type      Interfaces|vid 

-------      ---------   ----------      -------------- 
1             ETHERII      EHTER_AARP      gi3/1|101 

2             SNAP          ETHER_APPLETALK  gi3/1|1 
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Private VLAN  

╘ ᵏ э Уэ VLAN̆‡ ұУ VLAN
4096 ⁸ҩ ╘ ᵏ ̕ Ь Э̆ эVLAN ‍

Уэ У ‟ ̆ ᾳ IP ̆У ᾱ

Private VLAN Ȃ 

VLAN(Private VLAN) Уэ VLAN ү ‚‍ э ̆ э

Уэ VLAN ̔ў VLAN(Primary VLAN) ╠ VLAN(Secondary 
VLAN)Ȃ 

Уэ VLAN Ԉ э VLAN ̆ Уэ VLAN Ԇ Уэ

Ȃ Уэ VLAN ѐ VLAN Ὥӎ Уэў VLANȂ э

╠ VLAN ID а Ȃ 

Уэ VLAN ѐ Уэў VLAN̆ ╠ VLAN Уэ VLAN ѐ

ү ̆ ч ╠ VLAN̔ 

¸ VLAN(Isolated VLAN)̔ Уэ VLAN ѐ а ҵ ү

ᶕȂУэ VLAN ѐ Уэ VLANȂ 

¸ ᴇ VLAN(Community VLAN)̔ Уэ ᴇ VLAN ѐ Ԉҵ ү

ᶕ̆תа бὲ ᴇ VLAN ѐ ү ᶕȂУэ VLAN ѐ

Ԉ э ᴇ VLANȂ 

̂Promiscuous Port̃̆ ұў VLAN ѐ ̆ Ԉб֗ ̆

ꜛ Уэ VLAN ѐ ╠ VLAN ᴇ Ȃ  

(Isolated Port)̆ VLAN ѐ ̆ б Ȃ 

ᴇ (Community port)̆ ұ ᴇVLANѐ ̆ Уэ ᴇVLAN ᴇ

Ԉҵ ̆҂ Ԉб Ȃа бὲ ᴇ VLAN ѐ ᴇ

VLAN ѐ Ȃ 

VLAN ѐ̆ ў VLAN Ԉ… SVI ̆ ╠ VLAN а Ԉ… SVIȂ 

VLAN ѐ Ԉѝ SPAN ̆а Ԉѝ ẹ Ȃ 
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Private VLAN  

Private VLAN  

ᾳЮ̆ Private VLAN  

VLAN ᴐѝ VLAN 

Ю ԇ 

ԇ  

configure terminal ὡ  

vlan vid ὡ VLAN  

private-vlan{community | isolated| primary} VLAN  

no private-vlan{community | isolated | primary} VLAN  

end   VLAN  

show vlan private-vlan [type] VLAN 

 

&  说明： 

802.1Q Vlan ѐέ ᾳа ѝ VLAN̆VLAN 1а ѝ

VLAN̆ ұέ Trunk Uplink 802.1Q VLAN ѐ̆Ἴ VLAN ӱ

VLAN ‟ ѐ‮ ̆У Private VLAN ұ ACTIVE ԈЮ ֒̔ 

1) έ Priamry VLAN 

2) έ Secondary VLAN 

3) Secondary VLAN б Primary VLAN Ὧ  

 

ԈЮ ԇ 802.1Q VLAN ѝ Private VLAN̔ 

Ruijie# configure terminal 
Ruijie(config)# vlan 303 
Ruijie(config-vlan)# private-vlan community 
Ruijie(config-vlan)# end 
Ruijie# show vlan private-vlan community 
VLAN Type  Status    Routed   Interface   Associated VLANs 
--- ----   --------  ------   ---------   ------------------ 

303 comm   inactive  Disabled               no association  
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Ruijie# configure terminal 
Ruijie(config)# vlan 404 
Ruijie(config-vlan)# private-vlan isolated 
Ruijie(config-vlan)# end 
Ruijie# show vlan private-vlan 
VLAN Type  Status    Routed   Interface   Associated VLANs 

--- ----   --------  ------   ---------   ------------------ 
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&  说明： 

ᴐ ѝ Primary VLAN VLAN Ȃ 

 

Secondary VLAN Primary VLAN Ь  

Ԉ Ю ̔ 

ԇ  

configure terminal ὡ  

interface vlan p_vid ὡ Primary  
VLAN  

private-vlan mapping 
{svlist | add svlist | remove svlist} 

Secondary VLAN ⁮

Primary VLAN SVI Ь Ӈ

Ȃ 

�9G!5B�õ�ã 
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switchport mode private-vlan host ѝү Ӈ  

no switchport mode VLAN  

End   SVI  

switchport private-vlan 
host-association p_vid s_vid Ὧ ү б VLAN 

no switchport private-vlan 
host-association Ὧ  

ѡᴿ Ю̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# switchport mode private-vlan host 
Ruijie(config-if)# switchport private-vlan host-association  
202 203 

Ruijie(config-if)# end 
Ruijie# 

 

&  说明： 

ᴐѐ Primary VLAN Secondary VLAN Ὧ  

 

ү ᴐѝ VLAN  

ү ᴐѝ VLAN ̆ ԈЮ ᴐ ԇ̔ 

ԇ  

configure terminal ὡ  

interface <interface> ὡ  
Ἲ,︢Ἲ̆ЪἺ 

switchport mode private-vlan 
promiscuous 

ѝ VLAN ү Ӈ

 

no switchport mode ‮ VLAN  

switchport private-vlan mapping 
p_vid{svlist | add svlist | remove svlist} 

VLAN
VLAN̆ secondary 
VLAN ‟  

no switchport private-vlan mapping seconary 
VLAN. 
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MAC  

MAC  

 

MAC ꜛ ҩ ұ ᶕ ȂMAC ꜛ ҩ╟ ȁ

ȁ Ь ̆ ԏ ӱԈЮΰэ MAC Ȃ 

╟  

╟ ⁮ ╟ ҃⁮ MAC Ȃ Уэ ⁮У

эꜛ ̆ эꜛ э Ὧ ̆ ⁮ ѐ̆

а ҃ Ȃ  

⁮Уэꜛ ̆ ꜛ MAC ҃⁮ ╟ ̆‡

эꜛ ⁮б эMAC Ὧ Э̆ ‡̆ эꜛ

Ȃ 

҃ ע аᾋᴳ а ὲ╟ Ȃ ұ

ѐУэ ̆ ( ע ᾱ ) ⁮Ԉ э

ѝ ꜛ̆‡ э ע Ȃ Ԉ ᾳ ╟

ע Ȃ ע ֶ̆ ѐ

ע ѝ ̆ ᾋ ⁮Ԉ Ҿ ѝ

ꜛ ֶ̆ VLAN ѐ ὲ ̆ ҩУҾа

Ȃ ע ̆‡ ע ̆ Ȃ

╗ ̆ а ҃̆ ҃ э Ѯ₥̆ э

ֶУ ᴐ  ̆ ⁮Ԉ Ҿ ѝ ꜛ ̆

VLAN ѐ ὲ ̆ ҂ֶ ҩУҾа Ȃ 

ᴁ ̆ ҃⁮ ╟ х ̆ ҃ Ҿ

Ȃ 

Ю̆ӱ ҃⁮ ֶ ў ת̆

ӱ ̆‡ ӱ аֶ ҃⁮ ̆ ӱ ⁮ mac ѝ

Э mac ֶ̆ ⁮ Ȃ 

 

~ 注意： 

Ю а Ȃѡᴿ Ю̔ 
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Ḯ A B ̆ A ѝў ̕ A ̆ ѫ A 

ֶ ҃⁮ --mac1̆ ѐ A ҃⁮

mac1̕ ұ ֶ ⁮ B̆ B Э Э҂ֶ

҃⁮ аֶת̆ ⁮ ѐȂ 

‮ A ҃⁮ ̆ ѫ ѐ mac1 ‮ ת̆ B
ᵑ ҃⁮ҩ ̆ ҩўӱ ֒ аУ Ȃ

A ὲ mac ѝ mac1 ̆ ѫ аֶ B Э

̆ ѝ B ҃⁮ҩ̆ Ѯע ̆ ⁮

B ЭȂ 
 

 

╗ MAC Ȃ ╟ ╖ ̆а ╟

̆ ‮ (а ҃ ̆(ע Ԉ

ᶑ ֒ѐ̆ ᴳ ᴁ̆ ҂аֶх Ȃ  

 

╗ MAC Ȃ ⁮Ԉ ѝ ꜛ ֶ

х Ȃ аֶ ̆ע ‮ ̆ Ԉ

ᶑ ⁮ ֒ѐ̆ ᴳ ᴁ̆ ҂аֶх Ȃ  

УҾ ̆ Ԉ Ҿ MAC ѝ

̆ Ҿ б 

E

›$

¸
�
��
�E

L
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MAC  

MAC  

Ю ̔ 

ᾃ   

ע  300  

╟  ╟ ҃ 

 ֗ᴉ  

 ֗ᴉ  

 

~ 注意： 

ע ֶб ḣ У Ḷ аֶת̆ ḣ 2 ᷁Ȃ 
 

ע  

Ю ѝ ע ̔  

ԇ ᴐ  

Ruijie(config)#  
mac-address-table 
aging-time  
[0 |10-1000000]  

Уэ ҃ ᶑ ╟ ѐ

̆ ᴁ ̆ 10̇1000000 ̆ ѝ 300
Ȃ ᴔ эḣѝ 0 ̆ ╖ע Ὧ ̆

҃⁮ аֶ  Ȃע

Ԉ ὤ Ю ԇ no mac-address-table aging-time
ע ѝ ḣȂ 

 

~ 注意： 

S2700 ‟ ע ѝ 10 – 630  
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‮ ╟  

Ю̆ Ԉᴳ ԇ clear mac-address-table dynamic ‮ Э

╟ ̕ Ԉᴳ ԇ clear mac-address-table dynamic address 
mac-address ‮ У э MAC ̕ Ԉ ᴳ ԇ clear 
mac-address-table dynamic interface interface-id ‮ Уэ

Aggregate Port Э ╟ ̕ ҂ Ԉᴳ ԇ clear mac-address-table 
dynamic vlan  vlan-id ‮ VLAN Э ╟ Ȃ 

Ԉᴳ Ю ԇ show mac-address-table dynamic
╟ ‮ Ȃ 

╗ ‮  

╗Уэ ̆ MAC (ꜛ )̆VLAN( э

╗ὡ э VLAN ѐ)̆ ( ѝ MAC ꜛ

⁮ )Ȃ 

╗Уэ ̔  

ԇ ᴐ  

Ruijie(config)# 
mac-address-table static
mac-add vlan vlan-id 
interface interface-id 

mac-addr̔
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ѐ MAC ᶕ ̔ 

Ruijie# show mac-address-table count 
Dynamic Address Count  : 30 
Static  Address Count  : 0 

Filtering Address Count: 0 
Total Mac Addresses    : 30 

Total Mac Address Space Available: 8159 

ע  

Ruijie# show mac-address-table aging-time 
Aging time    : 300  

MAC ע  

 

ҩ ұ ѐ ע ᾰͅᴳ MAC ╖

У Ȃ MAC ╖ ̆ ҃⁮Уэ MAC
‮ Уэ ҃⁮ MAC ̆Уэ MAC ע ᶕ ֶ

ӊ ̆ ԈSNMP Trap ᶕ NMS( ᴐ )Ȃ
Уэ MAC ╗ ӊ ̆ ԏ Уэ ( э MAC

) ᴳ ̆ Уэ MAC ‮ (Уэᴳ ̆

ע ᾃ ֗ᴉ ̆ MAC
ӱ ѐ‮ ) ӊ ̆‡ Уэ ṃ ᴳ ҩȂ 

ᴳ ̆ ֶ  ᾃֶ MAC ӊע

( Э )̆ ╗Ȃѝҩ῏ ̆ Ԉ

MAC Ȃ ֶ ᶕ ╗Ԉ ̆

ᶕ ѐ̆ ꜛ ҩ эMAC ע ᶕ ̆ ֶ

῏ Ȃ 

MAC ӊ ̆ ᶕ ֶ ⁮ MAC ѐȂ

Trap NMS MAC ע Trap̆
Ԉ MAC ҩ MAC ע Ȃ 

MAC MAC
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MAC Ө ╟ ̆ ұ ע аֶӊ ᶕ

Ȃ 

 

MAC ע ╖  

ᾳЮ̆MAC ὤ Ὧ Ὧ ̆ MAC ╖ ҂

Ὧ Ȃ 

MAC ╖ ̔  

ԇ ᴐ  

Ruijie(config)# snmp-server 
host  host-addr  traps 
[version {1|2c |3 [auth | 
noauth | priv]}] 
community-string 

MAC NMSȂ 
host-addr ̔ IP. 
Version̔ Trap. 
community-string̔ TrapЭ

 
Ruijie (config)#snmp-server 
enable traps ἵ Ӈ Trap 

Ruijie(config)# 
mac-address-table 
notification 

MAC ╖ ὤ Ὧ 

Ruijie(config)# 
mac-address-table 
notification 
{interval value | history-size 
value} 

interval value ̔ ӊ MAC
( )Ȃ ᴁѝ ̆ ѝ

1̇3600̆ ѝ 1   
history-size value ̔MAC ѐ

э ̆ 1̇200̆ ѝ 50Ȃ

Ruijie(config-if)# snmp trap 
mac-notification {added | 
removed} 

MAC ╖ Ȃ 
added ̔ ╗  
removed̔ ‮  

Ԉ ὤ Ю ԇ no snmp-server enable traps 
mac-notification MAC ע Trap̆ᴳ ԇ no 
mac-address-table notification Ὧ MAC ὤ Ὧ̆ ̆

Ԉ Ю̆ᴳ ԇ no snmp trap mac-notification {added | 
removed} Ὧ MAC ╖ Ȃ 

Ю ᴿ ҩ ᴉ MAC ╖ ̆ Ԉ public ѝ IP
ѝ 192.168.12.54 NMS MAC ע Trap̆ӊ MAC ע

ѝ 40 ̆MAC ѝ 100̆
Gigabitethernet 1/3 Э MAC ╗ ῏ ╖ ̔ 

Ruijie(config)# snmp-server host 192.168.12.54 traps public 
Ruijie(config)# snmp-server enable traps 
Ruijie(config)# mac-address-table notification 
Ruijie(config)# mac-address-table notification interval 40 
Ruijie(config)# mac-address-table notification  history-siz
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e 100 
Ruijie(config)# interface gigabitethernet 1/3 
Ruijie(config-if)# snmp trap mac-notification added 
Ruijie(config-if)# snmp trap mac-notification removed 

MAC ע ᶕ  

Ю̆ᴔ Ԉᴳ Ю ‟ ԇ MAC ᶕ ̔ 

ԇ ᴐ  

Ruijie# show mac-address-table 
notification 

MAC ע ╖ ὤ

ᶕ  
Ruijie# show mac-address-table 
notification interface MAC ע ᴳ ᾳ

Ruijie# show mac-address-table 
notification history 

MAC ע ᶕ

  

Ю MAC ע ᶕ УҾᴿ Ȃ 

MAC ╖ ὤ ᶕ ̔ 

Ruijie# show mac-address-table notification 
MAC Notification Feature : Enabled 
Interval(Sec): 2 

Maximum History Size : 154 
Current History Size : 2 

Ruijie# show mac-address-table notification interface 
Interface            MAC Added Trap MAC Removed Trap 

-------------------- -------------- ---------------- 
Gi1/1                Disabled       Enabled 

Gi1/2                Disabled       Disabled 
Gi1/3                Enabled        Enabled 

Gi1/4                Disabled       Disabled 
Gi1/5                Disabled       Disabled 

Gi1/6                Disabled       Disabled 

Ruijie# show mac-address-table notification history 
History Index:1 
Entry Timestamp: 15091 

MAC Changed Message : 
Operation   VLAN MAC Address    Interface 

----------- ---- -------------- -------------------- 
Added       1    00d0.f808.3cc9 Gi1/1 

Removed     1    00d0.f808.0c0c Gi1/1 
History Index:2 

Entry Timestamp: 21891 
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MAC Changed Message : 
Operation   VLAN MAC Address    Interface 

----------- ---- -------------- -------------------- 
Added       1    00d0.f80d.1083 Gi1/1 

IP MAC  

  

╟ IP MAC ╖ ̆ Ԉ ὡ ⁸Ȃ

Уэ IP Уэ MAC ̆‡Ӈ IP
MAC רּ э IP ̕ ‡ х Ȃ 

‾ э ̆ Ԉш ⁸ ὡ Ȃ

̆ ⁸Ӈ ὡ̆ ִἼұ 802.1Xȁ ὤԈ Ȃ 

  

ὤ Ю̆ Ԉ ԈЮ ̔  

ԇ ᴐ  

Ruijie(config)# address-bind 
ip-address mac-address  IP MAC   

Ruijie(config)# address-bind install ╖  

Ԉ ὤ Юᴳ no address-bind ip-address mac-address
IP MAC Ȃ  

no address-bind install ԇ Ὧ ╖ Ȃ 

  

ᴔ Ԉ Юᴳ show address-bind ԇ ѐ ҩ IP
MAC ̔  

Ruijie# show address-bind  
Total Bind Addresses in System : 2 
IP Address      Binding MAC Addr 

----------     ----------------------- 
3.3.3.3         00d0.f811.1112 

3.3.3.4         00d0.f811.1117 
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ᴔ Ԉ Юᴳ show address-bind [ip-address ip | mac-address mac]
ԇ IP/MAC Ȃ  

Ruijie# show address-bind ip-address 3.3.3.3 

IP Address      Binding MAC Addr 
-----------     ----------------- 

3.3.3.3         00d0.f811.1112 

  

ᴔ Ԉ Юᴳ show address-bind summary ԇ ѐ

Ὧ Ԉ э   

Ruijie# show address-bind summary 
Total Bind Addresses in System : 0 

Max Bind Addresses limit in System : 1000 
System Address bind status:SUCCESS 

 

~ 注意： 

System Address bind status ѐ Ь ̔SUCCESS̆ ᴳ

ҩ ԇ address-bind install ԇ ╖ ̕FAIL̆ ᴳ ҩ

ԇ address-bind install ԇ̆ת ұ ֒ а Ԉ ̆

Ԉ ̆ а ̆ Ԉ‮ ‍

ᾋ ̕Uninstall̆ Ὧ̆

а Ȃ 
 

IP  

‍ѝ̔ὸ ̆ ̆ш Ь ̆ ѝш Ȃὲ

‡̆ Ю  

 Ipv4 ‡ IPV6 ‡ 

ш  ἵ IPV4+MAC ֒

Ȃ 
аἵ ֗ᴉ ipv6 ̂

̃Ȃ 

 ἵ IPV4+MAC ֒

Ȃ ἵ IPV6 Ȃ 

ὸ  ἵ IPV4+MAC ֒

Ȃ 
ἵ MAC ѝ MAC

 IPV6  
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IPV6 IPV6 Ȃ 

ӱ ̆ Ԉ ԈЮ IP ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  
Ruijie(config)# address-bind ipv6-mode 
compatible ipv6 ѝὸ  

Ruijie(config)# address-bind ipv6-mode 
loose ipv6 ѝ  

Ruijie(config)# address-bind ipv6-mode 
strict ipv6 ѝш  

Ruijie(config)#  no adress-bind 
ipv6-mode 

ipv6 ѝ ̂ш

̃Ȃ 

ᴿ ̆ IP ѝ 192.168.5.2 ѝ 00d0.f822.33aă ἵ

IPV6 Ȃ 

Ruijie# configure t 
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# address-bind 00d0.f822.33aa ip 192.168.5.2 
Ruijie(config)# address-bind ipv6-mode compatible 

 

~ 注意： 

IPV6 DHCP Snooping ̆ ὤ MAC+IP
MAC+IP ╖ Ȃ ұ Ҿӊ ὤ ╖ IPV6 ὤ

̆IPV6 Ю ‡̆ Ю ̔ 

 Ipv4 ‡ IPV6 ‡ 

ш

  
ἵ IPV4+MAC

֒ Ȃ 
ἵ IPV6 ὤ IPV6

Ȃ 

 
 

ἵ IPV4+MAC
֒ Ȃ ἵ IPV6 Ȃ 

ὸ  
  

ἵ IPV4+MAC
֒ Ȃ 

ἵ MAC ѝ MAC ̆

IPV6 ὤ IPV6 Ȃ

S2700 ‟ӊ Ю IP+MAC з IPV6 ѝ ̆

IPV6 ѝш ὸ ̆IP+MAC ᾳ аУ Ȃ 

ת ԏ ὤ IP+MAC ᾳЮ̆а ᾋ Ю

IP+MAC ̆ ѝὤ IP+MAC έ ִἼ ̆ Ю IP+MAC
а Ȃ 
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ᴿ  

Ҿ а ̆ Ԉ Ҿ ѝᴿ

̆ӱ ̆ Ԉ ԈЮ ᴿ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  
Ruijie(config)# address-bind uplink 
intf-id ᴿ  

Ruijie(config)# address-bind install ᴿ  

ᴔ Ԉ ὤ Юᴳ no address-bind uplink interface-id ᴿ

ᴳ no address-bind install ᴿ Ȃ 

ᴿ   

Ԉ Юᴳ show address-bind uplink ԇ Ӈ ѐ

ҩ ᴿ ̔  

	·�È�¢
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DHCP Snooping  

DHCP Snooping Ӯ 

DHCP 

DHCP ╟ ‍ ̆ IP ȂУ ὴ

DHCP IP Ю ̔ 

 

1 

DHCP Client  DHCP DISCOVER DHCP Server̆ Client У

ᾃ ⁮ ╘ ̆‡ DHCP DISCOVER Ȃ 

DHCP Server ⁮ DHCP DISCOVER ̆ У Client ‍
( IP )̆   DHCP OFFER Ȃ 

DHCP Client ⁮ DHCP OFFER ̆   DHCP REQUEST ̆

╘ ̆ ὲӹ ╘ ╘ ‍ Ȃ 

╘ ⁮ DHCP REQUEST ̆ Ԉ‍ ̆ Ԉ‍ ̆‡

DHCP ACK ̕ а ‍ ̆‡ DHCP NAK ȂDHCP Client
⁮ DHCP ACK ̆ ᴳ ╘ ‍ Ȃ ⁮ DHCP NAK̆

‡ DHCP DISCOVER Ȃ 

DHCP Snooping 

DHCP Snoopinĝ DHCP ̃ Ԉ ╘ Ѯ DHCP Ӈҵ

̆ Ԉ DHCP ̆ DHCP ╘ ȂԈЮ ҩ
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DHCP Snooping ᴳ ╖ ̔ 

DHCP Snooping Trust ̔ ұDHCP IP Ӈҵ ᴳ ̆

╘ IP Ȃѝҩ ╘ ̆

ѝч ̆TRUST UNTRUST Ȃ ұ DHCP
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2 

Agent Remote ID 

 

3 

DHCP Snooping ╖  

DHCP snooping ╖ DHCP Ӈҵ ̆

ᶕ (IP ȁMACȁVLANȁPORTȁ )̆ DHCP snooping
Ȃ DHCP snooping ѐ ᶕ ╗⁮ IP ֒ ѐ̆ӱ

⁸ DHCP snooping ѐ IP ̆


�
�4¦5â
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ѝҩ ╗ ὤ ̆ ARP ̆ ARP Ȃ̂ ARP
̆ Ԉ ARP-CHECKȁDAI Ὧ ̃ 

DHCP Snooping ὲӹ Ү   

1̈DHCP Snooping╖ бDHCP Relay Option 82╖ ҵ ̆ а

DHCP Snooping DHCP Relay Option82 ╖ Ȃ 

2̈ ѝ TRUST ̆аᾋ Ю ὤ ⁸Ȃ 

3̈ DHCP Snooping ╖ ̆ DHCP CPU ̆а ὤ

⁸ Ȃ ̔1̃ ᴳ DHCP а ὤ

̆ ᵑ Ԉ ⁮ IP ̕2̃ Ԉ ⁮ IP ת̆ IP
ֶ ѝа ὤ х ̆ ᾳЮ ֶ Э Ȃ 

DHCP Snooping  

Ὧ DHCP Snooping 

ᾳЮ̆ DHCP Snooping ╖ ѝὯ Ȃ ╖ ̆DHCP 
Snooping DHCP Ȃ 

ԇ  

Ruijie# configure terminal ὡ  

Ruijie(config)# [no] ip dhcp snooping Ὧ DHCP snooping  

DHCP Snooping Bootp  

ᾳЮ̆ DHCP Snooping ╖ а Bootp Ȃ ╖

̆DHCP Snooping Bootp ̆

Bootp ╗⁮ DHCP Snooping ѐȂ 

ԇ  

Ruijie# configure terminal ὡ  
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Ruijie (config)# end 
Ruijie# 

 

~ 注意： 

1̈ аֶб╟ ᾰ Ȃ ҩ ̆Ӱ Ԉ

╟ IP Ȃ 
2̈ Bootp ұ Ȃ‮ Bootp б‮ ̆

ԇ Ȃ 
 

DHCP snooping information option 

ᾳЮ̆ ╖ Ὧ Ȃ ╖ ̆DHCP Snooping
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Ruijie(config)# interface fastethernet 0/1 ὡ  

Ruijie(config-if)# [no] ip dhcp snooping 
 address-bind 

/ Ὧ Э DHCP 
snooping ╖  

Ю DHCP snooping ╖ ̔ 

Ruijie# configure terminal 

Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip dhcp snooping address-bind 
Ruijie(config)# end 
Ruijie# 
 

DHCP Snooping ᾗὡ Flash ֒ 

ᾳЮ̆ ╖ Ὧ Ȃѝҩ ╟ ̆DHCP Snooping ѐ

╟ ᶕ х ̆DHCP Snooping ᵏ ѐ ╟ ᶕ ᾗ

ὡ Flash ֒ ╖ Ȃ  

ԇ  

Ruijie# configure terminal ὡ  

Ruijie(config)# [no] ip dhcp snooping 
database write-delay [time]  

ᾗ Flash ֒

̕ 
time̔600—86400(s)̆ ѝ

0

У
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╟ DHCP Snooping ᾗὡ Flash ֒ 

╟ ₥̆ Ԉ ╟ ₥ DHCP Snooping ᾗ

ὡ Flash ֒̆ᶑ ╟̆бѮ₥ У Ȃ  

ԇ  

Ruijie# configure terminal ὡ  

Ruijie(config)# ip dhcp snooping database 
write-to-flash  

╟ DHCP snooping
ᾗὡ flash ֒ 

Ю DHCP Snooping ᾗὡ Flash ֒̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping database write-to-flash 
Ruijie(config)# end 

ѝ TRUST  

ᾳЮ̆ ѝ UNTRUSTȂ ԇ̆ Уэ ѝ ѝ

TRUST ̆ DHCP ╘ ȂDHCP Snooping ╖ Ө TRUST
DHCP ̆х UNTRUST DHCP Ȃ 

ԇ  

Ruijie# configure terminal ὡ  

Ruijie(config)# interface fastethernet 0/1 ὡ  

Ruijie(config-if)# [no] ip dhcp snooping trust ѝ TRUST  

Ю fastethernet 0/1ѝ TRUST ̔ 

Ruijie# configure terminal 

Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip dhcp snooping trust 
Ruijie(config-if)# end 
Ruijie# 

DHCP Snooping ѐ ╟ ᶕ  

ԇ ұ‮ DHCP Snooping ѐ ╟ ᶕ Ȃ 

ԇ  

Ruijie# clear ip dhcp snooping binding ₥ ѐ ╟

ᶕ  
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Ю ╟ ₥ ѐ ╟ ᶕ ̔ 

Ruijie# clear ip dhcp snooping binding 

DHCP snooping ὲ  

DHCP snooping 

ԇ ұ DHCP Snooping ╖ ₥ ᾁ 

ԇ  

Ruijie# show ip dhcp snooping dhcp snooping Ὧ

ᶕ  

ᴿ̔ 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 
Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0(not write) 
DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 
Interface                    Trusted      

------------------------     -------      
FastEthernet0/11             yes          

DHCP snooping ᶕ  

ԇ ұ DHCP Snooping ѐ ᶕ ̔ 

ԇ  

Ruijie# show ip dhcp snooping binding DHCP Snooping
ѐ ᶕ  

ᴿ ̔ 

Ruijie# show ip dhcp snooping binding 

Total number of bindings: 1 

MacAddress      IpAddress  Lease  Type  VLAN  Interface 
-------------  --------------- ---------- -------------  

00d0.f801.0101 192.168.1.1   -   static 1  fastethernet 0/1 
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DHCP snooping Ὧ 

ԇ ұ DHCP Snooping ᶕ ὯȂ 

ԇ  

Ruijie# debug ip dhcp snooping {event | 
packet} 

/Ὧ DHCP Snooping
ᶕ Ὧ 

ᴿ ̔ 

Ruijie# debug ip dhcp snooping event 

Ruijie# debug ip dhcp snooping packet 
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IGMP Snooping  

 

IGMP 

IGMP Ѯ₥̆ ἼӮ IP ᴐ Ȃ 

Internet Э̆ ֶ ᴇн╘

ѝᶕ ּ ‍Ȃ ּ а У н╘ּ

̆ ѝ ╘ ѝ Уэ ᵏУэ ᾃ IP ̆

Э҂ ּ ᾃ ̆ ҩ ̆IP а

̆ IP ἵ Уэў Уэ IP Уэ ў ת̆

ұа ў Ҿ ̆ ҩ Ȃ ᾳЮ

̂Multicast̃ ̆   ᾱҩУэў э

Ȃ Ю Ȃ 
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1 

IP Уэ IP Уэ“ў ” ּ ̆ эꜛ 0 э эў ў

Уэ IP Ȃ 

ў ҂ ѝ “ ” ̆ ѝ D [(22-5(g).0.0.0~24).0.0.-9(r055 ]TJ
/C2_0 1 Tf
0 Tc 00.5 3 0 Td
<41232046205B12B2DD040D1404C80974A40D102D6Tj
/TT0 1 Tf
10.0 Td
( )Tj
/C2_0 1 Tf
-029.04-2.16 Td
<0407A]j
/TT0 1 Tf
0-.00207Tc 0.6974 Tw 0 .7490 Td
( )24).0.0.1   MACTj
/C2_0 1 Tf
0.Tc 02.4740 Td
[<0D040D14>6<12C58T460C03104A2TTJ
/TT0 1 Tf
0.0022 Tc 652 0 Td
[IP
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2 

ў   IGMP ReportȁIGMP Leave ӱ

Ȃ ӱ ⁮ IGMP Query ѝ ў

̆ӱ ⁮ IGMP Query х Ȃ ᴉ

Ȃ 

̆ Ҿ ѐ̆ ѐа ̆

̆IGMP snooping ᵑ Ȃ Ю ̔ 

 

3 

э ѐ̆ ̆ PC
̆҂ ̆ ̆ѐ ү ὲ IGMP 

snooping ̆а ֗ᴉУэ ѝ Ȃ 

̆ ѝ VLAN ᾃ ̆ Ю ̔ 



IGMP Snooping  

http://www.ruijie.com.cn 

 

 4 

IGMP Snooping ү аת ̆

҂ ̆Ԉᵳ ὲ

ӹ Ȃת а У Э ̆

Ԉ ү Э Ҿ ȁ Ҿ

̆Ԉ Ȃ 

 

~ 注意： 

Э ѐ̆ ľ Ŀ̆ү ҂ֶ ╟… У

⁮ ת̆ ľ Ŀӊ

а ̆ ╟ ֶ‮ ӊ ̕

У ⁮ ̂ IGMP 
snooping ̃̆Ԉᶑ Ȃ 

 

IGMP Snooping ᴐ  

DISABLE ̔ Ю̆IGMP Snoopingа ᴐ ̆ ү аľ

Ŀў б Ѯ IGMP ̆ VLAN ᾃ Ȃ 

IVGL ᴐ ̔ Ю̆ VLAN ҵ Ȃў б

ұ Уэ VLAN Ȃ 

SVGL ᴐ ̔ Ю̆ VLAN ў ὭӎУ Ȃў Ԉ VLAN
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Ȃ Уэ Multicast VLAN̆ VLAN ⁮ Ԉ

VLAN ὲӹў Ȃ Ю ̔ 

 

5 

VID Multicast VLAN ̂ UNTAG ̆

native vlan ѝ Multicast VLAÑ̆ ̆

а э VLAN ᾃ Ȃ VID Multicast 
VLAN Ȃ SVGL Ю̆ ҩ ̆ὲ ұ Multicast 
VLAN ѐ̆ὲ ֶ VLAN ѐ Ȃ 

IVGL SVGL ч Ԉ ̆ Ԉѝ‚‍У

SVGL̆ ᾃ ̂GDA ̃ VLAN ̆ ὲӹ

‡ᴳ IVGL Ȃ 

ү IGMP Snooping ᵏ IVGL б SVGL ̆

ҩ ̆ᴳѮ а Ȃ 

fast-leave 

IGMP Leave “а Э ̆

IGMP Query ̆ў ̆ ת̆” ѐ̂

Уэ Уэ ѐ̃̆ IGMP Snooping Ԉ ⁮ LEAVE
̆ ╖ ѝ Fast LeaveȂ 
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IGMP snooping suppression 

ұ IGMP Snooping ̆ э э IGMP ̆ э

╗ὡ ⁮ Query ֶ Уэ Report ̆ ү

ұ Уэ Report ֶ ⁮ ̆ Уэ

Query ⁮ Snooping ֶ̆ ⁮ э Report Ȃѝҩ῏ ╘

Report ╒̆ ў ╗ὡ Уэ ̆ү

⁮ УэReport ⁮ ̆ὲ Report ⁸Ȃ

╖ IGMP Snooping Suppression. 

ұ IGMP v3 Report ̆IGMP Snooping Suppression
v1̆v2 Report ⁸Ȃ 

ὴ  

̆ ў ұ б שּ ѐȂ Ԉ

ұ ȁ ּ ȁ ╘̆ ₥ Ȃ

Ю Ȃ 

 

6 

̔ү IGMP Snooping 

̔ 

1. IGMP Snooping ╖  

2. Э ѝ  

̔ 

1.  

2. ῏ ̆ ‾  



IGMP Snooping  

http://www.ruijie.com.cn 

IGMP Snooping 

ԏ ӱԈЮΰэ ᴉ IGMP Snooping 

¸ IGMP Snooping ḣ 

¸ IGMP Profiles 

¸  

¸  

¸ ╟ ҃ ע  

¸ IVGL  

¸ DISABLE  

¸ Query  

¸ Fast-leave 

¸ IGMP Snooping Suppression 

¸ IGMP Snooping  

¸ IGMP Filtering 

IGMP Snooping ḣ 

IGMP Snooping  DISABLE  

 а ̆а ╟

҃Ȃ 

 Ὧ  

IGMP Profile ѝ ̆ ѝ Deny 

SVGL Multicast Vlan VLAN 1 

IGMP Filtering  

IGMP Snooping   

 

~ 注意： 

VLANȁ AccessȁTrunkȁAP ᾋ IGMP 
Snooping ̆ ‡ а⁮ Ȃ ѝԈЭ Ҿ ү

̆ ᶢ Ҿ ̆Ѯ

ӊ Ȃ 
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̆ ү ᴐ private vlan Ю̆‡а igmp snoopingȂ 

Igmp snooping Hash ᾰ ̆ У ₂

э ת⁸ ╗ ̆ ѫ Hash ᾰ ҩȂ 
 

IGMP Profiles 

ἼӮ Уэ IGMP Profile ̆ Ԉ ѬУ ‟ ̆ Ѭ

permit/deny ╟ᴐ̆Ԉ ᵏ ľSVGL Ŀȁľ

ĿȁľIGMP Filtering Ŀ ╖ ᴳ Ȃ

Уэ IGMP Profile Ὧ ⁮Уэ╖ Э̆ᾋ ᶢ ֶ̆ ⁮ ╖

Ȃ 

Ю̆ Ю Уэ Profile̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp profile 
profile-number 

ὡ IGMP Profile ̆‍ Уэ

Ԉᵏ ̆ ѝ 1̇65535Ȃ

Ruijie (config-profile)# permit | 
deny 

( ̃ permit deny У

̆ ḣ denyȂ
э ѝ ̔ἵ / ԈЮ range ᾃ

Ҿ ̆ /ἵ ὲӹ

Ȃ 

Ruijie(config-profile)# range ip 
multicast-address ╗ ̆ ╗ эȂ 

Ruijie# end ⁮ Ȃ 

‮ ὲѐУэ IGMP profilĕ Ԉ no ip igmp profile profile number
Ȃ 

‮ profile Уэ rangĕ Ԉ no range ip multicast address
Ȃ 

ԈЮ эᴿ Profile ̔ 

Ruijie(config)# ip igmp profile 1 
Ruijie(config-profile)# permit 
Ruijie(config-profile)# range 224.1.1.1 225.1.1.1 
Ruijie(config-profile)# range 226.1.1.1 
Ruijie(config-profile)# end 
Ruijie# show ip igmp profile 1 
IGMP Profile 1 

permit 
range 224.1.1.1 225.1.1.1 

range 226.1.1.1  
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ԈЭ ̆ э IGMP Profile ‡ permit 224.1.1.1 ⁮ 225.1.1.1
̆Ԉ 226.1.1.1 э ̆ὲӹ denyȂ 

 

ү ̂ а ╘

Ȃ̃ Ю̆ ӱ ὡ

̆ὲ х Ȃ Ԉ ̆҂ ү

╟ ᵚ IGMP query/dvmrp PIM ̆Ԉ ╟ ⁞ Ȃ 

Ю̆ Ю Уэ ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp 
Snooping vlan vlan-id  
mrouter  
{interface interface-id | learnpim-dvmrp}  

ѝ ̆ᴳ

ԇ no ‮ Уэ

Ȃ ҂ Ԉ ү

╟ ҃

̕ no ԇ Ὧ ╟

҃̆ ╟ ҃

⁮ Ȃ а

╟ ҃ Ȃ 

Ruijie(config)# end ⁮  

ԈЮᴿ Ԉ 1/1 ѝ ̆ ╟ ҃ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip igmp snooping vlan 1 mrouter interface 
gigabitEthernet 0/7 
Ruijie(config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp 
Ruijie(config)# end 
Ruijie# show ip igmp snooping mrouter  
Vlan     Interface          State         IGMP profile 
----     ---------          ------        ------------- 

1   GigabitEthernet 0/7    static             0 
1   GigabitEthernet 0/12   dynamic            0 

Ruijie# show ip igmp snooping mrouter learn 
Vlan    learn method  

----    ------------------  
1        pim-dvmrp 

 

ұ ṁѝ VLAN ᾃ ̆

Ȃת Ҿ а ̆ Ԉ IGMP 
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Profile Ȃ 

Ю̆ Ю ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping vlan 
vlan-id mrouter interface interface-id profile 

profiid

 

Ruijie(config)# en-id
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Ruijie(config)# ip igmp snooping dyn-mr-aging-time 100 
Ruijie(config)# end 

IVGL  

Ю̆ Ю IGMP Snooping ѝ IVGL ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp Snooping ivgl  IGMP Snoopingѝ

IVGL Ȃ 

Ruijie(config)# end Ȃ 

ԈЮᴿ IGMP Snooping ѝ IVGL ̔ 

Ruijie# configure Terminal 
Ruijie(config)# IP igmp Snooping ivgl 
Ruijie(config)# end 

DISABLE  

Ю̆ Ю IGMP Snooping ѝ DISABLE ̔ 

ԇ ᴐ  

Ruijie(config)# no ip igmp snooping Ὧ IGMP Snooping  

Ruijie(config)# end Ȃ 

 

Query  

ֶ IGMP Query а ̆

  Query У ᾃ ⁮ў IGMP Report ̆‡ֶ ѝ

аᾋ ̆ү ֶ ӱ ѐ‮ Ȃ ѝ 10
 

Ю̆ Ю Query ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping 
query-max-respone-time seconds 

Query
̆ ѝ 1-65535̆

ѝ 10  

Ruijie(config)# end Ȃ 
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ᴳ no ip igmp Snooping query-max-respone-time ԇ ḣȂ 

Fast-leave 

Ю̆ Ю igmp snooping fast-leave ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping 
fast-leave enable 

ү

fast-leave ╖ Ȃ 

Ruijie(config)# end Ȃ 

ᴳ no ip igmp snooping fast–leave enalbe ԇὯ fast-leave ╖ Ȃ 

ԈЮᴿ fast–leave ╖ ̔ 
Ruijie# configure Terminal 
Ruijie(config)# ip igmp snooping fast–leave enalbe 
Ruijie(config)# end 

IGMP Snooping Suppression 

Ю̆ Ю igmp snooping suppression̔ 



IGMP Snooping  

http://www.ruijie.com.cn 

Ruijie(config)# ip igmp snooping 
ivgl  

IGMP Snooping ѝ

IVGL Ȃ 

Ruijie(config)# ip igmp snooping 
vlan vlan-id static ip-addr interface 
interface-id 

Уэ э

Ȃ 
• vlan-id̔ vid 
• ip-addr̔  
• interface-id̔  

Ruijie(config)# end Ȃ 

Ԉ  

ԈЮѝ IGMP snooping ᴿ̔ 

Ruijie# configure Terminal 
Ruijie(config)# ip igmp snooping vlan 1 static 224.1.1.1 
interface GigabitEthernet 0/7 
Ruijie(config)# end 
Ruijie(config)# show ip igmp snooping gda 
Abbr: M - mrouter 

       D - dynamic 
       S - static 

VLAN  Address                 Member ports 
---- --------------   ----------------------------- 

1     224.1.1.1               GigabitEthernet 0/7(S) 

Ҿ ᾳЮ̆ ⁸ э У ȁ ⁸

Ю ἵ ╟ ╗ὡ ȂIGMP Filtering ҩ Ȃ 

Ԉ Уэ I G M P  P r o f i l eУэ Ю̆ ⁮IGMP Report
̆‡ү ֶ э ╗ὡ IGMP Profile ἵ ѮᾃȂ ̆‡ἵ ╗ὡ̆Ѯ Ȃ 

҂ Ԉ Уэ Ю ἵ ╗ὡ э ̆ ̆ү

҂аᾋ ȁ IGMP Report Ȃ 

Ю̆ Ю IGMP Filtering̔ 

ԇ ᴐ  

Ruijie(config)# interface interface-id ὡ Ȃ 

Ruijie(config-if)# ip igmp snooping filter 
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Ruijie(config-if)# ip igmp snooping 
max-groups number 

̂ ̃ἵ ΰэ ╟

╗ὡ ,
ѝ 0 – 4294967294Ȃ 

Ruijie(config-if)# end Ȃ 

 

IGMP Snooping ᶕ  

ԏ ᵏ Ὧ IGMP snooping ᶕ Ю̔ 

¸ ₥  

¸ IGMP Snooping ḣ 

¸ ᶕ  

¸ ╟  

¸ IGMP Profile 

¸ IGMP Filtering 

₥  

Юᴳ Ю ԇ IGMP Snooping ₥ ᴐ ὤ ̔ 

ԇ ᴐ  

Ruijie# show ip igmp snooping  IGMP Snooping ₥ ᴐ

ὤ Ȃ 

ԈЮᴿ ᴳ show ip igmp snooping ԇ IGMP Snooping ᶕ ̔ 

Ruijie# show ip igmp snooping 
Igmp-snooping mode    : IVGL 
SVGL vlan-id           : 1 

SVGL profile number    : 0 
Source check port       : Disabled 

Query max respone time : 10(Seconds) 

IGMP snooping ḣ 

Юᴳ Ю ԇ IGMP Snooping ḣᶕ ̔ 

ԇ ᴐ  

Ruijie# show ip igmp snooping statistics  
[vlan vlan-id] 

IGMP Snooping
ᶕ Ȃ 
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MSTP  

MSTP  

STPȁRSTP 

STPȁRSTP  

STP ̆҂ RSTP ̆ IEEE 802.1D IEEE 802.1w
ῆȂ 

STP ὁ ӊ ȁ ᵏ ᾕᴍ ֙ Ȃ 

ү Ԉ ̆чэ LAN У ╟ ̆ ‡ ֶӊ

Ȃת ѝҩ╗ Уэ ̆ ᾕᴍ ̆ὲѐ УҾ

ұ ֙ ̆ ̆ У ̆ᾕᴍ

ѝ ╟ Ȃ ⁸ У ᴐ̆STP
╟ ᴐȂ ᴳУэ ѐ ԈЮᴐ ̔ 

¸ ╟ Уэ ᴧ Ȃ 

¸ Ѯ ̆ ╟ ̆ᴳ ֗ᴉ Ḁ ҩ

ᴧ Ȃ 

У ╟ Ȃᴳ

Ҿ У Ȃ ̆ ⁮ ᴧ Ȃ 

RSTP ὤ Юὸ 802.1D STP ̆ ҩ ּ STP У έ

ὁ ȁ ᵏᾕᴍ ╖ ̆ ў “ ”Ȃ Уэ ᾃ

RSTP з ̆У

а 1 ּ̂ STP 50 ̃Ȃ 

 

~ 注意： 

S2700 ‟Ӈ ̆ Ӈ buffer ⁸ ұ fc ̆ ̆

STP̆MSTP а Ȃ STP̆MSTP ̆ᴳӇ

buffer ⁸ ұ qos Ȃ 
ὯұӇ buffer ⁸̆ QOS Ӈ buffer ⁸ Ȃ 
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Bridge Protocol Data Units( ᾗѝ BPDU)̔ 

Уэ ᵑ ԈЮἷ ̔ 

¸ э У ID̂Bridge ID̃̆ ִἼ Mac
Ȃ 

¸ ⁮ ̂Root Path Cost̃̆ԈЮ Ȃ 

¸ э ID̂Port ID̃̆ ִἼ Ȃ 

Ѯ Ӈ BPDÛBridge Protocol Data Units̆ ἷ̃

ᴧ ᶕ Ȃ Ҿ Ԉ

01-80-C2-00-00-00̂︠Ὡ ⁸̃ѝ Ȃ 

э BPDU ԈЮ Ҿ ̔ 

¸ Root Bridge ID̂ ѝ ID̃Ȃ 

¸ Root Path Cost̂ ̃Ȃ 

¸ Bridge ID̂ ID̃Ȃ 

¸ Message Agê ̃ 

¸ Port ID̂ ID̃Ȃ 

Forward-Delay TimeȁHello TimeȁMax-Age Time Ьэ Ȃ 

ὲӹУҾ ȁע ᴁȂ 

Уэ ⁮ ִἼ BPDÛ Bridge ID̆ Root Path 
Cost ̃̆ ᶑ Ҿᶕ ̆ ּ Ҿᶕ Ȃ

⁮ ᴂִἼ BPDŬ х ᶕ Ȃ  

⁸ ᴳ ִἼ ᶕ э ѐּ ̆BPDU Ӈ ҩЮ

̔ 

¸ ѐ ҩУэ ѝ ̂Root BridgẽȂ 

¸ э Уэ ̂Root Port̃̆ ᵏ ⁮ Root 
Bridge Ȃ 

¸ э  ҩ⁮ ̂Root Bridgẽ Ȃ 

¸ э LAN ҩ ̂Designated Bridgẽ̆ᴁұ LAN б Ѯ

ѐȂ LAN ѝ ̂Designated Port̃Ȃ 

¸ ̂Root port̃ ̂Designated Port̃ ὡ Forwarding Ȃ 

¸ ὲӹа ѐ ұ Discarding  
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Bridge ID 

IEEE 802.1W ῆ ̆ э У ̂Bridge ID̃̆

ѐ Ԉ ѝ ῆ   ̂Root Bridgẽ ȂBridge ID 8 э

̆ 6 э ѝ mac ̆₥ 2 э Ю ̆₥ 4 bit ִ

Ἴ ̂Prioritỹ̆ 8 bit System ID̆ѝԈ ̆ RSTP ѐ

ḣѝ 0̆ ִἼ 4096 ᷁ Ȃ 

 Priority value System ID 

Bitᴁ 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

ḣ 
32
76
8 

16
38
4 

81
92 

40
96

20
48

10
24

51
2 

25
6 

12
8 64 3

2
1
6 8 4 2 1

Spanning-Tree Timerŝ ̃ 

ԈЮ ⁮ э Ьэ Ȃ 

¸ Hello timer̔ BPDU Ȃ 

¸ Forward-Delay timer̔ Ȃ RSTP Ԉὸ STP
̆ ӱ Listening Learninğ ӱ Learning

Forwarding Ȃ 

¸ Max-Age timer̔BPDU Ȃ   э ̆

х Ȃ 

Port Roles and Port States 

э ѐ Уэ ̂Port Rolẽ̆ ᴇ ѐ а

ᴐ Ȃ 

¸ Root port̔ ᵏ ⁮ ̂Root Bridgẽ Ȃ 

¸ Designated port̔ э LAN ⁮ Ȃ 

¸ Alternate port̔ ̆У ̆ ѝ Ȃ 

¸ Backup port̔Designated Port ֙ ̆ Уэ чэ У

э LAN Э̆ ѫ ִἼ ѝ Designated Port̆ᴂִἼ ѝ Backup 
PortȂ 

¸ Disable port̔ ₥а ұ ╟ ̆ Operation State ѝ Down
‍ ҩ э Ȃ 

ԈЮѝ э 1ȁ2ȁ3̔ 

R = Root Port   D = Designated Port   A = Alternate Port   B = Backup Port 



MSTP  

http://www.ruijie.com.cn 

⁞ ᾳЮ̆ ִἼ ӱ ⁮ ῏ 

 

1                          2 

 

3 

э Ьэ ̂Port Statẽ ꜛ̆ӱ ⁸ э

Ȃ 

¸ Discarding̔ а ⁮ ̆҂а Mac
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4 

Ь Switch ҩ Spanning Tree ̆ ԏ Ӈ BPDU  

̂Root Bridgẽѝ Switch AȂSwitch B чэ Switch A Э̆

 ִἼ ѝ Root Port̆ Уэ ѝ Alternate PortȂ
Switch C Ԉ B⁮Ă҂ Ԉ ⁮Ăת ұ ̔

B ⁮ A ̂Path Cost̃҂ ⁮ A ᴂ̂

̃̆ұ Switch C ҩб B ѝ Root port̆б A
ѝ Alternate portȂ ̂Port Rolẽҩ̆ ὡ э

ҩ̆ұ ҩ 5Ȃ 

 

5 

Switch A Switch B Ѯ ╟  ҩ ̆ ֙ ֶ ӊ ᴐ

̆ұ ҩ 6Ȃ 



MSTP  

http://www.ruijie.com.cn 

 

6 

Switch B Switch C Ѯ  ҩ ̆ Switch C ֶ ╟

Alternate port ѝ Root port̆ ҩ 7 ᾳȂ 

 

7 

RSTP  

Ӯ RSTP ╖ ̆ “ ” ForwardingȂ 

STP ̂Port Rolẽ 30 (ѝ Forward-Delay Time 2
᷁̆Forward-Delay Time ̆ ѝ 15 ) ᾋ Forwarding ̆ з
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9 

 

10 

ȁЮ ѝ“ ” ̆  ‍שּ

 

11 

RSTP б STP ὸ  

RSTP Ԉб STP ὤὸ ̆RSTP ֶ ⁮ BPDU
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╟″ бѮ STP RSTP ̆ б STP
ҵ STP Forwarding ̆ 30 ᾋ Forwardinğ

RSTP ╖ Ȃ 

̆RSTP STP ֶ ⁮ Уэ Ȃ 12 ̆Switch A
RSTP ̆Switch B STP ̆ ԏᶝҵ ̆Switch A б

STP ̆ STP BPDU ὸ Ȃת ҩ Switch C̆

RSTP ת̆ Switch A ᵑ STP BPDŬ ᴳ Switch C ҂ ѝ

бѮҵ STP ҩ̆ ч RSTP ԈSTP ̆

ᴂҩ Ȃ 

ѝ RSTP ᵏҩ Protocol-migration ╖ ⁸ RSTP BPDU( ᾳ

Ю̆ RSTP)̆ Switch A ⁸ ҩ RSTP BPDŬSwitch C
бѮҵ RSTP ̆ұ ч Ԉ RSTP

ҩ̆ 13Ȃ 

Protocol Migration 

 

12 

 

13 

MSTP  

MSTP̆MSTP ּ STPȁRSTP Э

̆ ꜛ ҩ RSTP FORWARDING ⁸Ȃ 

ұּ б Vlan ֗ᴉ ̆ Ю ֶӊ Ԉ

Ю ̔ 

14 ̆ AȁB Vlan1 ᾃ̆ CȁD Vlan2 ᾃ̆ Ȃ 
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14 

ӱ A ᵑ CȁD ⁮ B ӱ A ⁮ B
ᾳЮֶ̆ A B DISCARDINĜ 15

̃Ȃ ұ CȁD аꜛ Vlan1̆ Vlan1 ꜛ̆ A
Vlan1 б B Vlan1 Ȃ 

 

15 

ѝҩ ᾱ э ̆MSTP ӊ ҩ̆ Ԉ У Уэ э Vlan ‚‍

ѝУэ Instancĕ Instance Уэ ̂MST Regioñ̆

̂ эᾃ ѝ IST̆Internal Spanning-treẽ̕ э

MST region ұУэ ᴇ̆бὲӹ MST Region ᾋ

̆  Уэ ᴇ ̆ ѝ CST̂Common Spanning TreẽȂ 

̆ԈЭ Ԉ MSTP Ю 16 ̔ A B
MSTP Region 1 ᾃ̆MSTP Region 1 ӊ ̆ Ԉ

DISCARDINĞ MSTP Region 2 ᾳ҂ У Ȃ Region 1
Region 2 ‍⁞ ұчэ ̆ ч “ ” ̆ Ὧ

У DISCARDINGȂ 
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16 

̆ ὁҩ ӊ ̆҂ Vlan а Ȃ 

ᴉ‚‍ MSTP Region 

ԈЭ ̆ ̆ MSTP ӊ ᴐ ̆ Ἴ ‚‍

MSTP Region̆ MSTP Region ᾃ “MST ᶕ ”У Ȃ 

MST ᶕ ꜛ ̔ 

¸ MST ̂Namẽ̔ 32 э ѕ MSTP 
RegionȂ 

¸ MST Revision Number̔ Уэ 16bit ᶢ ḣ MSTP RegionȂ 

¸ MST Instance—vlan ̔ Ԉ… 64 э Instancê id
ӱ 1 ⁮ 64̃̆ Instance 0 ⁸ ̆ Ԉ Ὥ 65 э InstanceȂ

Ԉ ‍ 1-4094 э Vlan ұа Instancê 0̇64̃̆ ‍ Vlan
ұ Instance 0Ȃ ̆ э MSTÎMST Instancẽ Уэ“Vlan ”̆

BPDU MSTIᶕ MSTIᾃ ̆а CIST ὲӹMSTI
Ȃ 

spanning-tree mst configuration ὤ ԇ ὡ“MST ”
ԈЭᶕ Ȃ 

MSTP BPDU ԈЭᶕ ̆ У ⁮ BPDU MST ᶕ

У ̆ ֶ ѝ Э ұ Уэ MST Region̆
‡ ѝ ӱ Уэ Region Ȃ 
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& 建议： 

Ὧ STP Ю Instance—vlan ̆ ᾋ

MSTP̆Ԉᶑ Ȃ 

 

MSTP region ᾃ ̂IST̃ 

‚‍ MSTP Region ̆ э Region э Instance Bridge 
PriorityȁPort Priority   э Instance Root BridgĕԈ

Э э Port Rolĕ Port Role Instance ᾃ

FORWARDING DISCARDING Ȃ 

̆ MSTP BPDU Ӈ ̆IST(Internal Spanning Tree) ҩ̆

э Instance ҂ ҩ ̂MSTĨ̆ὲѐ Instance 0
б CST Ὥ ѝ CIST̂ Common Instance Spanning TreẽȂ҂ ̆ э

Instance ѝ “vlan ” ᵏҩУ У ȁа Ȃ 

Ю ̆ Region 1 ᾃ̆ AȁBȁC Ȃ 

CIST̂Instance 0
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18 

MSTI 2̂ Instance 2̃ ̆ 19̆C ִἼ ̆ ѝ Region Root̆
ᾋ ὲӹ ̆ A B DISCARDINGȂ ̆ Instance 2
“Vlan ” ̆ B ⁮ CȁA ⁮ C ̆ ҩ э“Vlan ” Ȃ 

 

19 

MSTP аὯ Уэ ұ э Vlan̆ Ԉ

Vlan ᾳ ѝ Ὧ Path Cost Priority̆Ԉ

MSTP ҩа Ȃ 

MSTP region ̂CST̃ 

э MSTP region CST Ԉ ұУэ ᴇ̆а MSTP 
Region ҂CSTCST �È�È�Ò
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20 

CIST Regional Root аУ Region ᾃ Bridge ID ̆

Region ᾃ⁮ CST Root Root Path Cost Ȃ 

̆CIST Regional Root Root Port MSTI ҩэ Port Rolĕѝ

“Master port”̆ᴐѝ Instance “  ”̆ Instance
FORWARDING Ȃѝҩᴳ ̆ ԏ эRegion CST Root “ 

” Region У Э! 

Hop Count 

IST MSTI а Message Age Max Age BPDU ᶕ ̆

ұנ IP TTL ⁸ ̆ Hop CountȂ 

Ԉ spanning-tree max-hops ὤ ԇ Ȃ Region ᾃ̆ӱ

Region Root Bridge ̆ Уэ ̆Hop Count ֶ῏ 1̆ ⁮ѝ 0‡

BPDU ᶕ ̆ ⁮ Hops ḣѝ 0 BPDU х Ȃ 

ѝҩ Region STPȁRSTP ὸ ̆MSTP ᵑ ᶑ ҩ Message Age Max 
Age ⁸Ȃ 

MSTP RSTPȁSTP ὸ  

STP ̆MSTP ֶẹ RSTP STP BPDU ὸ ̆ ᾳ

“RSTP б STP ὸ ” Ȃ 

RSTP ̆ ֶ MSTP BPDU ѐ CIST ‍̆ MSTP а

ж RSTP BPDU Ԉὸ Ȃ 
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STP RSTP УэRegion̆аб֗ᴉУэ

Уэ RegionȂ 

MSTP  

Port Fast 

̆ ѫ Ԉ ѝ Port Fast̆
Forwardinğ ὁ Forwarding ̂ а Port Fast
̆ 30 Forwarding̃ȂЮ ҩУэ Ҿ Ԉ ѝ

Port Fast enableȂ 

 

21 

ҩPort Fast ѐ ⁮BPDŬ‡ Port Fast Operational State
ѝ DisabledȂ ֶ STP ForwardingȂ 

╟ ⁞(AutoEdge ╖ ) 

AutoEdge 
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~ 注意： 

1) ╟ ╖ б Port Fast ᾰ ̆Ԉ ѝῆȂ 

2) ╖ ᴐ ұ бЮ ѐ̆ Ԉ STP
а ╖ Ȃ ұ ̆ Autoedge
аֶ ̆ ѐ ̆ Ȃ 

3) Ἴ ҩ BPDU Filter ‡̆ Forwardinğаֶ ╟ ⁞ѝ

Ȃ 

4) ╖ б Ȃ 

5)  AutoEdge╖ IEEE 802.1D 2004 ῆ Ѭ̆ ѐ B̆ridge 
Hello Time ᶢ ѝ 1.0-2.0Ȃ Ԉ ᴳ AutoEdge ╖

Hello Time ᾃ̆  ҩ ֶ ї Ȃ

Hello Time ḣ   ̆ Ἴ AutoEdge ╖ Ὧ Ȃ 

 

BPDU Guard 

BPDU Guard ὤ enablĕ҂ э Interface enableȂ ч

Ҿ ⁞Ȃ 

Ԉ ѐ
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BPDU Ȃ 

Root Guard ╖  

ѐ ֙ ‚‍ Уэ ᾃ̆ ұ ӝ

ѐ  ̆ ⁮ִἼ ᶕ ̆ӱ ₥

ᴁ ̆ ╟ȂRoot Guard ╖ ѝҩ

ᾳ   Ȃ 

Root Guard ╖ ̆ ⁸ὲ ᴿЭ ѝ Ȃ

⁮ִἼ BPDU ᶕ ̆ Root Guard╖

ѝ root-inconsistent (blocked)Ȃ 

Root Guard ѝ blocked ̆ Ὧ Root Guard
╖ Ὧ ᶑ ╖ ̂ Юᴳ spanning-tree guard 
none ԇ̃̆ ᴳѮ ѝ Ȃ 

 

~ 注意： 

1) ᴳ Root Guard ֶ ү ᶕѐ Ȃ 

2) Root Guard ╖ ֶ̆ ⁸ѝ ̆ ‎

ѝ Blocked Ȃ 

3) Root Guard MST0 ⁮ ִ BPDU ֶ̆

⁸ὲ ᴿѐ ѝ Blocked Ȃ 

4) Уэ а Root Guard Loop Guard Ȃ 

5) Root Guar ̆ ╟ ⁞╖ Ȃ 

 

Loop Guard ╖  

STP ѐ̆Ӈ ὲӹ ᵑ а Э Ӈ

BPDU Ȃת ұ ̆ Ҿ а

⁮Э BPDU ̆ ֶ ⁮ Forwarding
̆ Ӈ ӊ ȂLoop Guard ╖ ⁸ ӊ Ȃ 

ұ ҩ Loop Guard
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ִἼ ̂Switch Prioritỹ 

ִἼ Ὧ ⁮ э ѝ э ̆ ҂Ὧ ⁮ э

Ȃ ִἼ Ҿ̂ ḣ ̃̆ ‾ұ

э Ȃ Ԉ а Instance ‍ а ִἼ ̆ э Instance
Ҿḣ Ȃ ұа Region ̆ ԏ Ὧ

CIST̂Instance 0̃ ִἼ Ȃ 

Bridge ID ִ̆Ἴ ḣ 16 э̆ ѝ 4096 ᷁ ̆‍⁞ 0̆
4096̆8192̆12288̆16384̆20480̆24576̆28672̆32768̆36864̆

40960̆45056̆49152̆53248̆57344̆61440Ȃ ḣѝ 32768Ȃ 

ὡ ̆ ԈЮ ִἼ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
[mst instance-id] prioriPn prioriPn 

а instance ִἼ

̆ а╗ instance ̆

instance 0 Ȃ 
instance-id̆ ѝ 0̇64 
prioriPn ̆ ḣ ѝ 0 ⁮ 61440̆
4096 ᷁ ̆ E>̄ G!5B�Ä 
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Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)# spanning-tree 
[mst instance-id] port-priority 
priority 

а instance ִἼ ̆

а╗ instance ̆ instance 
0 Ȃ 
instance-id̆ ѝ 0̇64 
priority̆ interface ִἼ ̆ ḣ

ѝ 0 ⁮ 240̆ 16 ᷁ ̆

ḣѝ 128 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show spanning-tree 
[mst instance-id] interface 
interface-id 

Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree mst instance-id port-priority
ԇ Ȃ 

̂Path Cost̃ 

э ⁮ ̂Root Bridgẽ Path Cost Root Port
̆ Port Path Cost Ὧ ⁮ Root PortȂ ḣ

Interface ̂The Media Speed̃ ╟ ̆ ̆

⁞ а ̆ ѝ   Path Cost Ȃ Ԉ

Уэ Э а Instance ‍ а ̆ э Instance Ҿ

ḣ Ȃ 

ὡ ̆ ԈЮ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 



MSTP  

http://www.ruijie.com.cn 

Ruijie# show spanning-tree 
[mst instance-id] interface 
interface-id 

Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree mst cost ԇ

Ȃ 

Path Cost ̂path cost method̃ 

Path Cost ѝ ḣ ̆ ֶ ╟   Path 
CostȂת IEEE 802.1d IEEE 802.1t ҩа Path Cost
ḣ̆802.1d ḣ ̂short̃̂ 1—65535̃̆802.1t ḣ

̂long̃(1—200,000,000)Ȃ У У э ᾃ Path Cost
ῆȂ ѝ ̂IEEE 802.1t ̃Ȃ 

Ю ‟ ч а ╟ Path CostȂ 

Interface IEEE 802.1d̂short̃ IEEE 802.1t̂long̃ 

 100 2000000 
10M 

Aggregate 
Link 95 1900000 

 19 200000 
100M 

Aggregate 
Link 18 190000 

 4 20000 
1000M 

Aggregate 
Link 3 19000 

ὡ ̆ ԈЮ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
pathcost method long/short 

̆

ḣѝ ̂ long̃

̂short̃̆ ḣѝ ̂long̃Ȃ

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 
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⁮ ḣ̆ no spanning-tree pathcost method ὤ

ԇ Ȃ 

Hello Time 

BPDU Ȃ ḣѝ 2 Ȃ  

ὡ ̆ ԈЮ Hello Time̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
hello-time seconds 

hello_timĕ ḣ ѝ1⁮10 ̆

ḣѝ 2 Ȃ 

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree hello-time ὤ ԇ

Ȃ 

Forward-Delay Time 

Ȃ ḣѝ 15 Ȃ  

ὡ ̆ ԈЮ
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Max-Age Time 

BPDU Ȃ ḣѝ 20 Ȃ 

ὡ ̆ ԈЮ Max-Age Time̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
max-age seconds 

max age timĕ ḣ ѝ 6 ⁮ 40
̆ ḣѝ 20 Ȃ 

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree max-age ὤ ԇ

Ȃ 

 

~ 注意： 

Hello TimeȁForward-Delay TimeȁMax-Age Time ҩ Уэ ḣ

̆ ЬэѮ Уэ⁸ Ὧ ̆ ̔2*(Hello Time + 1.0 seconds) <= 
Max-Age Time <= 2*(Forward-Delay – 1.0seconds)Ȃ Ьэ

э ֒̆ ‡ а Ȃ 

 

Tx-Hold-Count 

BPDU э ̆ ḣѝ 3 эȂ 

ὡ ̆ ԈЮ Tx-Hold-Count̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
tx-hold-count numbers 

BPDU э ̆ ḣ

ѝ 1 ⁮ 10 э̆ ḣѝ 3 эȂ 

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 
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Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree tx-hold-count ὤ ԇ

Ȃ 

link-type 

а “ ”̆ У Ὧ ⁮RSTP
Ȃ ľRSTP ĿȂ а ḣ ̆ ֶ “ ”

╟ ̆ὤ link typeѝpoint-to-point̆ ѝ

sharedȂ ҂ Ԉ ⁸ link type ᾱ а “ ”Ȃ 

ὡ ̆ ԈЮ
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MSTP Region 

ұ Уэ MSTP Region
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Ruijie(config-mst)# instance 1 vlan 10-20 
Ruijie(config-mst)# name region1 
Ruijie(config-mst)# revision 1 
Ruijie(config-mst)# show  
Multi spanning tree protocol : Enable Name [region1] 
Revision 1 

Instance Vlans Mapped 
-------- --------------------- 

0 1-9,21-4094 
1 10-20 

------------------------------- 
Ruijie(config-mst)# exit 

Ruijie(config)# 

 

~ 注意： 

vlan instance Ὧ ₥ ╘ ᶑ vlan … ̆ ‡

‍ӊ Э ֶ  vlan instance Ὧ Ȃ 

 

Maximum-Hop Count 

Maximum-Hop Count̆ ҩ BPDU Уэ Region ᾃ

х Ȃ Instance Ȃ 

ὡ ̆ ԈЮ Maximum-Hop Count̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
max-hops hop-count  

Maximum-Hop Count̆ ѝ 1̇
40̆ ḣѝ 20 

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree max-hops ὤ ԇ

Ȃ 
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ὸ  

ὸ ̆ Ԉᴳ BPDU ₥

а MSTI ᶕ ̆Ԉ бὲ Ѯ ҵ Ȃ 

ὡ ̆ ԈЮ ὸ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)#interface interface-id ὡ  

Ruijie(config-if)# spanning-tree 
compatible enable ὸ  

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

̆ no spanning-tree compatible enable ԇ

Ȃ 

MSTP  

 

╟ ⁞╖ (AutoEdge ╖ ) Ȃ 
ὲ ḣ Ὧ Ȃ 

Port Fast 

Port Fast ֶ ForwardingȂֶת ѝ ⁮ BPDU ᴳ Port Fast 
Operational State ѝ disabled̆ӱ б STP ForwardingȂ 

ὡ ̆ ԈЮ Port Fast̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 
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Ruijie(config-if)# spanning-tree 
portfast interface portfastȂ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show spanning-tree 
interface interface-id portfast Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ Port Fast̆ Interface Ю spanning-tree portfast 
disable ԇ Ȃ 

Ԉ ὤ ԇ spanning-tree portfast default
PortfastȂ 

Ὧ ╟ ⁞ 

У ᾃ(ѝ 3 )̆ ⁮ BPDŬ‡ ╟ ⁞ѝ

Ȃֶת ѝ ⁮ BPDU ᴳ Port Fast Operational Stateѝ disabled̆ ╖

Ȃ 

ὡ ̆ ԈЮ Autoedge̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)# spanning-tree 
autoedge interface autoedgeȂ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show spanning-tree 
interface interface-id  Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ Autoedgĕ Interface Ю spanning-tree autoedge 
disabled ԇ Ȃ 
 

BPDU Guard 

BPDU Guard ̆ Э ⁮BPDŬ‡ֶ ὡError-disabled 
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Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ BPDU Filter̆ Ԉ ὤ ԇ no spanning-tree portfast 
bpdufilter default Ȃ 

э Interface BPDU Filter̆ Ԉ Interface ԇ

spanning-tree bpdufilter enable ̆ spanning-tree bpdufilter 
disable Ὧ BPDU GuardȂ 

 

TC Guard 

ὡ ̆ ԈЮ ὤ TC Guard 
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BPDU MAC  

BPDU MAC ̆ MAC ѝ MAC BPDU ̆

ὲ BPDU Ȃ 

ὡ ̆ Ԉ ԈЮ BPDU MAC ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)#bpdu 
src-mac-check  H.H.H bpdu mac Ȃ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ bpdu mac ̆ Ԉ Ю ԇ no bpdu 
src-mac-check Ȃ 

Root Guard 

ὡ ̆ ԈЮ ROOT Guard 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)# spanning-tree 
guard root ROOT Guard  

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 
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Root Guard  

ὡ ̆ ԈЮ Root Guard  

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ ̆ ꜛ

Aggregate LinkȂ 

Ruijie(config-if)# spanning-tree 
guard root Root Guard  

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Loop Guard  

ὡ ̆ ԈЮ ὤ Loop Guard  

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
Loopguard default ὤ Loop Guard Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

ὡ ̆ ԈЮ ұ Loop Guard  

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ Ȃ ꜛ

Aggregate LinkȂ 
Ruijie(config-if)# spanning-tree 
guard loop Loop Guard Ȃ 

Ruijie# show running-config Ȃ 
Ruijie# copy running-config 
startup-config ᶑ Ȃ 
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Ὧ ᶑ ╖  

ὡ ̆ ԈЮ Ὧ ᶑ ╖ Ȃ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ Ȃ ꜛ

Aggregate LinkȂ 
Ruijie(config-if)# spanning-tree 
guard none 

Ὧ

 

Ruijie# how -1
( 6(r)7(unnj)5(ing(confi#)]TJ
/TT0 1 Tf
0 Tc 0 Tw 101776 0 Td
( )Tj
/C2_0 1 Tf 3.1 0.006 Td
11EBC1CD747213542D352CC2<01C4>Tj
/TT0 1 Tf71 0 Td
( )Tj
ET
132.42 0-7.24 371.88 0.48 re
f
132.425827.36 0.48 19.86 re
f
304.925827.36 0.48 19.86 re
f
503.825827.36 0.48 19.86 re
f
BT
/TT0 1 Tf-
0.0003 Tc 10.5 0 0 10.5 138.06577.04403 Tm
[(Ruij)5(ie# )]TJ
/TT1 1 Tf
0.0012 Tc 0.0014 Tw 33351 0 Td
[copw -2(y)8( ruanningcoj)5onfie )]TJ
0.0004 Tc 8 Tw  33351 -1.149 Td[(st)31(artupg(confi#)]TJ
/TT0 1 Tf
0 Tc-6.976 0 Td
( )Tj
/C2_0 1 Tf99.351 .5770 Td
<05B112C74721354<01C4>Tj
/TT0 1 Tf51 0 Td
( )Tj
ET
132.425686818 371.88 0.48 re
f
132.425662232 0.48244.68 re
f
132.425662232 17258 0.48 re
f
304.925662232 0.48244.68 re
f
305.45662232 198.42 0.48 re
f
503.825662232 0.48244.68 re
f
503.825662232 0.48 0.48 re
f03.32 w 
BT
/C2_0 1 Tf
2 Tr 86.02 0 0 86.02 89.885208.3403 Tm
13C12F0EC>Tj
/TT1 1 Tf
-0.0060 Tc 0 Tr622551 0 Td
MSTPk)Tj
/C2_0 1 Tf
0 Tc
2 Tr 3.169 0 Td<74721354<0A6288A15D5C>Tj
/TT1 1 Tf
0 Tr5.0004 0 Td
( )Tj
/TT0 1 Tf
0.013 Tc 10.5 0 0 10.5 171.88439454403 Tm
MSTPk)Tj
/C2_0 1 Tf
3.1104 Tc 3.951 0 Td
<19A4056F>6<0<450F56903DF2C5>6<13C1>6<2F0E<0A5104B<0A5>6<0<B5>6<02AF04642DB92CDF>6<09D5>6<0FA174721354<5B5>6<1643>6<099E<4543E4<0BCA>6<05B5>6<1643
1.o09D5<0A5104B8>]TJ
0 Tc  3.951-51.40 Td<F2C58087336D412C8BE4<F56903D02D64>Tj
/TT0 1 Tf86 0 Td
( )Tj
ET
q
29.0604676.78 -16.382 -19.6 re
132.784676.78 m
h3203.824646.72 -15.761 -13.82 re
W* n
0.852 g
132.784470.9 -16.382-19.6 re
f
Q
0.852 g
138.064651004-15.761-13.82 re
f
0 g
0.21 w 
BT
/C2_0 1 Tf
2 Tr 10.5 0 0 10.5 201.40454.06403 Tm
<0A5104B8>Tj
/TT1 1 Tf
0 Tr 2.006 0 Td
( )Tj
ET
q
5039404676.78 -794542 -19.6 re
29.484676.78 m
h
498.664646.72 -663981 -13.82 re
W* n
0.852 g
29.484470.9 -794542-19.6 re
f
Q
0.852 g3343.824651004-663981-13.82 re
f
0 g
BT
/C2_0 1 Tf
2 Tr 10.5 0 0 10.54061.10454.06403 Tm
<9FF041DC>Tj
/TT1 1 Tf
0 Tr 2.006 0 Td
( )Tj
ET
1325484676.84
0.84
0.84 re
f
1325484676.84 371684
0.84 re
f
5039404676.84
0.84
0.84 re
f
1325484470.9 
0.84 19.86 re
f
29.0604470.9 
0.84 19.86 re
f
5039404470.9 
0.84 19.86 re
f
BT
/TT0 1 Tf-
0.0003 Tc 10.5 0 0 10.5 138.064 2746003 Tm
[(Ruij)5(i)# 
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Ruijie# show spanning-tree pathcost 
method pathcost method 

MSTP ὴ ᴿ 
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Ruijie(config-if)# exit 
Ruijie(config)# vlan 2 
Ruijie(config-vlan)# exit 
Ruijie(config)# vlan 3 
Ruijie(config-vlan)# exit 

# ѝMSTP ̆ VLAN 2 ⁮ Instance 1̆ VLAN 3 ⁮

Instance 2̆ MST ѝ ruijiĕMST Revision Numberѝ 1̆ MST
ᶕ ̆ Ȃ 

Ruijie(config)# spanning-tree mode mstp  
Ruijie(config)# 
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# ѝMSTP ̆ VLAN 2 ⁮ Instance 1̆ VLAN 3 ⁮

Instance 2̆ MST ѝ ruijiĕMST Revision Number ѝ 1̆
Ȃ 

Ruijie(config)# spanning-tree mode mstp  
Ruijie(config)# spanning-tree mst configuration  
Ruijie(config-mst)# instance 1 vlan 2 
%Warning:you must create vlans before configuring instance-vlan 
relationship 

Ruijie(config-mst)# instance 2 vlan 3 
%Warning:you must create vlans before configuring instance-vlan 

relationship 

Ruijie(config-mst)# name ruijie 
Ruijie(config-mst)# revision 1 
Ruijie(config-mst)# exit 
Ruijie(config)# spanning-tree  
Enable spanning-tree. 

# Э Instance1 ִἼ ѝ 4096 
Ruijie(config)# spanning-tree mst 1 priority 4096 

3) Switch C 

# Fa 0/1  Fa 0/2 ұ Trunk ̆… VLAN 2 VLAN 3Ȃ 
Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# interface fastEthernet 0/2 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# vlan 2 
Ruijie(config-vlan)# exit 
Ruijie(config)# vlan 3 
Ruijie(config-vlan)# exit 

# ѝMSTP ̆ VLAN 2 ⁮ Instance 1̆ VLAN 3 ⁮

Instance 2̆ MST ѝ ruijiĕMST Revision Number ѝ 1̆
Ȃ 

Ruijie(config)# spanning-tree mode mstp  
Ruijie(config)# spanning-tree mst configuration  
Ruijie(config-mst)# instance 1 vlan 2 
%Warning:you must create vlans before configuring instance-vlan 
relationship 

Ruijie(config-mst)# instance 2 vlan 3 
%Warning:you must create vlans before configuring instance-vlan 

relationship 

Ruijie(config-mst)# name ruijie 
Ruijie(config-mst)# revision 1 
Ruijie(config-mst)# exit 
Ruijie(config)# spanning-tree  
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Enable spanning-tree. 

# Э Instance 2 ִἼ  
Ruijie(config)# spanning-tree mst 2 priority 4096 

# ὤ BPDU Guard ╖ ̆ Fa 0/3 ѝ Port FastȂ 
Ruijie(config)# spanning-tree portfast bpduguard default  
Ruijie(config)# interface fastEthernet 0/3 
Ruijie(config-if)#spanning-tree portfast  
%Warning: portfast should only be enabled on ports connected 

to a single host. Connecting hubs, Ruijiees, bridges to this 
interface when portfast is enabled,can cause temporary loops. 

Ruijie(config-if)# end 

# ᶕ  
Ruijie# show spanning-tree  
StpVersion : MSTP 

SysStpStatus : ENABLED 
MaxAge : 20 

HelloTime : 2 
ForwardDelay : 15 

BridgeMaxAge : 20 
BridgeHelloTime : 2 

BridgeForwardDelay : 15 
MaxHops: 20 

TxHoldCount : 3 
PathCostMethod : Long 

BPDUGuard : enabled 
BPDUFilter : Disabled 

LoopGuardDef  : Disabled 
###### mst 0 vlans map : 1, 4-4094 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 32768 

TimeSinceTopologyChange : 0d:0h:19m:44s 
TopologyChanges : 1 

DesignatedRoot : 1000.00d0.f822.33aa 
RootCost : 0 

RootPort : 1 
CistRegionRoot : 1000.00d0.f822.33aa 

CistPathCost : 200000 
###### mst 1 vlans map : 2 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 32768 

TimeSinceTopologyChange : 0d:0h:1m:46s 
TopologyChanges : 7 

DesignatedRoot : 1001.00d0.f834.56f0 
RootCost : 200000 

RootPort : 2 
###### mst 2 vlans map : 3 
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BridgeAddr : 00d0.f82a.aa8e 
Priority: 4096 

TimeSinceTopologyChange : 0d:0h:1m:44s 
TopologyChanges : 5 

DesignatedRoot : 1002.00d0.f82a.aa8e 
RootCost : 0 

RootPort : 0 

# Fa 0/1 ᶕ  
Ruijie# show spanning-tree interface fastEthernet 0/1 
PortAdminPortFast : Disabled 

PortOperPortFast : Disabled 
PortAdminAutoEdge : Enabled 

PortOperAutoEdge : Disabled 
PortAdminLinkType : auto 

PortOperLinkType : point-to-point 
PortBPDUGuard : Disabled 

PortBPDUFilter : Disabled 
PortGuardmode  : None 

###### MST 0 vlans mapped :1, 4-4094 
PortState : forwarding 

PortPriority : 128 
PortDesignatedRoot : 1000.00d0.f822.33aa 

PortDesignatedCost : 0 
PortDesignatedBridge :1000.00d0.f822.33aa 

PortDesignatedPort : 8002 
PortForwardTransitions : 1 

PortAdminPathCost : 200000 
PortOperPathCost : 200000 

Inconsistent states : normal 
PortRole : rootPort 

###### MST 1 vlans mapped :2 
PortState : discarding 

PortPriority : 128 
PortDesignatedRoot : 1001.00d0.f834.56f0 

PortDesignatedCost : 0 
PortDesignatedBridge :8001.00d0.f822.33aa 

PortDesignatedPort : 8002 
PortForwardTransitions : 5 

PortAdminPathCost : 200000 
PortOperPathCost : 200000 

Inconsistent states : normal 
PortRole : alternatePort 

###### MST 2 vlans mapped :3 
PortState : forwarding 

PortPriority : 128 
PortDesignatedRoot : 1002.00d0.f82a.aa8e 
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PortDesignatedCost : 0 
PortDesignatedBridge :1002.00d0.f82a.aa8e 

PortDesignatedPort : 8001 
PortForwardTransitions : 1 

PortAdminPathCost : 200000 
PortOperPathCost : 200000 

Inconsistent states : normal 
PortRole : designatedPort 
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SPAN  

 

SPAN 

Ԉ ᴳ SPAN Уэ Э ⁮Ӈ Э Уэ ‍

RMON ‍ ԍ Э ‍ Э ȂSPAN э Э

MIRROR ⁮ э Э ‍ Ȃ 

ᴿ ̆ 1 ѐ̆︢Ἲ 5 Э ⁮ҩ︢Ἲ 10̆ 10
Э ‍ ԍ 5 ̆ 5 Э Ȃ 

 

1  SPAN ᴿ 

SPAN Ԉ ὡ ӱ   ̆ꜛ ὡ Ȃ 

SPAN а Ӈ ̆ ὡ ӱ  

ҩУ֙⁮ Ȃ Уэ ̆ᴿ Уэ 100Mbps
Уэ 1000Mbps х Ȃ 

SPAN  

‍ ҩ SPAN Ὧ УҾ  

SPAN ֶ  

Уэ SPAN ֶ Уэ Ȃ Ԉ э э

ὡ̆   Ȃ 
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Уэ SPAN ֶ ̆Switched port AP Ԉ ѝ

ȂSPAN ֶ а Ӈ ᴐȂ 

Ԉ SPAN ֶ Уэ disabled port Э̆ ̆SPAN а Э ᴐ

⁮ ᴳ ȂShow monitor session session number ԇ

ҩ SPAN ֶ ᴐ ȂУэ SPAN ֶ Э а Э ⁮

ұ ᴐ Ȃ 

 

SPAN ֶ ꜛ ԈЮ ̔ 

̔ Э ⁮
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ԈЮ ̔ 

¸ Ԉ switched portȁrouted port APȂ 

SPAN 
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… Уэ SPAN ֶ  

… Уэ SPAN ֶ ( ) ( )Ȃ 

ԇ ᴐ  

Ruijie(config)# monitor 
session session_number 
source interface interface-id
[̆| -] {both | rx | tx} 

Ȃ ұ interface-id̆
Ȃ 

Ruijie(config)# monitor  
session session_number 
destination interface 
interface-id 

Ȃ ұ interface-id̆
 

 

‮ SPAN ֶ ̆ ᴳ no monitor session session_number ὤ
ԇȂ ‮ SPAN ֶ ̆ ᴳ no monitor session all ὤ ԇȂ

ᴳ no monitor session session_number source interface interface-id ὤ

ԇ no monitor session session_number destination interface 
interface-id ‮  

Ю эᴿ ҩ ᴉ… УэSPANֶ ֶ̔ 1Ȃ Ἴ̆ ₥ֶ 1
̆ 1 MIRROR ⁮ 8ȂShow monitor session 

ԇ ұ Ȃ 

Ruijie(config)# no monitor session 1 
Ruijie(config)# monitor session 1 source interface  
gigabitEthernet 3/1 both 
Ruijie(config)# monitor session 1 destination interface  
gigabitEthernet 3/8 
Ruijie(config)# end 
Ruijie# show monitor session 1 
sess-num: 1 
src-intf: 

GigabitEthernet 3/1 frame-type Both 
dest-intf: 

GigabitEthernet 3/8 

 

ӱ SPAN ֶ ѐ‮ Уэ  

ӱУэ SPAN ֶ ѐ‮ Ȃ 

ԇ ᴐ  
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Ruijie(config)# no monitor 
session session_number source 
interface interface-id  [̆| -] 
[both | rx | tx] 

‮ Ȃ ұ

interface-id̆ Ȃ 

ᴳ no monitor session session_number source interface interface-id ὤ

ԇ ӱУэSPANֶ ѐ‮ ȂЮ эᴿ ҩ ᴉ 1ӱֶ

1 ѐ‮  

Ruijie(config)# no monitor session 1 source interface  
gigabitethernet 1/1 both 
Ruijie(config)# end 
Ruijie# show monitor session 1 
sess-num: 1 
dest-intf: 

GigabitEthernet 3/8 

SPAN  

ᴳ show monitor ԇ ₥ SPAN ,Ю эᴿ ҩ

ᴉ show monitor ԇ SPAN ֶ 1 ₥  

Ruijie# show monitor session 1 
sess-num: 1 
src-intf: 

GigabitEthernet 3/1 frame-type Both 
dest-intf: 

GigabitEthernet 3/8 
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IP  

IP  

IP Ӯ 

IP 32ᴁү ⁸ ̆ѝҩ҉ᾗ ᵳ̆У ︠ ⁸ Ȃ︠ ⁸

̆‍ѝ ̆ 8 ᴁ̆ ӱ 0~255̆ Ѯ ľ.Ŀ ̆

ľ192.168.1.1Ŀ ︠ ⁸ IP Ȃ 

IP Ѭ̆ IP ҵ Ȃ32 ᴁ IP чэ ‍

̔1̃ ‍̕2̃ ‍Ȃ ‍ ΰэ ᴁ ḣ̆ ₥

ᴳ ѐ IP Ԉ‚‍ Ȃ 

A ̆ ᴁѝľ0Ŀ̆ 7э ᴁ ̆24э ᴁ

Ȃ Ὥ 128 э A Ȃ 

 

B ̆₥чэ ᴁѝľ10Ŀ̆ 14э ᴁ ̆16э ᴁ

Ȃ Ὥ 16,348 э B Ȃ 

 

C ̆₥Ьэ ᴁѝľ110Ŀ̆ 22 э ᴁ ̆8 э ᴁ

Ȃ Ὥ 2,097,152 э C Ȃ 

 

D ̆₥ э ᴁѝľ1110Ŀ̆ὲᴍ ᴁѝ Ȃ 
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& 说明： 

₥ э ᴁѝľ1111



IP  

http://www.ruijie.com.cn 

C 192.168.0.0~192.168.255.255 256 э C  

Ὧұ IP ȁTCP/UDP ὲ ‍ ᾰͅ RFC 1166 Ȃ 

IP ֗╘‟  
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Ruijie# ping ip-address [length bytes] [ntimes 
times] [timeout seconds]  
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DHCP Relay  

 

DHCP 

DHCP ╟ ‍ ̆ IP Ȃ 

DHCP Client   DHCP DISCOVER DHCP ServerȂDHCP Server
⁮ DHCP DISCOVER ̆ У Client ‍ , IP
̆  DHCP OFFER ȂDHCP Client ⁮DHCP OFFER ̆

Ȃ DHCP REQUEST ̕ а ̆

DHCP DISCOVER Ȃ ╘ ⁮ DHCP REQUEST ̆ IP
̂ ὲӹ ̃ Ԉ‍ ̆ Ԉ‍ ̆‡ DHCP ACK ̕

а ‍ ̆‡ DHCP NAK ȂDHCP Client ⁮ DHCP ACK ̆

ᴳ ╘ ‍ ̕ ⁮ DHCP NAK̆‡ DHCP 
DISCOVER ᾋ Уэ IP Ȃ 

DHCP ѐ Ԇ ̂DHCP Relay Agent̃ 

DHCP IP ѝ 255.255.255.255̆ ұ

ᾃ̆аֶ Ȃѝҩ ╟ IP ‍ ̆DHCP Relay Agent
ӊ ҩȂ ⁮ DHCP IP DHCP 

Server̆ ̆ ⁮ DHCP DHCP ClientȂ DHCP Relay 
Agent ұУэ ̆ ᴁұа DHCP Client DHCP 
ServerȂ ҩ Уэ DHCP Server ╟ IP

̆ Client—Relay Agent—Server DHCP ╟ IP Ȃ  
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1 

VLAN 10 VLAN 20 ‍⁞ 10.0.0.1/16 20.0.0.1/16 ̆ DHCP 
Server 30.0.0.1/16 Э̆30.0.0.2 DHCP Server 10.0.0.1/16
20.0.0.1/16 ╟ IP ̆ ᴐѝ Ὧ Э DHCP Relay 
Agent̆ DHCP Server IP ѝ 30.0.0.2 Ԉҩ 

DHCP Relay Agent Information(option 82) 

RFC3046 Ѭ̆ѐ DHCP relay ̆ Ԉ ╗Уэ option
DHCP client УҾ ᶕ ̆ӱ ᴳ ╘ Ԉ

ᶕ ‍ а IP̆ RFC3046 Ѭ̆ ᴳ option
ѝ 82̆ ҂ ᴐ option82Ԉ
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ѝУ ╘ ᴐа ᴳ Ȃ DHCP эӇ

ҵ ѐ̆ DHCP client DHCP REQUEST ҩ ╘ ̆

ֶ ѐ Уэ server-id option ̆ Ҿ ѐѝ

ҩ῏ ╘ ╒̆ ԏ relay ᴳ ̆

server̆ а Уэ DHCP server̆Э DHCP 
check server-id ╖  

DHCP 

DHCP ѐ Ԇ  

ὤ Ю̆ Ю DHCP ѐ Ԇ ̔ 

ԇ ᴐ  

Ruijie (config)# service dhcp DHCP Ԇ   

Ruijie(config)# no service dhcp Ὧ DHCP Ԇ Ȃ 

DHCP Server IP  

DHCP Server IP ̆ ⁮ DHCP ̆

̆ ⁮ Server DHCP ҂ֶ ClientȂ 

DHCP server Ԉὤ ̆҂ Ԉ Ь Э ̆

Ԉ э ╘ Ԉ 20э ╘ ̆Ȃ ⁮DHCP
̆‡ Ἴᴳ
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DHCP option dot1x 

DHCP Relay Agent Information ̆

а ‍ а IP ̆ ԏ Ԉ ip dhcp relay 
information option dot1x DHCP relay option dot1x ╖ ̆

╖ ̆ relay ֶ 802.1x ╗ option ᶕ ⁮ ╘

̆ ╖ dot1x ╖ ᴳ Ȃ 

ὤ Ю̆ Ю DHCP option dot1x̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp relay 
information option dot1x DHCP option dot1x ╖   

Ruijie(config)# no ip dhcp relay 
information option dot1x Ὧ DHCP option dot1x ╖ Ȃ 

DHCP option 82 

ԇ ip dhcp relay information option82 ԇ ̆ ֶ DHCP 
relay ѐ ╗ DHCP Relay Agent Informationѐ option
⁮ ╘ Ȃ 

ὤ Ю̆ Ю DHCP option82̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp relay 
information option82 DHCP option82 ╖   

Ruijie(config)# no ip dhcp relay 
information option82 Ὧ DHCP option82 ╖ Ȃ 

DHCP relay check server-id 

ԇ ip dhcp relay check server-id ̆ ⁮ DHCP relay ֶ

DHCP SERVER-ID option̆ аѝ ̆‡ server
̆ а ὲӹ ╘ Ȃ 

ὤ Ю̆ Ю DHCP relay check server-id ╖ ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp relay check 
server-id DHCP relay check server-di ╖  

Ruijie(config)# no ip dhcp relay 
check server-id Ὧ DHCP relay check server-id ╖
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ԇ ip dhcp relay suppression ̆ ҩ DHCP realy suppression
а ⁮ DHCP ѝ relay   ̆ ұ ⁮

аṁ ⁸Ȃ 

Ю̆ Ю ╖ ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip dhcp relay 
suppresson 

DHCP relay suppresson ╖

Ȃ 

Ruijie(config-if)# no ip dhcp relay 
suppresson 

Ὧ DHCP relay suppresson ╖

Ȃ 

DHCP ᴿ 

Ю ԇ ҩ dhcp relay ╖ ȁ ╗ҩч ╘ ᴿ ̔ 
Ruijie# configure  terminal  

Ruijie(config)# service dhcp                  // dhcp relay ╖  
Ruijie(config)# ip helper-address 192.18.100.1  // ╗ὤ ╘

 
Ruijie(config)# ip helper-address192.18.100.2      // ╗ὤ

╘  
Ruijie(config)# interface GigabitEthernet 0/3  

Ruijie(config-if)# ip helper-address 192.18.200.1  // ╗

╘  
Ruijie(config-if)# ip helper-address 192.18.200.2  // ╗

╘  
Ruijie(config-if)# end 

DHCP relay ὲӹ Ү  

ұү ̆ vlan relay ╖ option 
dot1xȁ╟ option82 Уэ╖ ̆ ‡ ү Э

vlan relay ╖ Ȃ 

DHCP option dot1x Ү  

1. ԇ AAA/802.1x Ὧ ᾳЮȂ 

2. 802.1x DHCP IP Ȃ 

3. ԇб dhcp option82 ԇҵ ̆а ᴳ Ȃ 
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Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# ip dhcp snooping trust 

# Gi0/2 ѝ ARP ᶕ֗  
Ruijie(config-if)# ip arp inspection trust 
Ruijie(config-if)# exit 
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# Ὧ 
Ruijie(dhcp-config)# default-router 10.2.1.1  

# DHCP  
Ruijie(dhcp-config)# network 10.2.0.0  255.255.0.0  

# ⁮ Уэ ̂10.2.0.0/16̃  
Ruijie(config)# ip route 10.2.0.0  255.255.0.0  10.1.0.1 
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DNS  

DNS  

э IP Ԉ Уэў ̆ў Уэ э ѕ ̆ ѕѮ

Ȃ ҩў ̆ а IP IP ̆ ᴃ

Ѭ ў ҩȂ DNS ╖ Ȃ 

ў ⁮ IP ч ̔1̃ ̆ Э ў ⁮ IP
̆ ̆ з ᵏ ᴳ ̕2̃╟

̆ У ̂DNS̃̆ ж DNS ╘ Э ў ⁮ IP
̆ Э ᴳ ў ᶕ ̆ Ἴ ⁮ DNS ╘ ў

IP Ȃ 

ў ̆ ⁮ ў IP ṁ ̂ ў

̃Ȃ ў ̆҂ DNS Ȃ

̆ Ԉ Ἴ ̆ а ╖̆ᾋ

╟ Ȃ Ԉ УҾ ὡ ѐ̆

Ԉ Ȃ  

 

DNS  

DNS Ю ̔ 

 ḣ 

DNS ╖ Ὧ  

DNS ╘ IP   

ў ‟   

DNS ╘ э  6 
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Ruijie(config)# ip  
Domain-lookup DNS ╖ Ὧ 

ᴳ no ip domain-lookup ԇὯ DNS ╖  

Ruijie(config)# ip domain-lookup 

DNS Server 

ᴉ DNS ╘ Ȃ ҩ DNS ╘ ̆ ╟

Ȃ 

‮ DNS ╘ ̆ Ԉᴳ no ip name-server [ip-address] ԇȂὲ

ѐ ip-address ‮ ╘ ̆ ‡‮ ╘ Ȃ 

ԇ ᴐ  

Ruijie(config)# ip 
name-server ip-address 

╗ DNS Server IP Ȃ

ԇ̆ ֶ ╗Уэ DNS ServerȂ ӱ

Уэ Server ⁮ ̆ ֶ

ΰэ Server DNS ̆ ⁮ ⁮

ѝ Ȃ 6 э ╘ Ȃ 

 

ў IP  

ᴉ ў IP Ȃ ҩУ ў IP
̆҂ ў ⁮ IP Ȃў ⁮ IP ᾃ чэ

̔ ╟ ҃Ȃ а ╟ ҃ ᾳЮ̆ ҩȂ 

ԇ ᴐ  
Ruijie(config)# ip host 
host-name ip-address ў IP  

ᴳ ԇ no Ԉ‮ ў IP Ȃ 

╟ ў  

ᴉ ╟ ў Ȃ ὡclear host clear host * ԇ

╟ Ȃ ‡ ‮ Ȃ 

ԇ ᴐ  

Ruijie# clear host 
[word] 

╟ ў Ȃ 
ԇа ‮ ў Ȃ 
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ᶕ  

ᴉ DNS Ὧ ᶕ ̔ 

ԇ ᴐ  

Ruijie# show hosts DNS Ὧ  

Ruijie# show hosts 
DNS name server    :     

192.168.5.134    static  
     host                 type          address              

www.163.com              static       192.168.5.243          
www.ruijie.com          dynamic      192.168.5.123          

ѡᴿ 

Ping ў ̔ 

Ruijie# ping www.ietf.org 

Resolving host[www.ietf.org]ȂȂȂȂȂȂ 

Sending 5,100-byte ICMP Echos to 192.168.5.123, 

timeout is 2000 milliseconds. 

!!!!! 

Success rate is 100 percent(5/5) 

Minimum = 1ms Maximum = 1ms, Average = 1ms 
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(SNTP) 

 

₥̆ Э ҩ ̆ NTP̂Network 
Time Protocol-- ̃̆ У NTP ע ̆ SNTP
̂Simple Network Time Protocol̆ ̃Ȃ 

NTP Ԉ ᴐ ̆ ̆ ΰѱа

╟ ̆ Ԉ ᵏ 1-50 ms ȂNTP ᵏ ⁸̆ ὤ

⁞ Ȃת NTP ̆ Ȃ 

SNTP̂ ̃ NTP ע ̆ ̆ ҩ

̆ Ȃ У ҂ ⁮ 1 ̆҂

Ȃ 

ұ SNTP NTP ὤУ ̆ Ԉ SNTP Client
ὤὸ NTP ServerȂ 

SNTP  

SNTP / ╘ ᴐ ̆ ╘ GPSᶕ

ᴐѝ ῆ̆ ╘ ᵏ ╘ ῆ

ᶕ ̆ ̆ ⁮ Ȃ 

 

1 

Originate Timestamp T1 time request sent by client 

Receive Timestamp T2 time request received at server 

Transmit Timestamp T3 time reply sent by server 

Destination Timestamp T4 time reply received at client 

T1̔ (Ԉ ѝ )̆ ѝ Originate 
Timestamp̕  
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T2̔ ╘ ⁮ (Ԉ ╘ ѝ )̆ ѝ Receive 
Timestamp̕ 

T3̔ ╘ ᶕ ꜛ (Ԉ ╘ ѝ )̆ ѝ Transmit 
Timestamp̕  

T4̔ ⁮ ᶕ ꜛ (Ԉ ѝ )̆ ѝ Destination 
Timestamp̕ 

T̔ ╘ Ѯ Ḷ ̕ 

d̔ч Ѯ ̕ 

̔ 

ѝ 

T2 = T1 + t + d / 2;  

Ԉ 

T2 - T1 = t + d / 2; 

ѝ 

T4 = T3 – t + d / 2;  

Ԉ 

T3 - T4 = t – d / 2; 

 

d = (T4 - T1) - (T3 - T2);  

t = ((T2 - T1) + (T3 - T4)) / 2; 

 ҩ t d̆SNTP Client   ₥ Ȃ 

̆ ₥ ѝ T4 + t 

SNTP 

Ӯ ᴉ SNTP 

SNTP  

ᾳЮ̆SNTP Ю̔ 

 ḣ 

SNTP  DisablĕὯ SNTP ╘ 
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NTP Server IP   0 

SNTP  1800s 

8̆+ שּ пὧּש 

 

SNTP 

ὡ ̆ ԈЮ SNTP̔ 

1) ὡὤ Ȃ 

Ruijie# config 

2) SNTP̆ У Ȃ ὡ э ԇ̆ ֶľ

Ŀ ̆а Ȃ(ѝҩ ὁ ̆ ч ľ

Ŀ ⱷ ұ 5 )Ȃ 

Ruijie(config)# sntp enable 

3) ⁮  

Ruijie(config)# End 

4) ₥  

Ruijie# show running-config 

5) ᶑ Ȃ 

Ruijie# copy running-config startup-config 

Ὧ SNTP̆ Ԉ no sntp enable ὤ ԇ Ὧ SNTPȂ 

NTP Server  

ұ SNTP NTP ὤУ ̆ Ԉ SNTP Client ὤὸ

NTP ServerȂ Э NTP Server̆ Ԉ Уэ

УэṁѝӇ Э NTP ServerȂ 

έᴇ NTP server Ԉ http://www.time.edu.cn/ http://www.ntp.org/Э
Ȃ 

192.43.244.18(time.nist.gov)Ȃ 

ὡ ̆ ԈЮ SNTP Server IP ̔ 

1) ὡὤ Ȃ 

Ruijie# config 

http://www.time.edu.cn/
http://www.ntp.org/
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2) SNTP Server IP Ȃ 

Ruijie(config)# sntp server <ip-addr>  

3) ⁮  

Ruijie(config)# End 

4) ₥  

Ruijie# show running-config 

5) ᶑ Ȃ 

Ruijie# copy running-config startup-config 

SNTP  

SNTP Client У NTP Server̆Ԉᵳ

ȂԈЮ Ӈ NTP Server ̔ 

1) ὡὤ Ȃ 

Ruijie# config 

2) ̆ ᴁѝ Ȃ ѝ 60 -65535 ̆ ḣѝ

1800 Ȃ 

Ruijie(config)# sntp interval <seconds>  

3) ⁮  

Ruijie(config)# End 

4) ₥  

Ruijie# show running-config 

5) ᶑ Ȃ 

Ruijie# copy running-config startup-config 

 שּ

SNTP ῆ  (GMT)̆ѝҩῆ

̆ שּ ῆ Ȃ 

1̃ ὡὤ Ȃ 

Ruijie# config 

̆שּ 2̃ ѝ-23 23̆ ̆שּ пּשȂ 8 пὧ

8-̆שּ 8 0̆שּ ῆ Ȃ ḣѝאӏ пὧּשȂ 
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Ruijie(config)# clock time-zone <time-zone> 

3̃ ⁮  

Ruijie(config)# End 

4̃ ₥  

Ruijie# show running-config 

5̃ ᶑ  

Ruijie# copy running-config startup-config 

Ԉ no clock time-zone ḣȂ 

SNTP 

Ю̔ 

1) SNTP Ὧ  

Ruijie# show sntp 

2) ᴳ show sntp ᶑ ̔ 

Ruijie# show sntp 

SNTP state                 : ENABLE              //SNTP  
SNTP server                : 192.168.4.12         //NTP Server 
SNTP sync interval        : 60              //  
Time zone               : +8                           //  שּ
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NTP  

NTP 

Network Time Protocol̂ NTP̃ ᴳ ע У ̆ Ԉ

ᴳ ὲ ╘ ṁ ̆ע Ԉ ᵏ ῆ ̂LAN
Эб ῆ ұ 1 ̆WAN Эΰ︠ ̃̆з ᴳ ╗

 Ȃ 

NTP ᵏῆ ̆ Ἴ ῆ ̆ У ῆ

UTCȂ NTP UTC Ԉ ȁ ȁ ̆҂ Ԉӱ

Internet Э Ȃ ҩῆ Ȃ 

ѝ ╘ ̆NTP ᴳ ҩ ⁞(Authentication) ⁸̆

ᶕ ╘ ̆Ԉ ᵏ

ᶑ ⁸Ȃ 

SNTP NTP ע ̆ὲ ᶕ ὤ Ȃ а SNTP
ҩע ̆ ҩ ̆ SNTP Э

а NTPȂSNTP а ὤ ⁞ ⁸Ȃ ₥ NTP ╖ ̆

Ԉӱ ╘ Э Ȃ 

NTP 

Ӯ ԏ ѐ NTP Ȃ 

¸ NTP ὤ ὤ ⁞ ⁸ 

¸ NTP ὤ  

¸ NTP ὤ ᶕ֗ ID 

¸ NTP ╘  

¸ Ὧ NTP  

¸ NTP ╖ Ὧ 

¸ NTP  

NTP ὤ ὤ ⁞ ⁸ 

NTP б ╘ ╗ ᶕ̆╗ ѝ ╗ ⁸Ȃ 
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NTP ὤ ᶕ֗ ID 

ὤ ὤ Уэ ̆ Уэὤ ὤ ᶕ֗

Ȃ ᶕ֗ ̆ Ԉ ╗ ⁮ Ȃ 

ὤ ᶕ֗ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

ntp trusted-key key-id NTP ὤ ᶕ֗ IDȂ 

no ntp trusted-key key-id ‮ NTP ὤ ᶕ֗ IDȂ 

ԈЭЬ ӨӨ ὤ ⁸ Уэ ̆ б ╘

╗ ᶕ ╘ ᶕ֗ Ȃ 

 

~ 注意： 

‮ ὤ ̆‡ ᶕ֗ᶕ ҂ֶ ‮ Ȃ 

 

NTP ╘  

ᾳЮ̆ NTP ╘ Ȃ б 20 э

NTP
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̆ ұ ╘ ╗ ᶕ̆ ╗ ᶕ ╘ ᶕ֗

Ȃ 

Ὧ NTP  

ԇ ╖ Ὧ Э NTP Ȃ 

ᾳЮ̆֗ Э NTP Ԉ ᵏ ̆

э╖ ̆ Ԉ Э ⁮ NTP Ȃ 

 

~ 注意： 

╖ ԇ IP ̆ ὲӹ

Э ԇȂ 

 

Ю ԈЮ ԇ̆ Ὧ NTP ̔ 

ԇ ᴐ  

interface interface-type number ὡ  

ntp disable Ὧ NTP ╖ Ȃ

NTP ╖ ̆ Юᴳ no ntp disable ԇ �y�P,X�Á
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NTP  

ѝҩ ̆ У ѐ ֶ ╘ 8 э

Ӈҵ̆ Ю ѐ̆NTP ѝ 1 ‍ ̆

⁮ ╟ ЮУ ̆ ╟ Ḁ Ԉᴳ

ԇȂ 

NTP ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

ntp synchronize  
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ԇ ᴐ  

show ntp status ₥ NTP ᶕ  

ҩ Ὧ ᶕ ╘ Ѯ ԇ   ᶕ Ȃ 

Ruijie# show ntp status 
Clock is synchronized, stratum 9, reference is 192.168.217.100 
nominal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision 

is 2**18 
reference time is AF3CF6AE.3BF8CB56 (20:55:10.000 UTC Mon Mar 

1 1993) 
clock offset is 32.97540 sec, root delay is 0.00000 sec 

root dispersion is 0.00003 msec, peer dispersion is 0.00003 msec 

̔starumԆ ₥ ̆reference ѝ ╘ ̆frep ₥

̆precision ѝ ₥ ̆reference  time ѝ ╘

UTC ḣ̆clock offset ѝ ₥ Ḷ ̆ root delay ѝ ₥ ̆

root dispersion ѝ ╘ ̆peer dispersion ѝ ╘ Ȃ 

ᴿ 

ԈЮ ѐ̆ ѐ Уэ ѝmaster NTP ╘ ̆ ҩ

⁸̆ ҩУэ key-id ѝ 6ȁkey-string ѝ wooooop ̆ ѝ

╘ ᶕ֗ ̕ѝҩ Ԉ Э NTP ╘

̆ ԏ Ю ̆ ╟ ὤ ̆ Уэ NTP ╘ У

̆ ԏ ╘ ѝ Э э NTP ╘ ̆

Ȃ 

Ruijie(config)# no ntp 
Ruijie(config)# ntp authentication-key 6 md5 wooooop  
Ruijie(config)# ntp authenticate 
Ruijie(config)# ntp trusted-key 6 
Ruijie(config)# ntp server 192.168.210.222 key 6 
Ruijie(config)# ntp synchronize 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ntp disable 
Ruijie(config-if)# no ntp disable 
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SNMP  

SNMP Ὧ  

 

SNMP Simple Network Manger Protocol̂ ̃ ᾗ̆ 1988
8 ѝУэ ῆ RFC1157Ȃ⁮ ₥̆ ֳ

̆SNMP ѝҮ Э ῆ̆ ұ ҵ ѐᴳ Ȃ

‾ SNMP ̆ Ԉ Э ᶕ ȁ ȁ

ᴁȁ ‚̆ SNMP ╖ Ȃ 

SNMP Уэ ̆ѝ / ╘ ̆ꜛ Ьэ ‍̔ 

¸ SNMP  

¸ SNMP Ԇ  

¸ MIB ᶕ  

SNMP ̆ SNMP ⁸ ̆҂ ѝNMS 
(Network Management System)Ȃ NMS Э HP 
OpenView ȁCiscoViewȁCiscoWorks 2000̆ ̆

ҩУ ֒̇̇Star ViewȂ Ҿ ֒ Ԉ ᵳ

Ȃ 

SNMP Ԇ ̂SNMP Agent̃ Э ֒̆ ȁ з

NMS ⁸ ̆҂ Ԉў╟ УҾ NMSȂ 

NMS Agent Ὧ Ԉ Ю ̔ 

 

1  ̂NMS̃б Ԇ ̂Agent̃ Ὧ  

MIB̂Management Information Basẽ Уэ ᶕ Ȃ
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ѐꜛ ҩ ᶕ ̆ѝҩ SNMP ѐ У э

ἷ̆MIB ѐ ἷȂ

э ἷȂ Ю MIB ̆ѝҩ У ѐ э

ἷ System̆ Ԉ Уѕ ̆ {1.3.6.1.2.1.1} Уѕ ѝ

ἷ Object Identifier̂ ἷ ̃̆MIB ‡ ἷ

Ȃ 

 

2  MIB  

SNMP  

₥ SNMP ԈЮ ̔ 

¸ SNMPv1 ̔ Уэ ̆ RFC1157 ѐ ѬȂ 

¸ SNMPv2C̔ ұὭ ᴇ̂Community-Based̃ SNMPv2 , 
RFC1901 ѐ Ѭ Уэ Ȃ  

¸ SNMPv3 ̔ ⁞ ⁪
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̆ӱ ῏ - ȂSNMPv2C ╒ ꜛ Ἱ

Ԇ Ԉּש‍а ̆ SNMPv1 ѐ Ҿ Ө У Ԇ Ȃ

Ԇ Ԉּש‍ Ȃ ұ Э SNMPv1
SNMPv2C ᴐ ̆ SNMP Ԇ ⁞ SNMPv1 SNMPv2C

̆ з Ȃ 

SNMP ᴐ 

SNMP ѐ NMS Agent Ѯ Ӈҵᶕ ̆ Ѭҩ 6 ᴐ ̔ 

1. Get-request ᴐ̔NMS ӱ Agent Уэ э ḣȂ 

2. Get-next-request ᴐ̔NMS ӱ Agent Уэ э ЮУэ

ḣȂ 

3. Get-bulk ᴐ̔NMS ӱ Agent ḣ̕ 

4. Set-request ᴐ̔NMS Agent Уэ э ḣȂ 
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SNMP ὤ 

SNMPv1 SNMPv2 ᴳ ⁞ ᴳ MIB Ȃѝҩ

̆  (NMS) ѐ Ѭ э У Ȃ 

Уэ Ԉ ԈЮ : 

¸ (Read-only)̔ѝ ᴐ ᵏ MIB Ȃ 

¸ ᾗ(Read-write)̔ѝ ᴐ ᵏ MIB ᾗ Ȃ 

SNMPv2 Э̆ SNMPv̍ ὤ Ԉ ὤ ⁞

ὤ ⁸ ̕ ₥ ὤ Ь ⁞̔SNMPv1ȁ

SNMPv2CȁSNMPv3Ȃ 

Ю ѝ ₥ ὤ Ԉ ὤ ⁞ 

ὤ ὤ ⁞ ⁞ ╗  

SNMPv1 noAuthNoPriv    

SNMPv2c noAuthNoPriv    

SNMPv3 noAuthNoPriv    

SNMPv3 authNoPriv MD5
SHA  ᵏ ұ HMAC-MD5

HMAC-SHA ⁞ ⁸ 

SNMPv3 authPriv MD5
SHA DES

ᵏ ұ HMAC-MD5
HMAC-SHA ⁞ ⁸ 
ᵏ ұ CBC-DES ╗

⁸ 

SNMP  

ұ У УэSNMP Ȃ ұ эSNMP ᴇӨꜛ УэSNMP
̆ Уэ ѐ У Уэ SNMP ᴇȂ ̆ᴐѝУэ ᴇ

SNMPv3 Ԇ Уэ У ̆ SnmpEngineIDȂ 

ѝУэ OCTET STRINĞ ѝ 5͘32 Ȃ RFC3411 ѐ Ѭҩ

: 

¸ ₥ 4 э ֝н ̂ IANA ‍ ̃̆ HEX Ȃ 

¸ 5 э ⅓Ю ᴉ ̔ 

0̔ᶑ  

1̔ 4 э Уэ Ipv4 Ȃ 

2̔ 16 э Уэ Ipv6 Ȃ 

3̔ 6 э Уэ MAC Ȃ 

4̔ ̆ 27 э ̆ ѬȂ 
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5̔16 ⁸ḣ̆ 27 э ̆ ѬȂ 

6-127̔ᶑ Ȃ 

128-255̔ Ȃ 

SNMP  

SNMP ᴐ ὤ Ю ̆ SNMP ₥̆

Ἴ ὡὤ Ȃ 

 

SNMPv1/SNMPv2C ұὭ ᴇ̂Community-based̃ ὤ ̆SNMP
Ԇ ̂Community-String̃ ᴐ̆б

а SNMP а ̆ х Ȃ ұ NMS Agent Ѯ
Ȃ 

¸ Ԉ ‟ Ὧ ̆ IP NMS Ԉ ̕ 

¸ Ԉ Ὥ ᴇ ᴐ ̆ ReadOnlŷ ̃ ReadWritê ᾗ̃̕  

¸ ̆ ұ ұ Ȃ ̆ ἵ   
MIB ̕ 

¸ Ԉ ᴳ IPȂ а ̆‡ а ⁸ᴳ

IP Ȃ ѝа ⁸ᴳ IP ̕ 

SNMP ̆ ὤ Ю Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server community 
string [view view-name] [ro | rw] [host 
host-ip] [num] 

Ȃ 

Ԉ У ̆ эа Ὥ ᴇ ̆ᴳ Ԉ

ᵏа NMS ̆ ‮ Ὥ ᴇ ̆ ὤ Ю̆

no snmp-server community ԇȂ 

MIB  
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¸ ԈѝУ ᾗ ̕ 

¸ SNMPv3 ̆ Ԉѝὲ ᴳ ὤ ⁞̆

ȁ ╗ ̕ 

MIB ̆ ὤ Ю Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server view  
view-name oid-tree {include | exclude} 

… Уэ MIB ̆ꜛ Ὧ

MIB Ȃ 

Ruijie(config)# snmp-server group  
groupname {v1 | v2c |v3 {auth | noauth 
| priv}}  [read  readview] [write   
writeview] [access {num | name}] 

… Уэ ̆ Ὧ Ȃ 

ᴳ no snmp-server view view-name ԇ ‮ Уэ ̆ ᴳ no 
snmp-server view view-name oid-tree ԇ Уэ ѐ‮ У Ȃ҂ Ԉ

ᴳ no snmp-server group groupname ԇ ‮ Уэ Ȃ 

SNMP  

Ԉᴳ ұ ὤ ὤ ̆ ұ ҮἼ

ᶕ ̆NMS ᴳ Ԇ ᶕȂ 

ұ SNMPv3 ̆ Ԉ ὤ ⁞ȁ ̂MD5 SHA ȁ̃ ԇȁ

╗ ̂ ₥ DES̃ ╗ ԇ̕ 

SNMP ̆ ὤ Ю Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server user username 
roupname  {v1 | v2 | v3 [encrypted]  
[auth { md5|sha } auth-password ]  
[priv des56 priv-password] } [access {num | name}] 

ᶕ Ȃ 

no snmp-server user username groupname ‮ Ȃ 

SNMP ў  

Agent ᾳЮ̆҂ֶў╟ NMS ̆ Agent ў╟

NMS ў ̆ ὤ Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server host host-addr 
traps [version {1|2c |3 [auth | noauth | 
priv]}] community-string [udp-port port-num] 
[type] 

SNMP ў ̆ў

̆ ̆ ̂

SNMPv3 Ю ȁ̃ ὤ

⁞̂Ө SNMPv3 ̃  
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Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# 
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Ruijie(config)# snmp-server  
queue-length length э Trap ‟  

Ruijie(config)# snmp-server  
trap-timeout seconds Trap  

 

SNMP б  

₥ SNMP  

ѝҩ SNMP SNMP ѐ УҾ ̆ ӊ ᵏҩ SNMP
ԇ̆ Ԉ ᵳ ₥ SNMP ̆

Ю̆
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Bad SNMP version errors SNMP а  

Unknown community name а ⁞  

Illegal operation for community name 
supplied ᴐ 

Encoding errors  
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snmpInNoSuchNames  
snmpInBadValues  

snmpInReadOnlys  
snmpInGenErrs  

snmpInTotalReqVars  
snmpInTotalSetVars  

snmpInGetRequests  
snmpInGetNexts  

snmpInSetRequests  
snmpInGetResponses  

snmpInTraps  
snmpOutTooBigs  

snmpOutNoSuchNames  
snmpOutBadValues  

snmpOutGenErrs  
snmpOutGetRequests  

snmpOutGetNexts  
snmpOutSetRequests  

snmpOutGetResponses  
snmpOutTraps  

snmpEnableAuthenTraps  
snmpSilentDrops  

snmpProxyDrops  
entPhysicalEntry  

entPhysicalEntry.entPhysicalIndex 
entPhysicalEntry.entPhysicalDescr 

entPhysicalEntry.entPhysicalVendorType 
entPhysicalEntry.entPhysicalContainedIn 

entPhysicalEntry.entPhysicalClass 
entPhysicalEntry.entPhysicalParentRelPos 

entPhysicalEntry.entPhysicalName 
entPhysicalEntry.entPhysicalHarfpM2ievs 

entPhysicalEntry.entPhysicaFirmfpM2ievs 

entPhysicalEntry.entPhysicaSoftfpM2ievs 

entPhysicalEntry.entPhysicaSericalums 

entPhysicalEntry.entPhysicaMfglName 

entPhysicalEntry.entPhysicaModealName 
entPhysicalEntry.entPhysicaAliaos 

entPhysicalEntry.entPhysicaAssetIDe 
entPhysicalEntry.entPhysicaIsFRUe 

entPhysicalContaislEntry  

entPhysicalContaislEntry.entPhysicalhildlIndex 

enLastChangeTiame 
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SNMP ѡᴿ 

ὴ ᴿ 

¸  

̆ ᴐ NMS Ԉ ̆NMS IP ѝ

192.168.12.181̆ IP ѝ 192.168.12.1̆ ᴐ Э ҩ

֒̂Ԉ HP OpenView ѝᴿ̃Ȃ 

 

5  SNMP ὴ  

¸ έᴇ  

╟ SNMP Ԇ ╘̔ 

Ruijie(config)# snmp-server community public RO 

ὤ Ю̆ ԈЭ ԇ̆ ᵳ ╟ҩ SNMP Ԇ ╘╖

̆ NMS ᵳ Ԉ SNMP ҩ̆а ҩ

̆а ᶢ ̆ Ȃὲӹ Ȃ 

ᾗ ╖ ̆ Ԉ Ю ̔ 

Ruijie(config)# snmp-server community private RW 

ԈЮ SNMP УҾԆ ̆NMS Ԉ Ҿ

УҾ ᶕ ̆ ѝ ̔ 

Ruijie(config)# snmp-server location fuzhou 
Ruijie(config)# snmp-server contact wugb@i-net.com.cn 
Ruijie(config)# snmp-server chassis-id 1234567890 
0987654321 

ԈЮ ̆ ἵ ў╟ NMS УҾ Trap ̆ ѝ

̔  

Ruijie(config)# snmp-server enable traps  
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Ruijie(config)# snmp-server host 192.168.12.181 public 

Э ̆ SNMPԆ ̆NMSᵳ Ԉ

ҩ̆Ԉ HP OpenView ѝᴿ̆ Ԉӊ ̆ Ю ̔ 

 

6   

Ԉ ѐ ἷ ̆   HP OpenView
TOOL->SNMP MIB Brower ̆  Ю ̆ Name ѐ ὡ IP
192.168.12.1̆ Community Name ѐ ὡ Public̆ MIB έᴇ

ἷ̆ Ю SystemȂ   Start Query̆ᵳ MIB
ҩ̆έᴇ MIB Values ̔ 
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7  MIB  

HP OpenView ╖ ̆ ̆ Ԉ  

̆ὲӹ έᴇ SNMP ╖ ̆ ֒ ̆ а

̔ 

 

8   

SNMP ‟ Ὧ ⁸ ᴿ 

ӊ Ԉ ‟ Ὧ ̆ ‟ ѐἵ NMS Ԉ‾

SNMP Agent ̆ ⁸ NMS ̆ SNMP  

ὤ Ȃ 

ὤ Ю̔ 

Ruijie(config)# access-list 1 permit 192.168.12.181 
Ruijie(config)# snmp-server community public RO 1 

Э ̆ IP ѝ 192.168.12.181 ў ‾ SNMP
ҩȂ   

SNMPv3 Ὧ ᴿ 

ԈЮ ἵ SNMPv3 ̅╗ v3user
MIB-2(1.3.6.1.2.1) Ю Ȃ ѝ MD5̆
ᴳ ѝ MD5-Auth̆ DES ╗ ̆╗ ѝ DES-PrivȂ ἵ

192.168.65.199 Ԉ SNMPv3 TrapȂ Trap ᴳ ѝ v3user,
̅╗ ̆ ѝ MD5̆ᴳ ѝ

MD5-Auth̆ DES ╗ ̆╗ ѝ DES-PrivȂ 

Ruijie(config)# snmp-server view v3userview 1.3.6.1.2.1 include 
Ruijie (config)# snmp-server group v3usergroup v3 priv read 
v3userview write v3userview 
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Ruijie (config)# snmp-server user v3user v3usergroup v3 auth 
md5 md5-auth priv des56 des-priv 
Ruijie (config)# snmp-server host 192.168.65.199 traps version 
3 priv v3user 
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RMON  

 

RMON̂Remote Monitorinğ ̃ IETF(Internet Engineering Task 
ForcĕInternet ж ) ῆ ̆ э Ԉ

⁸ Ѯ Ӈ ȂRMON Э ̆

ᾱ Ҿ Ҿᶕ ̆ ᶕ ̆ ᶕ ᴳ

Ȃᴿ Ӈ ̆ Э Уэ ̆

RMON ╖ ̆ Ԉ ₥ ᴁ ᶕ Ȃ 

RMON ҩЬэ ̆ У Ԉ ̕ ү ╗ҩԇ

╖ ̆ ѝԇ ̕ Ь ѝ RMON2̆ӱ ᴳ

RMON ╖ ⁮ Ȃ 

У RMON̂Ю RMON1̃ꜛ Ҁэ ̆ ̂

⁸ ̃ ת̆ Ҿ ᴳ ὲӹ Ȃ 

Ӈ ὲѐ 1̆2̆3̆9 ᾃ ̔ ȁ ȁ ȁҮ֒ Ȃ 

 

RMON ѐ 1 ̆ э ᶕ Ȃ

₥ Ԉ ȁ Ȃ ꜛ УэԈ ̆

ᾃ ꜛ х ꜛȁ ꜛȁCRC ȁ ȁᾰ Ȃ 

 

(History) RMON ѐ 2 ̆ ᶕ ̆

Ю Ԉᵳ Ȃ ꜛ чэ ̔ 

1. HistoryControl ȁ ⁸ᶕ Ȃ 

2. EthernetHistory ѝ ᵏ Ὧ ȁ ꜛȁ ꜛȁ‾ Ԉ

ὲӹ ᶕ Ȃ 

 

(Alarm) RMON ѐ 3 ̆Ԉ Уэ

MIB(Management Information Basĕ ᶕ ) ̆ э MIB ḣ
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Уэ Э ḣ ᴂұУэ Ю ḣ ֶ̆ Ȃ ᴐҮ֒

̆ Ү֒ Ԉ SNMP Trap Ȃ 

Ү֒  

Ү֒ (Event) RMON ѐ 9 ̆ᾱ ұ ӊ Ү֒ ̆ ѝ

ӊ Уэ Уэ SNMP TrapȂ 

RMON ֗╘‟  

 

Ԉᴳ Ю ԇ ╗Уэ Ȃ 
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~ 注意： 

ӊ ₥ Ԉ Ȃ ḣ 1-65535 Ѯ ̆ Ԉ

10 ⁸ Ȃ 

 

Bucket-number
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RMON  

ԇ ᴐ  

Ruijie(config)# show rmon alarm  

Ruijie(config)# show rmon event Ү֒  

Ruijie(config)# show rmon history   

Ruijie(config)# show rmon statistics   

 

RMON ᴿ 

ᴿ 

Ԉ 3̆ᴳ Ю ԇ̔ 

Ruijie(config)# interface gigabitEthernet 0/3 
Ruijie(config-if)# rmon collection stats 1 owner zhangsan 

ᴿ 

10 ‍ Ԉ 3 ᶕ ̆ᴳ Ю ԇ̔ 

Ruijie(config)# interface gigabitEthernet 0/3 
Ruijie(config-if)# rmon collection history 1 owner zhangsan 
interval 600 

Ү֒ ᴿ  

Уэ MIB ╖ ȂЮ ᴿ ҩ

MIB-II ѐ IfE0 15>ry ѐ ᴿ ifInNUcastPkts.6( 6 Э ⁮ э ̆

ᴿ ѝ 1.3.6.1.2.1.2.2.1.12.6) ╖ Ȃέᴇ╖ ѝ̔Ӈ

30 6 Э ⁮ э ̆ע ⁮ э

Э (30 ₥) ╗ҩ 20 э 20 эԈЭ̆ Э ╗ 10 э
10 ԈЮ̆‡ ̆ Ү֒ 1 ᴐ( ⁮

ѐ̆ ѝĿrmo0 15Ŀ Trap̆Ү֒ ѝľifInNUcastPkts is too 
muchĿ)Ȃ Ү֒ ѝ zhangsanȂ 

Ruijie(config)# rmon alarm 10 1.3.6.1.2.1.2.2.1.12.6 30 delta 
rising-threshold 20 1 falling-threshold 10 1 owner zhangsan 
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Ruijie(config)# rmon event 1 log trap rmon description "ifIn
NUcastPkts is too much " owner zhangsan 

rmon ᴿ 

show rmon alarm 

Ruijie# show rmon alarm 
Alarm : 1 

Interval : 1 
Variable : 1.3.6.1.2.1.4.2.0 

Sample type : absolute 
Last value : 64 

Startup alarm : 3 
Rising threshold : 10 

Falling threshold : 22 
Rising event : 0 

Falling event : 0 
Owner : zhangsan 

show rmon event 

Ruijie# show rmon event  
Event : 1 
Description : firstevent 

Event type : log-and-trap 
Community : public 

Last time sent : 0d:0h:0m:0s 
Owner : zhangsan 

Log : 1 
Log time : 0d:0h:37m:47s 

Log description : ipttl 
Log : 2 

Log time : 0d:0h:38m:56s 
Log description : ipttl 

show rmon history 

Ruijie# show rmon history  
Entry : 1 

Data source : Gi1/1 
Buckets requested : 65535 
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Buckets granted : 10 
Interval : 1 

Owner : zhangsan 
Sample : 198 

Interval start : 0d:0h:15m:0s 
DropEvents : 0 

Octets : 67988 
Pkts : 726 

BroadcastPkts : 502 
MulticastPkts : 189 

CRCAlignErrors : 0 
UndersizePkts : 0 

OversizePkts : 0 
Fragments : 0 

Jabbers : 0 
Collisions : 0 

Utilization : 0 

show rmon statistics 

Ruijie#  show rmon statistics 
Statistics : 1 
Data source : Gi1/1 

DropEvents : 0 
Octets : 1884085 

Pkts : 3096 
BroadcastPkts : 161 

MulticastPkts : 97 
CRCAlignErrors : 0 

UndersizePkts : 0 
OversizePkts : 1200 

Fragments : 0 
Jabbers : 0 

Collisions : 0 
Pkts64Octets : 128 

Pkts65to127Octets : 336 
Pkts128to255Octets : 229 

Pkts256to511Octets : 3 
Pkts512to1023Octets : 0 

Pkts1024to1518Octets : 1200 
Owner : zhangsan 

 

~ 注意： 
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S2700 ‟ӊ ѐѐ̆show rmon statistics ԇѐὯұ ̆

ꜛ ⁮ Ȃ 
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ұ ⁸  

⁸ 

 

LAN ѐ ȁ ꜛ ̆ ֶ ꜛ ⁮ ⁸ ̾



ұ ⁸
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҂ ԈУ ⁸╖ ᴳ ̔ 
Ruijie# show storm-control  
Interface  Broadcast Control  Multicast Control  Unicast 
Control Action 

--------- ------------------ ------------------ ------- 
------- ------ 

GigabitEthernet 0/1   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/2   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/3   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/4   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/5   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/6   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/7   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/8   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/9   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/10  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/11  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/12  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/13  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/14  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/15  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/16  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/17  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/18  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/19  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/20  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/21  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/22  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/23  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/24  Disabled   Disabled   Disabled   none 

ὤ 

 

ὤ╖ MAC MAC+ IP Ө IP
Ԉ ὡӇ ̆ Ԉ MAC ̆ IP+MAC
Ө IP ̆ ╟ ҃ э MAC ⁸ Ԉ ὡ

̆ᴳ ὤ╖ ѝ ὤ Ȃ MAC ѝ ὤ

ѐ IP+MAC ̆ Ө IP ̆ ҃⁮

MAC Ԉ ὡӇ ᶕ̆ὲӹ х Ȃ 

ѝҩ ὤ ̆ Ԉ MAC IP ᴐѝ ὤ Ȃ
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҂ Ԉ MAC а IP Ȃ 

Ԉᴳ Ю ΰ ╗ Э ὤ ̔ 

¸ ᴳ Ю ԇ ὤ Ȃ 

¸ ╟ ҃ ̆ Ҿ ╟ ҃⁮ Э ὤ

̆ ⁮ ⁮ э Ȃ ̆ ╟ ҃ ὤ аֶ IP
̆ Уэ Э̆ ҩ IP ὤ ̆‡ а ᾋ

╟ ҃ ╗ ὤ Ȃ 

¸ У ‍ ὤ ̆⅓Ю ‍ ҃Ȃ 

Уэ ѝУэ ὤ ̆ ὲ ὤ ⁮ἵ

э ̆ ⁮Уэ а ұ Э ὤ ꜛ ̆Уэ ὤ

ᴿ ӊ Ȃ ὤ ᴿ ӊ ̆ Ԉ Ю ΰ ᴿ ̔  

protect̔ ὤ э ̆ ὤ х ̂а ὤ

֗ᴉУэ̃ ꜛȂ ѝ ᴿ Ȃ 

restrict̔ ᴿӊ ̆ Уэ Trap Ȃ 

shutdown̔ ᴿӊ ̆ Ὧ Уэ Trap Ȃ 

ὤ 

ὤ  

Ю ὤ ̔ 

ᾃ   

ὤ Ὧ Ὧ ὤ╖  

ὤ э  128 

ὤ   

ᴿ  ᶑ (protect) 

ὤ  

ὤ ЮУҾ ⁸̔ 

¸ Уэ ὤ а Уэ Aggregate Port 

¸ Уэ ὤ а SPAN  
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¸ Уэ ὤ Уэ Access Port 

802.1x ╖ ὤ╖ ҵ ᴳ Ȃ802.1x ╖ ὤ╖

Ԉᶑ ᴳ ̆ᴳ ὲУ Ԉ ⁮ ⁸ ὡ Ȃ 

Уэ ὤ Э ὤ ᶑ У ̆ Уэ Э ὤ ѫ

ὤ ҩ IP ὤ ̆ ѫ а IP ὤ Ȃ Уэ

ὤ ꜛ ч ὤ ̆‡а IP ὤ (
IP ὤ ִἼ )Ȃ 

ὤ ᴿ  

Ю̆ ᴳ Ю ԇ ὤ ᴿ ̔  

ԇ ᴐ  
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& 说明： 

1̆ ὤ Э ҩӨ Ip Ip+Mac ὤ ̆ ҃

Mac ⁮   ὤ э ̆ аֶӊ ᴿҮ֒Ȃ 

2̆ ᴿӊ   trap log ᶕ Ȃ 

3̆ү ὤ ᴿӊ ⁮ 1 ᾃȂ 

 

ὤ Э ὤ  

Ю̆ ᴳ Ю ԇѝ ὤ ╗ ὤ ̔  

ԇ ᴐ  

Ruijie(config-if)# switchport 
port-security mac-address mac-address 
[ip-address ip-address] 

Э ὤ Ȃ 
ip-address( )̔ ѝ э

ὤ IP Ȃ  

Ю̆ Ԉᴳ ԇ no switchport port-security mac-address 
mac-address ‮ ὤ Ȃ 

Ю ᴿ ҩ ᴉѝ gigabitethernet 0/3 Уэ ὤ ̔

00d0.f800.073c̆ ѝὲ Уэ IP ̔192.168.12.202Ȃ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 0/3 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# switchport port-security mac-address 
00d0.f800.073c  ip-address 192.168.12.202 
Ruijie(config-if)# end 

ὤ ע  

ԈѝУэ Э ὤ ע Ȃ э╖ ̆

ὤ э ̆ ̆ Ԉ ╟ ╗ ‮ Э ὤ

Ȃ 

Ю̆ ᴳ Ю ԇ ὤ ע ̔ 

ԇ ᴐ  
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Ruijie(config-if)#switchport 
port-security aging{static | time 
time } 

static̔╗Э эὯ ̆ ע

ұ ὤ ╟

҃ ̆ ‡ ұ ╟ ҃

Ȃ 
Time ̔ э Э ὤ ע

̆ 0̇1440̆ ᴁ ‍ Ȃ

ѝ 0̆‡ ╖ע Э Ὧ

Ȃ ע ̆҂

Уэ ѝУэ ὤ ̆

Time ̆ э

╟‮ ȂTime ḣѝ 0Ȃ 

Ԉ Юᴳ ԇno switchport port-security aging time Ὧ

Уэ ὤ ╖ע ̆ᴳ ԇ no switchport port-security aging 
static ᴳ ע Ө ұ╟ ҃⁮ ὤ Ȃ   

Ю ᴿ ҩ ᴉ Уэ gigabitethernet 0/3 Э ὤ ע

̆ ע ѝ 8 ‍ ̆ ע ұ ὤ ̔ 

Ruijie# 
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Violation mode:Shutdown 
Maximum MAC Addresses:8 

Total MAC Addresses:0 
Configured MAC Addresses:0 

Aging time : 8 mins 
SecureStatic address aging : Enabled 

Ю ᴿ ҩ ѐ ὤ  

Ruijie# show port-security address 
Vlan Mac Address IP Address Type Port Remaining Age(mins) 
----------------------------------------- ------------------ 

1  00d0.f800.073c   192.168.12.202    Configured   Gi0/3     8 
1  00d0.f800.3cc9   192.168.12.5      Configured   Gi0/1     7 

҂ Ԉ Уэ Э ὤ ̆Ю ᴿ ҩ gigabitstethernet 
0/3 Э ὤ   

Ruijie# show port-security address interface gigabitethernet 
0/3 
Vlan Mac Address IP Address Type Port Remaining Age(mins) 

---- --------------- ---------- ------ ------------------ 
1    00d0.f800.073c  192.168.12.202 Configured Gi0/3     8 

Ю ᴿ ὤ ᶕ  

Ruijie# show port-security 
Secure Port MaxSecureAddr(count) CurrentAddr(count) Security 

Action 
----------  ------------------  -----------------  ------- 

Gi0/1        128                     1                  Restrict 
Gi0/2        128                     0                  Restrict 

Gi0/3        8                        1                  Protect 

ARP-CHECK 

 

ARP ̂ARP-CHECK̃ ұὤ Э MAC+IP ὤ╖ ̆

ᴿ DHCP Snoopinğ ὤ ὤ Ȃ х

ARP ARP̆ ᶕ ᾐἹ Ὧ IP̂ ╘

̃̆ ҔȂ 

ARP-CHECK Ь ̔ ̆Ὧ ╟ ̆ ѝ ╟ Ȃ 

Ю̆ Э ὤ ARP Ȃ Э

̆‡ э arp х Ȃ 
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Ὧ Ю̆а Э ARP Ȃ 

╟ Ю̆ Э ᾳЮ̆а ARP ̕

ᾳЮ̆ ARP Ȃ 

ARP ⁸̔ 

1. ὤ ARP ֶᴳ IP ὤ

῏ У Ȃ 

2. ὤ ARP ὤ а Ȃ

ᴳԈ₥ ὤ ̆ Ԉ Ὧ ̆ᾋ ὤ Ȃ

ARP ᴳ ҩ ̆ ὲ Ὥӎ ֒ Ȃ

֒ а ̆   ‍ ὤ ARP а Ȃ 

3. MAC+IP ὤ ̆ ARP  Check  Cpŭ CPU
,ֶ ᴂ CPU Ȃ 

ARP-CHECK 

ӱ Ю ARP-CHECK 

ԇ ᴐ  

Ruijie# configure t ὡ  

Ruijie(config)#interface interface-id ὡ  

Ruijie(config-if)# arp-check arp  

Ruijie(config-if)# no arp-check Ὧ arp  

Ruijie(config-if)# arp-check auto  

ᴿ Э ╗ mac 00d0.f822.33ab̆IP ѝ 192.168.2.5
̆ Э ARP ֶ ╟ Ȃ 

Ruijie#configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface fastEthernet 0/5 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# switchport port-security mac-address  
00d0.f822.33ab ip-address 192.168.2.5  

ARP ╟ ҩ̆ ᴔ Ὧ ARP Ȃ 

Ruijie(config-if)# no arp-check 

 

& 说明： 
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1. ARP-CHECK ╖ ARP ᾃ ұӊ а а ̆

S2700 ‟ӊ ARP Ԉ MAC Sender Ip Ȃ 
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802.1X  
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ч ̔ ̂controlled Port̃
̂uncontrolled Port̃Ȃ

̕ ᵳ Ԉ Ȃ ԏ

Э̆ᵳ Ԉ ⁸̕ ў

╘ ̆Ԉᵳᶑ ╘ б Ȃ  



802.1X
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 3 

̔ 

¸ ̔ 

1. 802.1x̆ 802.1x ֒̂windowXp ̆

Star-supplicant ὲӹ IEEE802.1x ῆ ֒̃Ȃ 

2. ὡ IEEE 802.1x 

3. У ̂ ̃ ῆ RADIUS ╘ ᴐѝ ╘  

¸ ̔ 

1. б Radius Server Э ̆ ̆Ԉᵳ

б ╘ ̆Ԉ ᴳ Э  

2. б ѝ ̆Ԉ ὡ ⁸̆

Ȃ 

¸ ̔ 

1. 802.1x ̆ Ȃ Ѯ

ҵ ̆ ᴐаֶ ⁮ὲ Ȃ 

2. ѐұ Radius Server Э̆ а

Э̆ᵳұ  

3. Ԉ ὡ  

Bȁ 802.1x ᴐѝ  
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802.1X 

ԏ ԈЮ ᴉ 802.1x 

¸ 802.1x  

¸ 802.1x Ү  

¸ б RADIUS SERVER Ѯ  

¸ 802.1X Ὧ 

¸ /Ὧ Уэ  

¸  

¸ /Ὧ  supplicant ╖ Ὧ 

¸ QUIET  

¸ ּ  

¸  

¸  

¸ Server-timeout 

¸ ў╟ 802.1x  

¸ 802.1x  

¸ IP  

¸ ᶕ  

¸ Ю ў ‟  

¸  

¸  

¸ ֙ ╘  

¸  

¸ б IP  

¸ ұ  

¸ VLAN ╟ ⁸ Ὧ 

¸ Ԇ ╘  

¸  

¸ EAPOL TAG Ὧ 
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802.1x  

Ю ‟  802.1x УҾ ḣ 

ᾃ  ḣ 

Authentication Ὧ  DISABLE 

Accounting Ὧ  DISABLE 

╘ (Radius Server) 
* ╘ IP (ServerIp) 
* UDP  
* (Key) 

* ḣ 
*1812 
* ḣ 

╘ (Accounting Server) 
* ╘ IP  
* UDP  

* ḣ 
*1813 

 ̂ ᵳ

̃ 

re-authentication Ὧ  

reauth_period 3600  

ἵ ᾋ  10  

ּ  3  

ּ  3  

 3 ̆ ᾃ ⁮

ᵳ ѝ  

╘  5 ̆ ᾃ ⁮ ╘

̆ᵳ ѝ  

Ю ў ‟  ḣ 

802.1X Ү  

¸ 802.1x ӊ ̆ ԈЮ Ȃ 

¸ 802.1x Ԉ ү Ю Ԉ Ь Ю Ȃ 

¸ Ἴ ╘ IP ̆radiuṡserver Ԉ ᴐȂ 

¸ ὤ аἵ 1X Ȃ 

¸ Aggregate Port аἵ 1X Ȃ 

¸ Ӈ Уэ ҩ 1x ╖ ̆ ֶ 1x ⁮

cpuȂ 



802.1X  

http://www.ruijiecom.cn 

б RADIUS SERVER Ѯ  

Radius Server ҩ ᶕ ̔ ȁ ȁ ᶕ Ԉ

ᶕ Ȃ ѐұ Radius Server ̆ а ‍ ұ

̆ᵳұ ѐ Ȃ 

б RADIUS SERVER ̆ Ю ̔ 

Radius Server ̔ ᾊУэ Radius ClientȂ ᾊ Radius Server 
IPȁ UDP ̂ UDP ̃ȁ б Radius 

Server ̆ Э Client EAP ̃Ȃ ұ

ᴉ Radius Server Э ᾊУэ Radius Client̆а ֒ а ̆

Ὧ Ȃ 

̔ѝҩ б Server ̆ ṁ Ю ̔

Radius Server IP ̆ ̂ ̃ UDP 
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¸ б Radius Server  

802.1X Ὧ 

802.1x ̆ ֶў╟ Э ў ̆

ў аἵ Ȃ 

Ю̆ Ю 1x ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

��ª5%4°�Ä�z AxAA
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! 
username ruijie password 0 starnet 

! 
radius-server host 192.168.217.64   

radius-server key 7 072d172e071c2211 
! 

! 
! 

dot1x authentication authen 
! 

interface VLAN 1 
 ip address 192.168.217.222 255.255.255.0 

 no shutdown 
! 

! 
line con 0 

line vty 0 4 
!          

end 

802.1x RADIUS ̆Ἴ Radius Server IP ̆ ᶑ

б Radius Server Ѯ Ȃ Radius Server ̆

╖ Ȃ ᴉ Radius Server б Ѯ ЭУ Ȃ 

/Ὧ Уэ  

802.1x Ю̆ Уэ ̆‡ ѝ ̆

Ю ̆ ̆ Ю Ԉ

Ȃ 

Ю̆ Ю Уэ Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

interface interface ὡ ,  
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Ԉ 1/1 ѝ Ḍ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface f 1/1 
Ruijie(config-if)# dot1x port-control auto 
Ruijie(config)# end 

ѝ Ḁ̆ ἵ EAP ̆ CPU ҂

ᾃȂ 

 

~ 注意： 

ѝ Ḁ̆ ұ mac ̆ cpu
icmp igmp ֶ ̕ ұ ̆ ̆ ѫ

cpu icmp igmp ֶ Ȃ
 

 

802.1x ў╟ ̆ Ԉ аֶ ὲ

ӹ ᾐ ̆ Ԉ ̆ᴳ ῆ Ȃ ҩ Ԉ

Ὧ̆ ԏ Ԉ Ѭ Ȃ 3600 Ȃ

Ю̆ έᴇ ̆ᴳѮ

У Ȃ 

Ю̆ Ю /Ὧ ̆ з Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x re-authentication ╖  

dot1x timeout re-authperiod seconds  

End  ⁮  

Write ᶑ  

show dot1x dot1x  

ᴳ no dot1x re-authentication ԇὯ ╖ ̆ᴳ no dot1x 
timeout re-authperiod ԇ ѝ ḣȂ 

ԈЮᴿ ╖ ̆
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Ruijie(config)# dot1x timeout re-authperiod 1000 
Ruijie(config)# end 
Ruijie# show dot1x 
802.1X Status:        Disabled 

Authentication Mode:  EAP-MD5 
Authed User Number:   0 

Re-authen Enabled:    Enabled 
Re-authen Period:     1000 sec 

Quiet Timer Period:   10 sec 
Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 
Server Timeout:       5 sec 

Re-authen Max:        3 times 
Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Disabled 

̆ Ȃ έᴇ Ȃ 

/Ὧ  supplicant ╖ Ὧ 

supplicant ӊ ᴐѝ 802.1x ̆ ҂ᴳ

ҩὲ УҾ802.1x ( ҩWindowsXP 802.1x 
╖ )̆‡ ֶᴳ Ȃ 

Ԉ ╖ ̆ supplicant   802.1x ̆

ᶑ supplicant а ὲ 802.1x Ȃ ᾳЮ̆ ╖

Ὧ Ȃ 

Ю̆ Ю ȁὯ ╖ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x private-supplicant-only ╖  

end  ⁮  

write ᶑ  

show dot1x dot1x  

ԈЮᴿ supplicant ╖ Ὧ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x private-supplicant-only 
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Ruijie(config)# end 
Ruijie# show dot1x 
802.1X Status:        enable 
Authentication Mode:  eap-md5 

Total User Number:    0(exclude dynamic user) 
Authed User Number:   0(exclude dynamic user) 

Dynamic User Number:  0 
Re-authen Enabled:    enable 

Re-authen Period:     2 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 

Private supplicant only:   enable 
Client Online Probe:  disable 
Eapol Tag Enable:     disable 

Authorization Mode:   disable 

ᴳ no dot1x private-supplicant-only ԇὯ ╖ Ȃ 

QUIET  

̆ У ̆ ἵ ᾋ ȂQuiet Period 
ᵳ ἵ ᾋ Ȃ ḣ ᴐ ὁ  Ȃ

Quiet Period ѝ 10 ̆ 

ԏ Ԉ Quiet Period ᴳ Ԉ ᾋ Ȃ 

Ю̆ Ю Quiet Period ḣ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x timeout quiet-period seconds Quiet Period ḣ 

end  ⁮  

write ᶑ  

show dot1x dot1x
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Ruijie(config)# end 

ּ  

EAP-request/identity Ѯ ̆ У ᾃ ⁮ ̆

ּ э Ȃ ḣ ḣѝ 3 ̆ έᴇ Ȃ 

Ю̆ Ю ּ  

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x timeout tx-period seconds ּ  

end  ⁮  

write ᶑ  

show dot1x dot1x  
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ּ ѝ 5 ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x max-req 5 
Ruijie(config)# end 

 

̆ ֶ ᾋ б Ȃ

Ѯ ̆ ѝ э ̆ Ȃ

3 ̆ ԏ Ԉ эḣȂ 

Ю̆ Ю ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x reauth-max count  

end  ⁮  

write ᶑ  
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show dot1x dot1x  

 

~ 注意： 

ѐ radiusᴐѝ 802.1X ̆ ҩὲ

ᴐѝ ̆ ҩ aaa authentication dot1x default group radius none
radius ╘ а ᾳЮ Ԉ none ὁ ̆‡

radius 802.1X Ὧ Ȃ 

802.1X 5 ̆ radius ұ ּ̆ 3*5̆҂ 15
Ȃ ᾳЮ 802.1X ֶἼ  ̆ӱ ⁮

Ȃ ᴳ ѐ ̆ᶑ ̔ 

radius  * ּ  <  802.1X server-timeoutȂ 

 

ў╟ 802.1x  

802.1x ұ ὤ ̆ ̆ Ἴ ̆

ᾳЮ̆   EAPOL-START ȂὯұ

ѐ Ӈҵ̆ ľ ѐ ӇҵĿȂ 

ת Ҿ ᾳЮ̆ Ȃ ᴁȁ

linkdown ѝ linkup̆ Ḁѝҩᶑ ᴳ ̆

ў╟ Ȃ ̆ ᴳ ҩУҾаֶў╟

802.1x ֒ ̂ ᴳ WindowsXP 802.1x 
֒̃̆ Ḁ ў╟ ̆   EAP-request/identity 

⁸ Ю Ȃ 

ԈЮ Ӯ ᴉ ў╟ 802.1x ̆Ԉ а Ю

ᴉ Ȃ 

/Ὧ ў╟ Ὧ 

╖ Ὧ ̆ ᴁ Ḁ У ̆

ѝҩᶑ ᴳ ̆ὲ ֗ᴉ Ḁ аֶў╟

Ȃ ╖ ̆ Ԉ ў╟ ȁ

ȁ ṃ ╖ Ȃ 

ὡ ̆ ԈЮ ў╟ ╖ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auto-req ў╟ ╖ Ȃ ╖

ᾳЮ Ὧ  
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end  ⁮  

write ᶑ  

show dot1x dot1x  

ᴳ ԇ no ԈὯ ╖ ̆ ╖ ᾳЮ̆

ᴐ ̆ ў╟ ̆ Ԉ ў╟

̆ эḣ Ȃ 

ὡ ̆ ԈЮ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auto-req packet-num num 
ў╟ numэ 802.1x 
, num ѝ 0̆‡

Ȃ ḣ 0̂ э̃ 

end  ⁮  

write ᶑ  

show dot1x auto-req  

ᴳ ԇ no ѝ ḣ̆Ю  

ὡ ̆ ԈЮ ў╟ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auto-req req-interval interval  

end  ⁮  

write ᶑ  

show dot1x auto-req  

ᴳ ԇ no ѝ ḣ̆ ұ   ֶ

Ю ̆ Ԉ а ̆ ‡ֶ Ȃ 

ṃ ̆ Ҿ Ю( Уэ

Ю Уэ )̆ ԏ Ԉ ̆ṃ

̆ Ю ̆‡ Ȃ 

ὡ ̆ ԈЮ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  
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dot1x auto-req user-detect ṃ

Ȃ ╖  
end  ⁮  
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ў╟   Ю̆ ̕ ѐ Ю̆

Ԉ ѝῆ̂ Уэ ѐ

̃Ȃ 

ᴐ ṁ Ю ̔ 

1. Radius Server ᾊ ѝ Radius Client̆ ᴐ 

2. ╘ IP  

3. UDP  

4. 802.1x ₥ Ю̆ ╘ 

Ю̆ Ю ╘ 

ԇ ᴐ  

configure terminal  ὡ AAA ╖  

aaa group server radius gs 

exit 

dot1x accounting ѝ 802.1X

end  ⁮no aaa accounting network ԇ ‮ no dot1x ԇᴳ dot1x IP 
ѝ ȁ IP ѝ ȁ ╘ UDP ѝ 1200ȁ 802.1x ╖ ̔ 

Ruijie# configure terminalc o n f i g ) #  a a a  n e w - m o d e l
c o n f i g ) #  a a a  g r o u p  s e r v e r  r a d i u sacct-usec o n f i g - g s - r a d i u s ) # s e r v e r   E 3 0 / T T 5  1  T f 
 0  T w  4 . 5 9 4  0  T d 
 3 1 9 2 . 1 6 8 . 4 . 1 2acct-port1200 
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Ruijie(config)# end 
Ruijie# write memory 
Ruijie# show running-config 

 

 

~ 注意： 

1) б Radius Server б  

2) AAA ₥ Ю  

3) 802.1X  

4) 802.1x ╖ Ю Ὧ  

5) Ὧ Radius Server  

6) ұ AAA ╘ Ὧ ᾳЮ̆҂ ԇ aaa domain enable    
̆dot1x accounting ԇ ‟ аֶ ᴳ ̆ ᴳ

‟ Ȃέᴇ ľ ұ AAA ╘ĿȂ 

 

ԏ ╖  ̆ NAS Э ҩ ꜛ ̆NAS 
Radius Server ꜛ̆Radius Server Э Ԉ

Ѭ̆ ̂ΰэ ̃ ⁮ NAS ꜛ

̆ ѝ NAS а ̆Radius Server ṃ Ὧ ̆

ӱ ѐ ὲ‮ ᴐȂ 

Ю̆ Ю ╖ ╘ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA ╖  

aaa accounting update ╖  

end  ⁮  

write ᶑ  

show running-config  

 no aaa accounting update ԈὯ ╖ ╘ 

Ruijie# configure terminal 
Ruijie(config)# aaa accounting update 
Ruijie(config)# end 
Ruijie# write memory 
Ruijie# show running-config 
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ԈЮ ѝ ӊ ╖ ̔ 

ѝҩ ᵳ ὲӹ ̆ 802.1x ╖ ῆ
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aaa authorization ip-auth-mode radius-server 
! 

Ruijie# write memory 

 

~ 注意： 

ᴳ ὤ IP+MAC ᾳЮ̆ arp-check Ὧ ̆ э

499 э IP ̆ὲӹ ᾳЮ 498 э IP ̕ 

 

ᶕ  

802.1x̆ Ԉ Radius Server Reply-Message ̆

╖ ̆ ᶕ Ԉ   802.1x 
Star-Supplicant Э   ̆ᵳұ УҾᶕ Ȃ 

У ̆ аֶ ̆ ὁҩ

Ȃ 

ᶕ HTMLֶ̆ ╟ ѐ http://XXX.XXX.XX 
̆ᵳұ ᶕ Ȃ 

ᶕ ̔ 

1) Radius Server ̆ Reply Message ᾃ  

2) r-supplicant ̂ Ὠ ὁ ̃̆ὲ

а⁮ᶕ аת ᴳ  

3)  

Ю ў ‟  

ѝҩ 802.1x ὤ ̆ ԏ а IEEE 802.1x Э ҩ ̆

Ԉ э ў ‟ Ȃ Уэ Ю ў ‟ ѝ

̆‡֗ᴉ ̕ ў ‟ аѝ ̆ ѫ ‟ ѐ ў ἵ

Ȃἵ ў MAC Ȃ 

╗ У Ю ў ȁ‮ У Ю ў  

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auth-address-table address mac-addr 
interface interface ў ‟  
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ұ ѝ 10M Ю̔ 

 

 8 

Ѭ ԈЭ ̆ ѝ 10M̆ 10000kbsp̆ 16 
⁸‡ 0x00002710̆ Э Ȃ 

╖ Ȃ ᵳ Ȃ 

 

ῆѐ̆802.1x EAP-MD5 Ȃ Ὠ

802.1X̆аת Ԉ EAP-MD5 ̂ ̃̆ Ԉ CHAP PAP 
Ȃ CHAP Ԉ῏ У б RADIUS SERVER 

̆῏ RADIUS SERVER ╒Ȃ CHAP У ̆PAP RADIUS 
SERVER ҂ У ̆ PAP ұὲ ὤ

̆ Ԉа ᴳ ת̆ Ҿ ᾳЮ Ԉ ̆

ᴳ ὤ ╘ PAP ̆ ὶ
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802.1X Status:        Disabled 
Authentication Mode:  CHAP 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

֙ ╘  

ұ 802.1x ̆ Ԉ ֙ ╘ Ȃ ў ╘

Ѯ ̆ ╟ ‟ ╘ ЮУэ ╘ Ӈ Ȃ 

Ю̆ Ю ֙ ╘ Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model aaa Ὧ 

aaa group server radius gs-name ╘  

server sever ╘  

server server-backup ֙ ╘  

end  ⁮  

write ᶑ  
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ᵏҩ SNMP ╖ Ȃ Ԉ

SNMP ᶕ ̆ Ԉ ⁸ᴳУэ Ю Ȃ ⁸Ю

ᾋ ᴳ Ȃ 

╖ Ȃ 

б IP  

Ὠ ᵏ ̆Ԉ Radius Server ̆ Ԉ

б IP У Ȃ э Ԉ ‍ IP ̆ ‡ а

╖Ȃ 

╖ ̆ Ὠ ᵏ ֒̆

Radius ServerȂ 

ұ  

ҩ ᵏ ̆ э ὡУэ

Ю̆ Ԉ ᵏ ╖ Ȃ 

╖ ת̆ Radius server Ȃ 

802.1X ╟ VLAN ╟  

╟ VLAN ╟ ╖ RADIUS ╘ Э Юּ

VLAN ̆RADIUS ╘ Ѭ RADIUS ЮּVLANᶕ Ȃ

ὡ ⁮ RADIUs
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ӊ RADIUS ╘ ᴳ RADIUS ῆ Юּ VLAN ᶕ

̆ꜛ ԈЮ ̔ 

64  Tunnel-Type 

65 Tunnel-Medium-Type 

81 Tunnel-Private-Group-ID 

‍⁞ ḣ Ю̔ 

Tunnel-Type=VLAN (13) 

Tunnel-Medium-Type=802̂6̃ 

Tunnel-Private-Group-ID=VLANID( ѝ ѕ) 

ὡ ⁮Юּ



802.1X  
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interface interface_id ὡ  

dot1x dynamic-vlan enable VLAN ╟ ╖  

 

~ 注意： 
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IntervalȂ 

Ю̆ ԏ Ԉ ԈЮ ╖ : 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x client-probe enable ╖  

dot1x probe-timer interval interval Hello Interval 

dot1x probe-timer alive interval Alive Interval 

end  ⁮  

write ᶑ  

show dot1x  

EAPOL TAG Ὧ 

IEEE 802.1x EAPOL а ╗ VLAN TAĞת ұ ̆

ԏ ᵏҩ Ὧ̆ Ὧ ̆ Trunk Port  

‡   TAGȂ 

ὴ 802.1x ̆ ľὴ

ĿȂ 

Ю̆ ԏ Ԉ ԈЮ EAPOL TAG ὯȂ 

ԇ ᴐ  

configure terminal ὡὤ  

dot1x eapol-tag EAPOL TAG ╖ Ȃ ╖ Ὧ

end  ⁮  

write ᶑ  

show dot1x  

Ԉ no dot1x eapol-tag ԇ Ὧ ╖ Ȃ 

ұ  

802.1x ⁸ ᾳЮ ұ MAC ⁸ ̆

ᴳ ̆ ұὲӹ У ᴳ ̆ ұ

⁸ У Уэ ̆

̆ Ю ᴳ Ȃ 
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⁸ ѝ ұ ⁸ ̆ӱ ̆ Ԉ

Ю Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

interface <interface-id> ὡ  

dot1x port-control auto ╖  

dot1x port-control-mode 
 {mac-based|port-based}  

End  ⁮  

Write ᶑ  

show dot1x port-control 802.1X  

Ԉ no dot1x port-control-mode ԇ Ȃ 

Ю ᴿ ҩ ᴉ  

Ruijie#configure terminal  
Ruijie(config)# dot1x port-control-mode port-base 

 

~ 注意： 

ұ Ю̆ э Уэ  

 

ұ ұ Ю̆ Ԉἵ ╟ э Ѯ

̆ ᾳ ἵ ╟ а Ѯ ̆ ╟ ̆

ӱ ̆ ԈЮ Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x stationarity enable  

end ⁮  

Write ᶑ  

ἵ  

Ԉ ⁸ Ȃ
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Ruijie# sh radius server 
Server IP:        192.168.5.11 

Accounting Port:  1813 
Authen  Port:     1812 

Server State:     Ready 

₥  

Ὠ 802.1X Ԉ ч ₥ ̆У ₥ ̆ү

Ȃ ₥ ₥ ̂ ╖̃̕

̆ Ȃ 

Ю̆ ₥ ̆ 1x ̆ꜛ ₥

ᴳ show dot1xȂ 

ԈЮᴿ 802.1x ̔ 

Ruijie# show dot1x 
802.1X Status:        Disabled 

Authentication Mode:  EAP-MD5 
Authed User Number:   0 

Re-authen Enabled:    Disabled 
Re-authen Period:     3600 sec 

Quiet Timer Period:   10 sec 
Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 
Server Timeout:       5 sec 

Re-authen Max:        3 times 
Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Disabled 

‟  

Ὠ 802.1x̆ ╖ ҩ ̆ Ԉ Ҿ Э Ҿў

Ԉ Ȃ ў ‟ ╖ ̆ Ԉ ₥ Ȃ 

Ю̆ Ю ᴐ ў ‟  

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auth-address-table address mac-addr 
interface interface ў ‟  
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end  ⁮  

write ᶑ  

show dot1x auth-address-table ў ‟  

ᴳ no dot1x auth-address-table address ԇ‮ ў ‟ Ȃ

ԈЮᴿ ў ‟ ̔ 

Ruijie# show dot1x auth-address-table  
interface:g3/1 

----------------------------------- 
mac addr: 00D0.F800.0001 

ᶕ  

Ԉ ₥ ̆ᵳұ Ȃ 

Ю̆ Ю ᴐ ᶕ  

ԇ ᴐ  

show dot1x summary ᶕ  

ԈЮᴿ ᶕ ̔ 

Ruijie# show dot1x summary 
ID   MAC        Interface  VLAN  Auth-State  Backend-State 
Port-Status 

---- ----------- --------- ----  ----------  ------------    
1   00d0f8000001 Gi3/1      1   Authenticated  IDLE         

Authed 

1x  

Ю̆ Ю ᴐ 1x  

ԇ ᴐ  

show dot1x probe-timer  1x  

ԈЮᴿ 1x : 

Ruijie# show dot1x probe-timer 
Hello Interval: 20 Seconds 
Hello Alive: 250 Seconds  
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802.1x ὲ Ү  

1. ⁸ ֗ᴉ IP ̆ 10000 э Ȃ 

2. ұ IP Ю ᴳ ֒ ὲ ̂ IP ὤ

̃Ὥӎ ̆ ὲ ֒ ̆‡   IP 
Ю а ╖̆ ת╖ Ȃ ⁞

̆IP Ю ᶑ Уэ Ԉᴳ Ȃ 

3. Э ╖ ᾳЮ ⁸  

Â а ᶢ ̆ᴿ ᴳ ԇ switchport mode trunk 
Â ACCESS Юа ᶢ Access VLAN 
Â TRUNK Юа ᶢ Allowed VLAN Native VLAN 

4. VLAN ѐ ╖ ᾳЮ ⁸  

Â VLAN а ‮  
Â VLAN а ᶢ ̆ᴿ ᴳ ԇ private-vlan primaryȂ 

5. У Ю э ᾳ ⁸  

Â Уэ Ю VLAN̆ᴳ VLAN ᴐѝ Уэ Ю

VLAN̕ 
Â Ю VLAN̆ᴳ Уэ Ю VLAN̕ 
Â Ю VLAN Уэ У ̆ ‡

̕  
Â  Уэ Ю VLAN б Э Ю

VLAN ̆ ‡ Ȃ 
        7. ὤ ₥ Ю̆ IPV6 ѝ IP ѝ

DISABLE ̆ GSN̆ Ю ֒

Ȃ Э ᾳЮ̆Ὧ ╖ ̆Ӈ ֶ  

ľ TCAM Ŀ log ̆ а ╖ Ὧ ὲӹ Ὧ

ᴐȂ 
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Ȃ R1 ̆ ╘ ᴐ TIMEOUT̆ R2
֙ ᶕ Ȃ э ֶУ ᴍЮ ѐ Ю ̆ ⁮

֙ ȁ ѐ Ȃ TIMEOUT̆‡ ̆

Ȃ 

 

~ 注意： 

REJECT а ұ TIMEOUT ȂREJECT а ֙

ѐꜛ ῆ̆ӱ ֙ ̆ ȂTIMEOUT ‡

ὤ ╘ ֙ ᴐ ̆ ⁮Уэ TIMEOUT ̆AAA
֙ ‟ ѐ Ѭ ЮУэ ֙ ֙ Ȃ 

 

  

& 说明： 

ѐ б̆ AAA ὤ ╘ Ὧ ȁ ̆ Ԉ RADIUS ѝᴿ̆

б TACACS+ Ὧ ᾃ ľ TACACS+ĿȂ 

 

AAA  

Ἴ ᾱ ὤ ᾱ ̆ з ה ѐ ὤ

̆ Ȃ ԏ ̆ ᾳЮ̆

ᴳ AAA ᶑ ὤȂ 

AAA  

ҩAAA ᴐ ̆ AAA ҩȂ Э

AAA Ю̔ 

1) AAĂᴳ ὤ ԇ aaa new-modelȂ 

2) ᾱ ᴳ ὤ ╘ ̆ ὤ ̆ RADIUSȂ 

3) Ѭ ֙ ‟ ̆ᴳ aaa authentication ԇȂ 

4) ̆ ‟ ұ Ȃ 

 

~ 注意： 

‟ ̆ ᴳ ‟ ̆‡ᴳ

֙ ‟ ֙ Ȃ 
̆ аῆ ᴳ ֙ ‟ ̆‡ ‟ Ȃ 
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Ѭ AAA ‟  

AAA ֙ ̆ Ἴ ѬУэ ֙ ‟ ̆ э

ᴳ Ѭ‟ Ȃ ‟ Ѭҩ ֙ Ȃ ұ

Ѭ ֙ ̆ ֶ Ȃ ‟ У ᴿ

Ȃ ᴳ ‟ Ȃ 

‟ Ө Ѭ ᵑ ȁ ұ ֙ У ‟ ὤ Ȃ

‟ ᴳ Уэ э ұ ֙ ὤ ̆ ᶑ У

ᾳЮ̆ Ԉᴳ ֙ ֙ Ȃ ӊ ᴳ У

֙̆ ̆ ‟ ѐ ЮУ Ȃ э У

Ю ̆ ⁮б‟  ֙ ╖ ᶕ ‟ Ȃ

‟ ╖ ᶕ̆‡ ֙ Ȃ 

 

~ 注意： 

₥У ᾳЮ̆ ӊ ֶ ЮУ Ȃ

֙ ѐ̆ ҩ ̆‡ ֙ ̆аᾋ ὲӹ

֙ Ȃ 
 

‟ ѡᴿ 

ὴ AAA ѐ̆ ꜛ 2 э ╘ ̔R1 R2 RADIUS ╘ Ȃ

Ḯ Уэ ὤ ᾱ ̆NAS Уэ ֙

Telnet ֙ ̔ Ἴᴳ R1 ̆ ̆‡ᴳ

R2 ̕ R1ȁR2 ̆‡ ֙ ╘

̆ ԈЭ ֙ ‟ ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal ὡὤ  

aaa authentication login default group 
radius local 

Уэ ֙ ‟

̆ὲѐľdefaultĿ ‟

Ȃ э ‟ ѐꜛ

̆ ԏ

‟ Ѯ Ȃѝ

‟ Ȃ 

‟ Ө ұУэ Login ̆ … Уэ

‟ ̆ ұ ȂЮ ᴿ ҩ ᴉ ֙

‟ Ө ұ 2̔ 

ԇ ᴐ  
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configure terminal ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication login test group radius 
local 

ὤ Ю̆ ѬҩУ

э ѝľtestĿ ‟ Ȃ 

line vty 2 ὡ 2  

login authentication test line Ю̆ ѝ

ľtestĿ ‟ ұ Ȃ

PC Telnet (NAS)̆NAS Ἴ R1 ֙ ᶕ

̆Ḯ ҩ R1 ֙ ̆R1 NAS  Уэ ACCEPT ̆

ῆ Ȃ R1 REJECT ̆‡

̆ Ȃ R1 ̆NAS ᴐ TIMEOUT̆ R2 ֙

ᶕ Ȃ э ֶУ ᴍЮ ѐ Ю ̆ ⁮ ֙

ȁ ѐ Ȃ ╘ (R1
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AAA ֙  

AAA ֙ ̆ ԈЮ֗╘̔ 

¸ ᴳ aaa new-model ὤ ԇ AAAȂ 

¸ ᴳ ὤ ╘ ̆ ὤ ̆ RADIUS
TACACS+Ȃέᴇ ľ RADIUSĿ ľ TACACS+ĿȂ 

¸ ᴳ aaa authentication ԇ Ѭ ֙ ‟ Ȃ 

¸ ̆ ‟ ұ э Ȃ 
 

~ 注意： 

ӊ DOT1X ₥а TACACS+Ȃ  
 

 

AAA Login  

έᴇӮ ᴉ ӊ AAA Login̂ ̃ ֙ ̔ 

 

~ 注意： 

ὤ Ю aaa new-model ԇ AAĂAAA ὤ

ᴳ ̂Ю ̃ȂὯұ ᾃ ̆ ľAAA ĿȂ  
 

ᾳЮ̆ Telnet ╘ (NAS)̆У ҩ

̆ Ԉ NAS̆ѝҩ ̆

֙ Ȃ 

AAA ὤ ╘ᴳ ұ Login̂ ̃ ֙ Ȃа

ᾱ ᴳ Login ̆ ᴳ aaa authentication login ԇ

ѬУэ э ֙ ‟ ̆ ұ Login
ԈҩȂ 

AAA Login ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal 

aaa new-model AAAȂ 

aaa authentication login {default | 
list-name} method1 [method2...] 

ѬУэ ‟ ̆

Ѭ э ‟ ̆

ԇȂ 
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line vty line-num ὡ AAA ֙

Ȃ 

login authentication {default | list-name}  ‟ Ȃ 

Ὧ list-name … ֙ ‟ ̆ Ԉ ֗ᴉ ѕ̕Ὧ

method ȂӨ ₥ ERROR̂ ̃̆ ᴳ

ὲӹ ̕ ₥ FAIL( )̆‡аᴳ ὲӹ

Ȃѝҩᴳ ╖ ̆ ᴳ ̆ Ԉ ԇ

ѐ none ѝ Уэ Ȃ 

ᴿ ̆ Юᴿѐ̆ ᴳ RADIUS ╘ (TIMEOUT)̆Ӱ ֙

̔aaa authentication login default group radius none 

 

~ 注意： 

ұὯ none ᴳ ֗ᴉ ὤ ╘ ᾳЮ

֙ ̆ ԈӨ ᴐѝ ֙ Ȃ ԏ ̔У ᾳЮ̆а ᴳ

none ֙ ̆ ᾳЮ̆ ᶕ֗ ̆ з

ᴐаἵ ұ ̆ Ԉ ὤ ╘ ᾳ

Ю̆ none
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end  ⁮  

show running-config  

Ѭ Login ‟ ‟ ̆ ᴳ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication login {default | 
list-name} local Ѭᴳ  

end  ⁮  

show aaa method-list  ‟  

configure terminal  ὡὤ  

line vty line-num ὡ  

login authentication {default | list-name} ‟  

end  ⁮  

show running-config  

 

ᴳ RADIUS Login  

RADIUS ╘ Login ̆ Ἴ RADIUS ╘ Ȃ

RADIUS ╘ ̆ ὤ Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

radius-server host ip-address [auth-port 
port] [acct-port port] RADIUS ╘  

end  ⁮  

show radius server RADIUS ╘  

RADIUS ╘ ̆ RADIUS ֙ Ԉ₥̆ ᶑб

RADIUS ὤ ╘ Ѯ ╖ ҩ ᶕ̆ Ὧ RADIUS ╘ ᶕ

̆ ľ RADIUSĿȂ 

Ԉ ұ RADIUS ╘ ‟ ҩ̆ ὤ Ю ԈЮ

ԇ̔ 

ԇ ᴐ  
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configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication login {default | 
list-name} group radius Ѭᴳ RADIUS  

end  ⁮  

show aaa method-list  ‟  

configure terminal  ὡὤ  

line vty line-num ὡ  

login authentication {default | list-name} ‟  

end  ⁮  

show running-config  

 

AAA Enable  

έᴇӮ ᴉ ӊ AAA Enable ̔ 

ᾳЮ̆ Telnet ╘ (NAS)̆
ҩ ֙ Ԉ ̆ Ԉ ὡ ԇ ̂CLĨ̆ ֶ ҫУэ‫

CLI ԇ ̂0~15 ̃Ȃа ⁞̆ Ԉ ԇ а ̆ Ԉᴳ

show privilege ԇ ₥ ⁞ȂὯұ ᾃ ̆ ľᴳ ԇ

ĿȂ 

⁮ ԇ ̆ ұ‫ ᴂ̆а Ҿ ԇ̆‡ Ԉᴳ

enable ԇ Ȃѝҩ ̆ Ḁ̆

֙ ̆ Enable Ȃ 

AAA Enable ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa authentication enable default  
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Ḁ̆ ‎ ⁞ ₥ ⁞ ̆‡ֶ Ȃ ‎ ⁞

ұ ұ ₥ ⁞̆‡ ‎ ̆а Ȃ 

 

~ 注意： 

ὡ CLI Ḁ ҩ Login ֙ ̂none ̃̆ ₥

ᴳ Ȃ ̆ Enable Ḁ̆ аᾋ ὡ ̆ ᴳ

б Login ̆ ὡ ԇ бѮּר Ȃ 

ὡCLI Ḁ Login ̆ Login Ḁᴳ ҩἤ
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show running-config  

Ѭ Enable ‟ ̆ ᴳ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication enable default local Ѭᴳ  

end  ⁮  

show aaa method-list  ‟  

show running-config  

 

ᴳ RADIUS Enable  

ῆ RADIUS ╘ Ԉ Service-Type ̂ ῆ ѝ 6̃ ̆

Ԉ 1 15 ̕ RADIUS ╘ ̂ᴿ SAM̃ Ԉ

⁞̂ ѝ 42̃̆ Ԉ 0~15 Ȃ Ὧ RADIUS R A D I U SR A D I U S � S * nR A D I U S � é p E n a b l eR A D I U S� á �RADIUS Enable
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PPP ᴳ AAA  

PPP ᵏ ⁮ Э ꜛ У Ȃ

ᾳЮ̆ ISDN NAŜ ╘ ̃̆У

ҩ ̆ ╟PPP ̆ѝҩ ̆PPP
ѐ ֙ Ȃ 

έᴇӮ ᴉ ӊ AAA PPP ̆ AAA PPP
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Ԉ̆ ᴳ

Ȃ 

dot1x authentication list-name 802.1x ‟ Ȃ 

IEEE802.1x έᴇ ľ802.1x Ŀѐ Ὧ Ȃ 

 

ᴿ 

Ю ᴿ ᴉ ̆ᴳ ľRADIUS+ ֙Ŀ Ȃ 

Ruijie(config)# aaa new-model 
Ruijie(config)# username Ruijie password starnet 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authentication login test group radius local 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
! 

aaa authentication login test group radius local   
username Ruijie password 0 starnet 

! 
radius-server host 192.168.217.64   

radius-server key 7 093b100133 
! 

line con 0 
line vty 0 

login authentication test 
line vty 1 4 

! 
! 

Э ᴿ ѐ̆ ╘ ᴳ RADIUS ╘ ̂IP ѝ 192.168.217.64̃
̆ RADIUS ╘ ̆‡ᴳ ֙

Ȃ 

 



AAA  

http://www.ruijie.com.cn 

╘ Ю ᴿ 

╘ Ю̆ ⁮ ѕ Э̆ᾋ IP ⁮

ѐ ╘ н╘ᴐнȂת ̆ ҩ AAA ╖ ̆‡

̂Logiñ ̆ ѫ Ἴ ҩ ̆ ⁮

╘ ̆ ╘ н╘ӊ ҩ Ȃ ԏ Ԉ ч ‍ ̆

ᴳ ╘ а ̆ ╘ ̕ ⁮

Ԉᴳ ᶑ ὤȂ ̔ Уэ ╘ж

‟ ת̆ ѝ none̕ э ‟ ╘

Э̂ὲӹ Ԉ ⁮ а ̃̕ а

ҩȂ Ю̔ 

Ruijie(config)# aaa new-model 
Ruijie(config)# username Ruijie password starnet 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authentication login test group radius local 
Ruijie(config)# aaa authentication login terms none 
Ruijie(config)# line tty 1 4 
Ruijie(config-line)# login authentication terms 
Ruijie(config-line)# exit 
Ruijie(config)# line tty 5 16 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# exit 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
! 

aaa authentication login test group radius local   
aaa authentication login terms none 

username Ruijie password 0 starnet 
! 

radius-server host 192.168.217.64   
radius-server key 7 093b100133 

! 
line con 0 

line aux 0 
line tty 1 4 
login authentication terms 
line tty 5 16 

login authentication test 
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¸ ̂ ̃ AAA Ȃ У Ѯ ת̆ Ҿ

ᾳЮ̆ ҂ Ԉ ȂὯұ AAA ᶕ ̆ ľ

ĿȂ 

¸ ̂ ̃ ὤ Ȃ ᴳ ὤ ̆ ὤ

Ȃ ӊ Network Ө RADIUS Ĕxec RADIUS
TACACS+ ̆Ὧұ RADIUS ᶕ ̆ ľ RADIUSĿ̆ Ὧұ

TACACS+ ᶕ ̆ ľ TACACS+ĿȂ 

¸ ̂ ̃ ᴳ ̆‡ ᴳ username ԇ Ѭ

Ȃ 

‟  

AAA ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 
aaa authorization exec 
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Ȃ 

authorization exec {default | list-name}  ‟ Ȃ 

Ὧ list-name … ‟ ̆ Ԉ ֗ᴉ ѕ̕Ὧ

method ȂӨ ₥ ERROR̂ ̃̆ ᴳ

ὲӹ ̕ ₥ FAIL( )̆‡аᴳ ὲӹ Ȃѝ

ҩᴳ ╖ ̆ ᴳ ̆ Ԉ ԇ ѐ

none ѝ Уэ Ȃ 

ᴿ ̆ Юᴿѐ̆ ᴳ RADIUS ╘ (TIMEOUT)̆Ӱ Exec
̔aaa authorization exec default group radius none 

 

Ὧ   

local  ᴳ Exec

none а Exec  

group radius ᴳ RADIUS ╘ Exec

group tacacs+ ᴳ TACACS+ ╘ Exec
 

Э ‟ ҩ ӊ AAA Exec Ȃ 

 

~ 注意： 

Exec Login У ᴳ ̆ Ԉ Уэ Э ᴳ Login
Exec Ȃת ̆ ұ Ԉ а а

╘ ̆ ұ ̆ а Ȃ ̆

Exec ̆ ᴳ ҩ Login ̆҂а ὡ⁮ CLI Ȃ 

 

ᴳ Exec  

ᴳ Exec ̆ Ἴ Ȃ Ԉ
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authorization exec {default | list-name} ‟  

end  ⁮  

show running-config  

 

Exec ᴿ 

Юᴿ ᴉ Exec Ȃ ԏ VTY  0~4 Э Login
̆ з Exec Ȃὲѐ Login ̆Exec Ἴ

RADIUSȁ Ԉ Ȃ RADIUS ╘ ѝ

192.168.217.64̆Ὥӎ ѝ test̕ ѝ ruijiĕ ԇѝ ruijiĕ ⁞

6 Ȃ Ю̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# username ruijie password ruijie 
Ruijie(config)# username ruijie privilege 6 
Ruijie(config)# aaa authentication login mlist1 local 
Ruijie(config)# aaa authorization exec mlist2 group radius local 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# login authentication mlist1 
Ruijie(config-line)# authorization exec mlist2 
Ruijie(config)# end 
Ruijie# show running-config 
aaa new-model 
! 

aaa authorization exec mlist2 group radius local 
aaa authentication login mlist1 local 

! 
username ruijie password ruijie 
username ruijie privilege 6 
! 

radius-server host 192.168.217.64 
radius-server key 7 093b100133 

! 
line con 0 

line vty 0 4 
 authorization exec mlist2 

 login authentication mlist1 
! 

end 
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aaa authorization network {default | 
list-name} group radius Ѭᴳ RADIUS Ȃ

 

Network ᴿ 

Юᴿ ᴉ Ȃ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authorization network test group radius none 
Ruijie(config)# end 
Ruijie# show running-config 
aaa new-model 

! 
aaa authorization network test group radius none   

! 
radius-server host 192.168.217.64 

radius-server key 7 093b100133 
! 

 

 

AAA ╖ ᴳ ╘ Ȃ ╖ Ԉ ̆

╘ Ԉ ᾳ ὤ ╘ Ȃ

Ԉᴳ УҾ‍ ֒ Ҿ ‍ ̆ ╟ ȁ

Ԉ ╖ Ȃ 

 

ӊ ₥ ԈЮ ̔ 

¸ Exec  
¸ Command̂ ԇ̃  
¸ Network̂ ̃  
 

ὲѐ Exec ⁮ NAS Э ԇ ̂CLĨ̆ ὡ

  ‍⁞ ̕ ԇ ⁮ NAS Э CLI Ԉ ̆

ὲέᴇ ԇ̕ б Э ֶ Ὧ ᶕ Ȃ 

  
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& 说明： 

ԇ ╖ ₥Ө TACACS+ ̆έᴇᾃ ľ TACACS+ĿȂ 

 

ῆ ᴐ 

AAA Ԉ₥̆ ԈЮ֗╘̔ 

¸ AAA ὤ ╘ȂὯұ ᴉ AAA ᶕ ̆ ľAAA ĿȂ 

¸ Ѭ ὤ Ȃ ̆ ὤ Ȃ ӊ Network
Ө RADIUS ὤ ̕Exec RADIUS TACACS+ ̕

Command Ө TACACS+ ȂὯұ RADIUS ᶕ ̆ ľ

RADIUSĿ̆  Ὧұ TACACS+ ᶕ ̆ ľ TACACS+ĿȂ 

¸ ̂ ̃ AAA Ȃ Ҿ Ѯ ̂ᴿ

Exec ̃̆ὲӹ ᾳЮ̆ ҂ Ԉ ȂὯұ AAA ᶕ

̆ ľ ĿȂ 

 

AAA Exec  

Exec ұ ⁮ NAS ̆ Ԉ ὲ ὡ   CLI ᶕ

Ȃ ὡ⁮ NAS CLI ֶ̆ ὤ ╘ Уэ

̂Start̃ᶕ ̆   CLI ֶ̆ ╘ Уэ ̂Stop̃
ᶕ Ȃ 

 

~ 注意： 

⁮ NAS ҩ Login ̆ ֶ Exec Ȃ

Login ̆ Ḁ ҩ none ̆‡аֶ Exec Ȃ

Уэ ̆ ὡ Start ̆   ҂ аֶ

Stop Ȃ 

 

 

AAA Exec ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 
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aaa accounting exec {default | list-name} 
start-stop method1 [method2...] 

ѬУэ ‟ ̆

Ѭ э ‟ ̆

ԇȂ 

line vty line-num ὡ AAA Exec
Ȃ 

accounting exec {default 
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show running-config  

 

Exec ᴿ 

Юᴿ ᴉ Exec Ȃ ԏ VTY  0~4 Э Login
̆ з Exec Ȃὲѐ Login ̆Exec

RADIUSȂ RADIUS ╘ ѝ 192.168.217.64̆Ὥӎ ѝ testȂ
ѝ ruijiĕ ԇѝ ruijieȂ Ю̔ 

Ruijie# config 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# username ruijie password ruijie 
Ruijie(config)# aaa authentication login auth local 
Ruijie(config)# aaa accounting exec acct start-stop group radius 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# login authentication auth 
Ruijie(config-line)# accounting exec acct 
Ruijie(config)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
aaa accounting exec acct start-stop group radius 

aaa authentication login auth local 
! 

username ruijie password ruijie 
! 

radius-server host 192.168.217.64 
radius-server key 7 093b100133 

! 
line con 0 

line vty 0 4 
 accounting exec acct 
 login authentication auth 
! 

end 
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AAA Network  

Network̂ ̃ ᵏҩὯұ ֶ ᶕ ̆ꜛ э

ȁIP ȁ ȂNetwork ₥ RADIUS Ȃ 

 

& 说明: 

RADIUS ᶕ а RADIUS ὤ ╘ Ȃע ѐ ᾃ

ֶ ұ ӊ а Ҿ  Ȃע
 

AAA Network ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa accounting network {default | 
list-name} start-stop method1 [method2...] 

ѬУэ ‟ ̆

Ѭ э ‟ ̆

ԇȂ 

Ὧ list-name … ‟ ̆ Ԉ ֗ᴉ ѕ̕Ὧ

method ȂӨ ₥ ERROR̂ ̃̆ ᴳ

ὲӹ ̕ ₥ FAIL( )̆‡аᴳ ὲӹ

Ȃѝҩᴳ ╖ ̆ ᴳ ̆ Ԉ ԇ

ѐ none ѝ Уэ Ȃ 

ᴳ � � � Ú
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Network ᴿ 

ԈЮ ᴳ RADIUS Network Уэᴿ ̔ 

Ruijie# config 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa accounting network acct start-stop group 
radius 
Ruijie(config)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
aaa accounting network acct start-stop group radius 

! 
username Ruijie password 0 starnet 

username Ruijie privilege 6 
! 

radius-server host 192.168.217.64 
radius-server key 7 093b100133 

 

AAA  

₥ ᶕ ̆ Ю ԇ̔ 

ԇ ᴐ  

show aaa user { id | all } ₥ AAA ᶕ  

 
 

VRF AAA  

Virtual Private Networks (VPNs)ѝ ᵏҩУ ὤ ISP ЭὭ

ӎ ȂУэ VPN Ὥӎ Ȃ У⁮ э ⁮

╘ ᵏ ̆VPN ҂ VPN routing/forwarding (VRF) tablĕAAA Ԉ

ѝ э Ѭ ╘ VRFȂ 

AAA VRF̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  
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configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa group server radius gs_name RADIUS ╘  
ὡ ╘  

ip vrf forwarding vrf_name ѝ vrf 

 

& 说明: 

ӊ vrf ╖  

 

 

Login  

Login Ӈ ̆ѝҩ Login ̆ ᵏ ԇ ұ ⁸

̕ ̆ а Ȃ 

Login ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  
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ұ AAA ╘ 

z 

ұ AAA ╘ Ὧᾃ ̆ ꜛ Юᾃ ̔ 

¸  
¸ ұ AAA ╘ ֗╘ 
¸ ұ AAA ╘ Ү  

 

~ 注意： 

₥ ұ AAA ╘̆Ө ұ IEEE802.1x ╘ ĬEEE802.1x
έᴇ ľ802.1x Ŀѐ Ὧ Ȃ 

 

 

 

& 说明: 

ӊ ԈЮΰ  
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configure terminal  ὡὤ  

aaa new-model AAA ╘ 
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& 说明: 

1. Ю̆ AAA ╘ ‟ ̆ Ҿ ‟ ὡ

₥ Ѭ̕ ‡ Ю̆ἵ AAA ‟ ת̆

а ̕ 
2. ̂default̃̔ ұ AAA ╘ Ὧ ᾳЮ̆

ᶕ ̆‡ᴳ Ȃ ѐ ̆‡″ ѝ

̆а ᵏ AAA ╘̕ 
3. Ю̆ ‟ ᾳЮ̆ ‍ ‟ ̕ 

 

 

ұ AAA ╘ ̆ ԈЮ ԇ Ԉ ̔ 

ԇ ᴐ  

show aaa domain [domain-name] ₥ ұ AAA ╘

ᶕ  

ұ AAA ╘ Ү  

ұ AAA ╘ ԈЮΰэ ̔ 

1. ұ AAA ╘ Ὧ ᾳЮ̆ᴳ ѐ ‟ Ȃ ὯὯ

ᾳЮ̆ ὡ ̂ᴿ 802.1x ̃ ‟ AAA ╘Ȃ

ᴿ Ὧ Ὧ ᾳ Ю ̆ 802.1X ѐ Ԉ ԇ dot1x authentication 
authen-list-namĕdot1x accounting acct-list-nameѐ authen-list-name
acct-list-name ѝ ‟ ᵏ AAA ╘Ȃ 

2. ұ AAA ╘ Ὧ ̆ ᾳЮ ̆ ╟

Ȃ ѝľdefaultĿ̆ ̆ а ᶕ ̆

ᴳ ᵏ AAA ╘Ȃ ̆‡а ᶕ

а ᴳ AAA ╘Ȃ 

3. ᶕ ̆ Э ̆а ѝ ᵏAAA
╘Ȃ 

4. AAA ╘ ‟ AAA ╘ Ѭ ‟

У Ȃ аУ ̆а ѝ ѐ ᵏ AAA ╘Ȃ 

5. б Э רּ ῆ רּ Ȃᴿ ̔

Э ҩ domain.com domain.com.cn чэ ̆Уэ ᶕ

ѝ aaa@domain.comȂ‡ ѝֶ″ ұ ѝ domain.com
а domain.com.cnȂ 
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ұ AAA ╘ ᴿ 

ұ AAA ╘ ᴿ̔ 

Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.197.154  
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authentication dot1x default group radius 
Ruijie(config)# aaa domain domain.com 
Ruijie(config-aaa-domain)# authentication dot1x default 
Ruijie(config-aaa-domain)# username-format without-domain 

Э ̆ radius ╘ Э a1̆ ᴳ 802.1x
̆ᴳ ѝa1@domain.com̆ᾋ ὡ ╖Ȃ

Ὧ ᶕ Ю̔ 

Ruijie#show aaa domain domain.com 
 

=============Domain domain.com============= 
State: Active 

Username format: Without-domain 
Access limit: No limit 

802.1X Access statistic: 0 
 

Selected method list: 
 authentication dot1x default 

 
 

mailto:��ʱֻҪ����a1@ruij
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RADIUS 

RADIUS  

RADIUS ╘(Remote Authentication Dial-In User Service) 
̆ У ‍ / ╘ ̆бAAA

֙ ̆ Ȃ RGOS ѐ̆RADIUS 
╘ ̂NAS Э̃̆ ѐ RADIUS ╘   ֙ ̆

ѐ ╘ ꜛ ҩ ֙ ╘ᶕ Ȃ 

ұ RADIUS У ὤ ̆ UNIXȁWINDOWS 2000
RADIUS ╘ ᴐѝУэ ֒ ̆ RADIUS ₥ ὤ

╘ Ȃ 

RADIUS Ю̔ 

¸ ὡ Ȃ 

¸ ╗ ⁮ RADIUS ╘ Ȃ 

¸ RADIUS Ю ѮУ̔ 

¸ ACCEPT̔ ֙ Ȃ 

¸ REJECT̔ ֙ ̆ ὡ Ȃ 

¸ CHALLENGE̔RADIUS ╘   ̆ӱ ᶕ

Ȃ 

¸ ACCEPT ѐꜛ ᶕ Ȃ 

Ю Уэὴ RADIUS ̔ 

 

1 ὴ RADIUS  
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RADIUS ֗╘ 

Э RADIUS̆ Ἴ ԈЮ֗╘̔ 

¸ AAAȂὯұ ᴉ AAA ᶕ ̆ “AAA ”Ȃ 

¸ ᴳ aaa authentication ԇ Ѭ RADIUS ֙ ‟ ȂὯұᴳ

aaa authentication ԇ Ѭ ֙ ‟ ᶕ ̆ “ ”Ȃ 

¸ Э Ѭ ‟ ̆ ‡ᴳ ֙ ‟ Ȃ

Ὧұ ᶕ ̆ “ ”Ȃ 

ԈЭ֗╘ ̆ RADIUSȂ RADIUS ꜛ ԈЮΰэ ‍̔ 

¸ RADIUS  

¸ RADIUS  

 

1̆ ╘  

Э ѐ ᴳ RADIUS ╘ ̆ ԈЮ  

ԇ ᴐ  

configure terminal  ὡὤ  

radius-server host ip-addr IP ѝ ip-addr
RADIUS ὤ ╘ Ȃ 

 

2̆ᶢ ╘  

Ю R̆ADIUS ╘ аᴳ ̆ ԈЮ ᶢ ╘

 

ԇ ᴐ  

configure terminal  ὡὤ  

radius-server host ip-addr auth-port port ᶢ IP ѝ ip-addr RADIUS
╘ ѝ portȂ 

radius-server host ip-addr acct-port port ᶢ IP ѝ ip-addr RADIUS
╘ ѝ portȂ 

 

3̆ RADIUS  

Э RADIUS Ѯ₥̆ ᶑ RADIUS ╘ Ȃ

RADIUS ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  
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radius-server retransmit retries 
RADIUS Ԉ

₥ ̂ ḣѝ

3̃Ȃ 

radius-server timeout seconds ּ Ԉ₥

̂ ḣѝ 2 ̃Ȃ 

radius-server deadtime minutes 
  ᴐ

ѝ ╘ ӄ

̂ ḣѝ 5minutes̃ 

 
4̆ RADIUS ╘ Ὥӎ  

RADIUS ╘ ̆ Ὥӎ Ȃ Э Ὥӎ

RADIUS ╘ Э Ὥӎ У ̆ Ὥӎ ѝ 0 7̆0
Ὥӎ ̆7 ╗ Ὥӎ ̆а ѝ0 ᾳУ Ȃ 

ҩ ԇ service password-encryption RADIUS Ὥӎ

ѝ 7 ̆ show running RADIUS Ὥӎ ѝ╗ ̆ὲ

ӹ ᾳ show running RADIUS Ὥӎ ѝ Ȃ 

ԈЮ ѝ ╘ Ὥӎ Ȃ 
 

ԇ ᴐ  

configure terminal  ὡὤ  

radius-server key [0|7] text ὤ Ὥӎ  

radius-server host ip_addr key [0|7] text ѝ IP ѝ ip_addr ╘

ж Ὥӎ Ȃ 

  

& 说明： 

Э ѝ RADIUS ╘ Ὥӎ ̆ Ԉ ὤ Ὥӎ

╘ ж Ὥӎ ҂̆ Ԉч Ȃ ╘ ж Ὥӎ ὤ

Ὥӎ а ̆ ╘ ᴳ ж Ὥӎ Ȃ 

 

 

5̆ RADIUS ֙  

RADIUS ╘ Ѭҩ RADIUS ֙ Ὥӎ ̆ ѝ RADIUS
Ѭ ֙ ‟ Ȃ ұ RADIUS ֙ AAA ̆ Ԉ

aaa authentication ԇ Ѭ ֙ ‟ ̆ ֙ ѝ
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RADIUSȂὯұ ᶕ ̆ Ԉ AAA Ȃ 

 

6̆ RADIUS  

Ԉ Ȃ Ю̔ 

ӊ ⁞ ̔ 

ID ╖  TYPE 

1 max down-rate 1 

2 qos 2 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 16 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 

ID ̔ 

ID ╖  TYPE 
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1 max down-rate 76 

2 qos 77 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 75 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 

  

& 说明： 

чэ╖ а ѝУэ  

 

ԈЮ έᴇ ᴿ̔ 

Ruijie# show radius vendor-specific  
id    vendor-specific      type-value 
----- -------------------- ---------- 

1     max down-rate        76         
2     qos                  77         
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3     user ip              3          
4     vlan id              4          

5     version to client    5          
6     net ip               6          

7     user name            7          
8     password             8          

9     file-diractory       9          
10    file-count           10         

11    file-name-0          11         
12    file-name-1          12         

13    file-name-2          13         
14    file-name-3          14         

15    file-name-4          15         
16    max up-rate          75         

17    version to server    17         
18    flux-max-high32      18         

19    flux-max-low32       19         
20    proxy-avoid          20         

21    dailup-avoid         21         
22    ip privilige         22         

23    login privilige      42         
24    limit to user number 50         

Ruijie# configure  
Ruijie(config)# radius attribute 24 vendor-type 67 
Ruijie(config)# show radius vendor-specific  
id    vendor-specific      type-value 

----- -------------------- ---------- 
1     max down-rate        76         

2     qos                  77         
3     user ip              3          

4     vlan id              4          
5     version to client    5          

6     net ip               6          
7     user name            7          

8     password             8          
9     file-diractory       9          

10    file-count           10         
11    file-name-0          11         

12    file-name-1          12         
13    file-name-2          13         

14    file-name-3          14         
15    file-name-4          15         

16    max up-rate          75         
17    version to server    17         

18    flux-max-high32      18         
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Server IP:        192.168.12.219 
Accounting Port: 1646 

Authen  Port:     1645 
Server State:     Ready 

Ruijie# configure terminal 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# end 
Ruijie# show running-config 
! 
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TACACS+  

TACACS+  

TACACS+̂ TACACŜ RFC 1492 Terminal Access Controller Access Control 
System̃̃ Э ҩ╖ ὤ Ȃў Client-Server б

TACACS ╘ ᶕ AAA ╖ ̆ ұ ȁ

̆ ᴳ TACACS+ ╘ ₥̆ Ἴ TACACS+ ╘ Ὧ

ᾃ Ȃ 

TACACS+ ȁ ‍ ̆ ԏ Ԉᴳ У ╘ ̆

ᴳ У ╘ ̆ Ԉᴳ Ь ╘ ̆

╘ Ԉ ᶕ ̆ Ԉ ȁ Ȃ 

TACACS+ Ю̔ 

 

 1 

¸ Major Version ― ў
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TACACS+  

TACACS+ ὴ ѝ ⁸̆ ̂ᴿ Telnet
̃̆ ̂ᴿ Ӈ ̃ᴐѝ TACACS+ ̆

TACACS+ ╘ ̆ ⁮ Ѯ Ԉ ⁮

Э ᴐȂ 2 ̔ 

 

2 

Ю Ԉ ȁ TACACS+ ѐ Ӈ

ҵ̔ 
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 3 

э ѐ Ӈҵ Ԉ‍ѝЬэ ‍̔ 

1. ꜛ ̔ 

1̃ Ȃ 

2̃ TACACS+ ⁮ Ѯ ̆ TACACS+ ╘ Ȃ 
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3̃ TACACS+ ╘ ̆ Ȃ 

4̃ TACACS+ ⁮ ̆ Ȃ 

5̃ ὡ ᶕ Ȃ 

6̃ TACACS+ ⁮ ̆ TACACS+ ╘ ̆ὲ

ѐꜛ ҩ Ȃ 

7̃ TACACS+ ╘ ̆ Ȃ 

8̃ TACACS+ ⁮ ̆ Ȃ 

9̃ ὡ ᶕ Ȃ 

10̃ TACACS+ ⁮ ̆ TACACS+ ╘

̆ὲѐꜛ ҩ Ȃ 

11̃ TACACS+ ╘ ̆ Ȃ 

2. ̔ 

1̃ TACACS+ TACACS+ ╘ Ȃ 

2̃ TACACS+ ╘ ̆ Ȃ 

3̃ TACACS+ ⁮ ╖ ̆   Ȃ 

3. ̆ ̆ ̔ 

1̃ TACACS+ TACACS+ ╘ Ȃ 

2̃ TACACS+ ╘ ̆ ⁮Ȃ 

3̃  Ȃ 

4̃ TACACS+ TACACS+ ╘ Ȃ 

5̃ TACACS+ ╘ ̆ ⁮Ȃ 

TACACS+ ֗╘ 

Э TACACS+̆ Ἴ ԈЮ֗╘̔ 

¸ ᴳ aaa new-mode ԇ AAAȂ ᴳ TACACS+₥ Ἴ AAĂ
Ὧұ ᴉ aaa new-mode ᶕ ̆ ľAAA ĿȂ 

¸ ᴳ tacacs-server host ԇ Уэ э TACACS+ ╘ Ȃ 

¸ ᴳ tacacs-server key ԇ ╘ Ὥӎ keyȂ 

¸ ᴳ tacacs-server timeout ԇ ╘ Ȃ 

¸ ̆ᴳ aaa authentication ԇ Ѭᴳ TACACS+ ֙

‟ ȂὯұᴳ aaa authentication ԇ Ѭ ֙ ‟ ᶕ ̆

ľ ĿȂ 

¸ ̆ᴳ aaa authorization ԇ Ѭᴳ TACACS+
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‟ ȂὯұᴳ aaa authorization ԇ Ѭ ‟ ᶕ ̆ ľ

ĿȂ 

¸ ̆ᴳ aaa accounting ԇ Ѭᴳ TACACS+ ‟

ȂὯұᴳ aaa accounting ԇ Ѭ ‟ ᶕ ̆ ľ

ĿȂ 

¸ Э Ѭ ‟ ̆ ‡ᴳ ‟ Ȃ 
 
έᴇ TACACS+ ̆ ԈЮ ̔ 

TACACS+ ╘ ў  
ὤ TACACS+Ὥӎ  
AAA ╘  

TACACS+  
TACACS+  
TACACS+  

TACACS+  
 

TACACS+ ѡᴿ̆ ԈЮ ̔ 
ᴳ TACACS+ ȁ ȁ ᴿ 

TACACS+ ╘ ў  

ᴳ tacacs-server host ԇ̆ Ԉ Ѭ Э TACACS+ ╘ ў IP
Ȃ TACACS+ ╘ ў ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

tacacs-server host 
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ѝ TACACS+ ╘ ҩὭӎ ̆‡ ╘ ̆ὤ

TACACS+Ὥӎ Ȃ 

 

ὤ TACACS+Ὥӎ  

ὤ TACACS+Ὥӎ ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

tacacs-server key string 

TACACS+ ╘

Ὥӎ ̆ ў

Ὥӎ ̆‡

ᴳ ὤ Ȃ 

 

~ 注意： 

TACACS+̆ Ὥӎ Ȃ з Э Ὥӎ TACACS+
╘ Э Ὥӎ У Ȃ 

 

AAA ╘  

Э AAA ╘ ̆ Ԉ ᵏУэ ╘ ў ‍

ἵ̆ ᴳ ╘ Уэ ̆ ὲ Уэ ╘ѐ

̂ᴿ ұ Login Ȃ̃ 

э ╘ Ԉꜛ э ╘ ̆ ╘ ў ╗ὡ Ἴ ̆

╘ ў ‟ Ȃ э ╘ ╗ὡ⁮ ╘ ̆‡Ἴ╗ὡ ₥ ̆ ╗

ὡ ╘ ᴐѝ₥Уэ ╘ ̆ ₥Уэ ╘ Ḁ̆ Ю

Уэ ╘ Ȃ 

AAA ╘ ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

tacacs-server host ip-address  [port 
integer] [timeout integer] [key string]  

TACACS+ ╘ ў ̆

₥ Ŀ TACACS+ ╘

ў Ŀ Ȃ 
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TACACS+  

ҩ TACACS+ ╘ Ὥӎ Ѯ ̆ ѝ TACACS+ Ѭ ұ

‟ ̆ TACACS+ Ȃ ѝ TACACS+ AAA ᴐ ̆

aaa authorization ԇ TACACS+ Ѭѝ ᴳ Ȃ

TACACS+ Exec Command Ȃ 

ұ ⁮ ̆ ὡ ԇ ̂CLĨ Ḁ̆ Уэ

ԇ ⁞ȂCLI ⁞ӱᴂ⁮ ‍ѝ 0~15 ̆ ⁞

Ȃ Exec ѝа а ̆ ‍

̆ э ѝ Exec Ȃ Exec ̆ ԈЮ ԇ̔ 

ԇ ᴐ  
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line [aux | console | tty | vty] line-number 
[ending-line-number] 

ὡ line ̆ Ҿ

Command Ȃ 

authorization commands level {default | 
list-name} 

Command ‟

ЭȂ 
¸ level̔ ԇ

⁞Ȃ 0 ⁮ 15Ȃ

 

TACACS+  

ҩ TACACS+ ╘ Ὥӎ Ѯ ̆ ѝ TACACS+ Ѭ ұ

‟ ̆ TACACS+ Ȃ ѝ TACACS+ AAA ᴐ ̆

aaa accounting ԇ TACACS+ Ѭѝ ᴳ Ȃ

TACACS+ Exec Command Ȃ 

ұ ⁮ ̆ Ԉ ὲ ὡ   ԇ ̂CLĨ
ᶕ Ȃ Exec ╖ ̆‡ ὡ⁮ CLI
ֶ̆ ╘ Уэ ̂Start̃ᶕ ̆   CLI ֶ̆ ╘

Уэ ̂Stop̃ᶕ Ȃ Exec ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

aaa accounting exec {default | 
list-name} start-stop group {tacacs+ | 
group-name} 

Exec TACACS+
Ȃ 

line [aux | console | tty | vty] line-number 
[ending-line-number] 

ὡ line ̆ Ҿ

Exec Ȃ 

accounting exec {default | list-name} Exec ‟

ЭȂ 

 
ұ ⁮ ὡ⁮CLI ̆ Command̂ ԇ̃

╖ ̆ Ԉ ὲ ԇ ᶕ ̆ ԇ ╖ Ḁ̆ ԇᶕ

⁮ ╘ Э Ȃ Command ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

aaa accounting commands level 
{default | list-name} start-stop group 
{tacacs+ | group-name} 

Exec TACACS+
Ȃ 
¸ level̔ ԇ

⁞Ȃ 0 ⁮ 15Ȃ

line [aux | console | tty | vty] line-number 
[ending-line-number] 

ὡ line ̆ Ҿ

Exec Ȃ 
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Ruijie(config)# line vty 0 4  
Ruijie(config-line)# login authentication test 

ԈЭ ҩ login tacacs+ ̆ ЮȂ 

Ruijie#show running-config 
! 
aaa new-model 

! 
aaa authentication login test group tacacs+ 

! 
tacacs-server host 192.168.12.219 

tacacs-server key aaa 
! 

line con 0 
line vty 0 4 

login authentication test 
! 

Enable ᴳ TACACS+ ᴿ̔  

1. Ἴ aaa̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 

2. tacacs+ server ᶕ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  
Ruijie(config)# tacacs-server host 192.168.12.218 
Ruijie(config)# tacacs-server host 192.168.12.217 
Ruijie(config)# tacacs-server key aaa 

3. tacacs+ server group ᴳ ╘ ‟ ѐУ ‍ ╘ ̔ 

Ruijie(config)#aaa group server tacacs+ tacgroup1 
Ruijie(config-gs-tacacs)#server 192.168.12.219 
Ruijie(config-gs-tacacs)#server 192.168.12.218 

4. ᴳ tacgroup1 ̔ 

Ruijie(config)# aaa authentication enable default group 
tacgroup1 

ԈЭ ҩ enable ‍ tacacs+ ╘ ̆ ЮȂ 

Ruijie#show running-config 
! 
aaa new-model 

! 



TACACS+  

http://www.ruijie.com.cn 

! 
aaa group server tacacs+ tacgroup1 

server 192.168.12.219 
server 192.168.12.218 

!  
aaa authentication enable default group tacgroup1 

! 
! 

tacacs-server host 192.168.12.219 
tacacs-server host 192.168.12.218 

tacacs-server host 192.168.12.217 
tacacs-server key aaa 

! 
line con 0 

line vty 0 4 
! 

Exec ᴳ TACACS+ ᴿ̔  

1. Ἴ aaa̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 

2. tacacs+ server ᶕ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  
Ruijie(config)# tacacs-server key aaa 

3. ᴳ tacacs+ ̔ 

Ruijie(config)# aaa authorization exec test group tacacs+ 

4. Э :  

Ruijie(config)# line vty 0 4  
Ruijie(config-line)#authorization exec test 

ԈЭ ҩ ᴳ tacacs+̆ ЮȂ 

Ruijie#show running-config 
! 
aaa new-model 

! 
! 

aaa authorization exec test group tacacs+ 
! 

tacacs-server host 192.168.12.219 
tacacs-server key aaa 
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! 
line con 0 

line vty 0 
authorization exec test 

! 

15 Commans ᴳ TACACS+ ᴿ̔  

1. Ἴ aaa̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 

2. tacacs+ server ᶕ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  
Ruijie(config)# tacacs-server key aaa 

3. ᴳ tacacs+ ԇ ̔ 

Ruijie(config)# aaa accounting commands 15 default start-stop 
group tacacs+ 

4. Э :  

Ruijie(config)# line vty 0 4  
Ruijie(config-line)# accounting commands 15 default 

ԈЭ ҩ enable ‍ tacacs+ ╘ ̆ ЮȂ 

Ruijie#show running-config 
! 
aaa new-model 

! 
aaa accounting commands 15 default group tacacs+ 

! 
! 

tacacs-server host 192.168.12.219 
tacacs-server key aaa 

! 
line con 0 

line vty 0 4 
! 
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SSH ╘ 

SSH Ӯ 

SSH Secure Shell ᾗ ȂSSH ᵏ ╖ ұУэנ Telnet
̆б Telnet а ұ ּ ╗ Ȃ Уэа

ᶑ ὤ ⁮ ̆SSH Ԉ ᵏ ὤ ᶕ ᶑ

╖ ̆Ԉᶑ а  IP ȁ  Ȃ 

SSH  

 SSH1 SSH2 

 RSA RSAȁDSA 

Ӈ  ұ RSA Ὠ ╗

Ӈ Ȃ 

KEX_DH_GEX_SHA1 
KEX_DH_GRP1_SHA1 
KEX_DH_GRP14_SHA1 

╗  DESȁ3DESȁBlowfish DES ȁ 3DES ȁ AES-128 ȁ

AES-192ȁAES-256 

 ұ ԇ ұ ԇ  

 а  MD5 ȁ SHA1 ȁ SHA1-96 ȁ
MD5-96 

 NONÊ ̃ NONÊ ̃ 

 

SSH   

 

~ 注意： 

ӊ Ө SSH ╘ ̂ὸ SSHv1 б SSHv2̃̆а SSH
Ȃ 
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SSH  

SSH  

 ḣ 

SSH ╘  Ὧ  

SSH  ὸ ̂ 1 2̃ 

SSH  120s 

SSH  3  

 

 

1. ұ SSH ὤ ̆ ᴳ Ȃ

̆ ᴳ ̂̕Telnet Ԉ ̃ 

2. ὡ (Username)б (Password) ұ Ȃ ₥

а ̆ Ԉ֗ ὡ̆ת ὡ ұ Ȃ 

SSH Server 

ᾳЮ̆SSH Server ұὯ Ȃ SSH Server̆ ὤ

Ю̆ enable service ssh-server ԇ̆ SSH ̆ᴳ SSH 
Server ѝ ENABLEȂ 

ԇ  

configure terminal ὡ  

enable service ssh-server SSH Server 

crypto key generate {rsa|dsa}  

 

~ 注意： 

‮ ̆а ԇ[no] crypto key generate̕ ԇ crypto  key 
zeroize ԇ‮ Ȃ 
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Ὧ SSH Server 

Ὧ SSH Server̆ ὤ Ю̆ no enable service ssh-server
ԇ̆ᴳ SSH Server ѝ DISABLEȂ 

ԇ  

configure terminal ὡ  

no enable service ssh-server Ὧ SSH Server 

 

SSH server  

ᾳЮ̆SSH Server ὸ 1 2Ȃᴳ ԈЮ ԇ SSH ᴳ Ȃ 

ԇ  

configure terminal ὡ  

ip ssh version {1 | 2} SSH  

no ip ssh version SSH ѝ ̆

SSHv1 б SSHv2̕ 
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ԇ  

configure terminal ὡ  

ip ssh authentication-retries retry times SSH 
̂ 0-5̃ 

no ip ssh authentication-retries SSH
ѝ 3 ̕ 

̔Э ԇέᴇ [SSH ԇ ᾊ]Ȃ 

ᴳ SSH G%
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 2 

  Connect̆ ԏ• ў ̆ Ю ̔ 

 

 3 

ў 192.168.5.245 ̆ ╘ ̆

Accept & Savê зᶑ ̃ Accept Once( У )̆ ֶ 

Ю ̆ Ю ̔ 
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4 

ὡ Telnet Ԉ ὡ Telnet У ҩȂ Ю ̔ 

 

5 
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CPU ᶑ  

 

ѐ̆   Эּ ֶ̆ Ӈ CPU ‾

̆ ̆ Ӈ Ȃ ᾰͅ Ӈ

CPU ᶑ ̆ Ӈ CPU ⁸ ִἼ

̆ᶑ ὲ ╒Ȃ 

CPU Protect ‍ѝClassifyingȁQueuingȁScheduling Shaping э

̆Ю э Ȃ 

Classifying̔ 

Classifying э ⁮ CPU ‍ ̆‍ L2ȁL3 Ԉ

L4 ᶕ ̆έᴇ Ю ̔ 

 ‍ ῆ 

BPDU MAC ѝ 01-80-C2-00-00-00  

ARP ARP request  

IGMP IPV4 IGMP V1/V2/V3  

802.1X MAC ѝ 01-80-C2-00-00-03  

GVRP MAC ѝ 01-80-C2-00-00-21  

DHCP DHCP  

Error_TTL  IPV4 TTL = 0 1  

Unicast 
MAC Ӈ Ь MAC  

ᴿ ARP reply, ̔snmp̆telnet̆
http  

Multicast IGMP  

Broadcast DHCP  

Other Э ‍ ⁮ CPU  

  
Queuing̔ 

Queuing ╟ᴐ а ⁮ ‟̆ а ‟ έ

а ּ ִἼ Ȃ 

CPU Ὥ 8 эִἼ ‟̆ Ԉ ‟̆

Queuing ╟ ⁮ ‟Ȃ 
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IGMP 3 

dot1x 3 

GVRP 3 

DHCP 2 

Error_TTL 0 

Unicast 4 

Multicast 1 

Broadcast 0 

error_ttl 0 

co-operate 6 

other  0 

2) э ‟ ̔ 

‟ (kbps) 

7 100000 

6 1000 

5 1000 

4 1000 

3 1000 

2 1000 

1 1000 

0 1000 

CPU  100000 

‟ Ὧ  

Ю̆ Ю ‟ Ὧ ̔ 

ԇ ᴐ  

Ruijie(config)# cpu-protect type { bpdu | arp 
| igmp | dot1x | gvrp | dhcp | unicast | 
multicast | broadcast | error_ttl | other } 
traffic-class  traffic-class-num 

‟ ̆

traffic-class-num ḣ

ѝ 0̇7Ȃ  

ὲѐУ ‟̆ Ԉ no cpu-protect type { bpdu | 
arp | igmp | dot1x | gvrp | dhcp | unicast | multicast | broadcast | error_ttl | 
other } traffic-class Ȃ 
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ԈЮᴿ ‟ ̔ 

Ruijie(config)# cpu-protect type bpdu traffic-class 7 
Ruijie(config)# end 
Ruijie # show cpu-protect type bpdu  
%**********packet type       traffic-class********** 
                  bpdu             7 

ԈЭ ̆bpdu ⁮ ‟ 7Ȃ 

э ‟  

Ю̆ Ю Уэ ‟ ̔ 

ԇ ᴐ  

Ruijie(config)# cpu-protect traffic-class id 
id_num  bandwidth bandwidth_value 

э ‟

̂kbps̃̆ 
id_num ḣ ѝ 0̇7̆
bandwidth-value ḣ

ѝ 0̇1000000(kbps) 

Ruijie(config)# cpu-protect traffic-class all 
bandwidth bandwidth_value 

‟

̂kbps̃̆ 
bandwidth-value ḣ

ѝ 0̇1000000(kbps) 

э ‟ ḣ̆ Ԉ no cpu-protect traffic-class
 

ԈЮᴿ ‟ 7 ѝ 312(kbps)̔ 

Ruijie#configure terminal 
Ruijie(config)# cpu-protect traffic-class id 7  bandwidth 312 
Ruijie(config)#end 
Ruijie# show cpu-protect traffic-class id 7  
%*********traffic class      bandwidth(kbps)********** 
               7                   312 

CPU  

Ю̆ Ю CPU ̔ 

ԇ ᴐ  

Ruijie(config)# cpu-protect cpu 
bandwidth bandwidth_value 

CPU ̂kbps̃̆

bandwidth-value ḣ ѝ 0 ̇

1000000(kbps)Ȃ 

Ԉ no cpu-protect cpu ԇ cpu ḣȂ 
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ԈЮ CPU ѝ 2000̂kbps̃ ᴿ̔ 

Ruijie#configure terminal 
Ruijie(config)#cpu-protect cpu bandwidth 2000 
Ruijie(config)#end 
Ruijie#show cpu-protect cpu  
%cpu port bandwidth: 2000(kpbs) 

҃ ⁸ 

Ю̆ Ю ҃ ⁸╖ ̔ 

ԇ ᴐ  

Ruijie(config)# cpu-protect mac-address  
storm-control enable value 

҃ ⁸ 
value ḣ ѝ 200̇

51200(kbps)Ȃ 
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CPU  

Юᴳ Ю ԇ CPU ̔ 

ԇ ᴐ  

Ruijie# show cpu-protect cpu CPU Ȃ 

ԈЮᴿ CPU ̔ 

Ruijie# show cpu-protect cpu 
%cpu port bandwidth: 100000(kbps) 

҃ ⁸ 

Юᴳ Ю ԇ ҃ ⁸̔ 

ԇ ᴐ  
Ruijie# show cpu-protect mac-address 
storm-control ҃ ⁸Ȃ 

ԈЮᴿ CPU ̔ 

Ruijie# show cpu-protect mac-address storm-control  
%MAC address storm control state: enable 

%MAC address storm control rate:  2000(address/second) 
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GSN  

GSN ὤ Ӯ 

ὤ ᾱ ԈЮ эἷ ̔ 

1) ὤ ̂RG Security policy Management Platform̃ 

2) ὤ ̂RG Security Agent̃ 

3) ὤᶢ ̂RG Restore System̃ 

4) ὤ ̂RG Security Switch̃ 

ὤ ̂RG SMP̃ 

ὤ ̆ ᾱ ἵ ֒ ᾃ

ὤ ּ Ȃ ⁮ Э̆

ӱ Э Ȃ 

ὤ  

ὤ ֝н ѐ У ὡ ў Э Уэ ֒̆

ᶕ ȁ ѝȁ ὤ

⁮ ᶕ ⁮ ὤ Ԉᵳ ⁸ ὤ

Ȃ ὤ ҂ ╟ ӱ ὤ ѐЮ ὤ

ὤ Ȃ 

ὤᶢ  

ὤᶢ ѝṁ Ю ᴐ̔ 

ұа ֝н ὤ ̆ ὤ Э Ἴ

̆ Ҿ Ҿ“ ” ‍ ̆ ЮУ

ὤ Ȃ э ὤ ⁮ ў ֝н ὤ ╘ Ȃ

ꜛ ̔Windows Ф ╘ ȁ ֒ ╘ ̆ ֝н

ὲӹ ╘ Ȃ 

ὤ ⁮ ὤ а ⁸ ὤ Ѯ ̆

ὤԆ ֶ ὤ Эּ ὤ ̆ ὤ

⁮ ὤ ּ ӱ Ἴ ѐ У ̆

Ю ⁮ ὤ ̆ ὤ
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̆ᴳ ╘ ╟ᴐ ╘

̆ ╟ Ҿ Ф Ȃ 

ҩ ╘ У‎ ╟ᴐѮ ̆ ὤ ֶᾋ

ᴐ ὤ ̆ ὤ ̆ ὤ

ֶ ὤ ‟ ⁸̆

Ȃ 

ὤ  

ṁѝ ὤ ᾱ У ‍̆ ὤ ӱ ὤ Э

̆ з ̆ ⁸Ȃ 

GSN ὤ  

ὤ Ὧ 

ᾳЮ̆ GSN ὤ Ὧ Ὧ  

ԇ  

configure terminal ὡ  

[no] security gsn enable GSN ὤ Ὧ 

Ю GSN ╖ ̔ 

Ruijie# configure terminal 
Ruijie(config)# security gsn enable 

SMP server Ѯ  

SMP Server IP Ԉ ὤ SMP Server
Ȃ 

ԇ  

Configure terminal ὡ  
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[no] security { [v1 | v2] community  
community | v3 user username } 

smp ╘ ᶕ ὤ .
ԇ snmp v1ȁv2ȁv3.
ᴳ

communityȂ 
security v1 community security 
community У ,
v1̆ ѝҩ ᵳ .

ҩ v3,‡ snmp-server
ԇЮ v3 , Ὧ

ԇ ȇSNMP Ȉ

 

[no] smp-server host ip-address SMP ╘  

 

~ 说明： 

security v3 user , SNMP ‍ v3 userȂ 

 

ὤҮּ֒  

ѝҩ ὁ ׆ ὤҮ֒̆ ὤҮ֒ᶕ ὤ

SMP  ̆ Ԉ ὤҮּ֒ ⁸

ὤҮ֒ Ȃ 

ᾰͅ Ԉ ԈЮ ԇ ὤҮּ֒ ̔ 

ԇ  

Configure terminal ὡ  

[no] security event interval interval 

ὤҮּ֒

̆interval̔1-65535s 
ᾳЮ ѝ 5

̆ 
 

Ὧ 

Ԉ ԇ ⁸ ӊ ̆

э ̔ 

ԇ  

Configure terminal ὡ  
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interface interface ὡ  

[no] security address-bind enable  

 
 

~ 说明： 

ὤ GSN ╖ з ╖ ᴐ Ȃ

ᴳ ╖ ̆ Ὧ 802.1x IP ╖ ̆ ‡ֶ

ὤ Ȃ 
 

GSN  

smp server 

Ԉ ԈЮ smp sverver ᾃ  

ԇ  

show smp-server smp server 

ᴿ ̔ 

Ruijie# show smp-server  
SMP-Server IP:192.168.217.220 

security event interval 

Ԉ ԈЮ policy-map ᾃ  

ԇ  

show security event interval ὤҮּ֒  

ᴿ ̔ 

Ruijie# show security event interval  
Event sending interval(Seconds):5 
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GSN ᴳ Ὧ Ү  

GSN  

ұ GSN ⁮ ֒̆ ֒ ̆ Ԉ GSN
ұ ӊ а а ̆ ұ GSN ᴳ

֒ ὲӹ ̆ Ԉ Ὧ╖ ̂ ARP
╖ ̃ ҂ֶ῏ ̆GSN ҂ ῏ Ȃѝҩ

╟ ̆ GSN ⁸ ╒̆ Ԉ GSN а

ὲӹ ֒ ╖ Ȃ 

б GSN ᴳ ᾰ УҾ╖  

ұ GSN ̆GSN бЮ УҾ╖ ᴳ Э ᾰ ̆

╗Ԉ ̆ ὁ   ╖ Ȃ 

1) GSN а б 1x ip Ὥ Ȃ 

2) GSN а ὤὭ Ȃ 

3) GSN а AP Э ̆ ҩ а ╗ὡ AP ̆

ҩ GSN ╗ὡ AP ֶ ╖  

̆ Уэ ҩ ╗ὡAP Ἴ‮ Э

Ȃ 

GSN ᴳ ὲӹ Ү  

ұ GSN ֒ ̆ Ԉ ұЮ УҾ

ֶ GSN ᴳ ̔ 

ὤ IP+MAC ̔ ҩ эὤ IP+MAC ̆ ҩ э MAC
̆ GSN MAC ̆ Ḁ ұὤ IP+MAC

̆ӱ GSN Ȃ 
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╟ ARP  

ҩ DAI 

DAI ὤ Dynamic ARP Inspection, ѐ ѝ╟ ARP Ȃ ⁮

ARP Ȃа arp ֶ х Ȃ 

ҩ ARP    
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MACC), B ѐ ֶ ARP (IPA, MACC). ̆ A B Ѯ ᶕ

ҩ C Ѯ ᶕ̆ AȁB У Ȃ C Ἱ ҩѐ

ӝ ̆ ṁ ᶢ ̆ У Ȃ

ѐ ӝ  Ȃ 

ҩ DAI ARP   

DAI ᶑҩ ARP ֶ Ȃ ў ԈЮΰэ ̔ 

¸ DAI ╖ VLAN ᶕ֗ Э ᴃ ARP
 

¸ ṁ У Ὧ Ѯ₥̆ DHCP ̆ ᴃ ARP
Ȃ 

¸ Ȃ 

¸ ṁ ̆ Ȃ 

ARP ᵑ DHCP snooping binding ̆έᴇ

ȇDHCP snooping ȈȂ 

ᶕ֗ ὤ 

ұ Э Уэ ᶕ֗ ̆ ARP ᴐ  ̆ӱ ᶕ֗

⁮ DAI ̆ ѝ ARP ̕ ӱ ᶕ֗

⁮ ARP ̆ ш DAI Ȃ 

Уэὴ ѐ̆ ⁮ ү ѝ ᶕ֗

̆ ⁮ў ү ѝ ᶕ֗ Ȃ 

 
 

A R P

̆
 

Ъ DAI

Ȃ ֦
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ᶕ֗  

ԇ ү ̆з ү ѝУэ SVI Ȃ 

ᾳЮ̆ ү а ᶕ֗ Ȃ 

ᶕ֗ ̆ARP У ̆ ‡ֶ̆ᴳ DHCP 
snooping ᶕ ₥ ARP  

ᶕ֗ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip arp inspection trust ᶕ֗  

Ruijie(config-if)# no ip arp inspection trust а ᶕ֗  

ARP  

ԇ ү ̆з ү ѝУэ SVI Ȃ 

ᾳЮ̆ Уэ ᶕ֗Ӈ ARP ѝ 15 э ARP
Ȃᶕ֗Ӈ аṁ ⁸Ȃ 

1 ᾃ ⁮ ARP ⁸ḣ̆ ⁮ ֶ х ̆а

ֶṁ У Ȃ 

Ԉ show ip arp inspection interface ԇ ү ⁸Ȃ 

ARP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip arp inspection 
limit-rate 
{ <1-2048> | none} 

ARP ̆

ᴁ̔ /  
none̔ а ⁸ 

Ruijie(config-if)# no ip arp 
inspection limit-rate  ḣ 

 

~ 注意： 

S2700 ‟ӊ ѐ̆ DAI CPU ᵑ ֶ ⁮ CPP ⁸̆ DAI
CPP ⁸̆ ֶԈ CPP ⁸ѝῆȂ  
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DHCP snooping database Ὧ  

ȇDHCP Snooping ȈȂ 

DHCP Snooping databasĕ‡ ARP  

DAI  

VLAN DAI ╖  

VLAN



Ὧ ARP  



Ὧ ARP
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QOS  

QOS  
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DiffServ ᴇ ѐ̆ ꜛ ‍ ᶕ ּ

╘ ̆ ꜛ а ‍ ᶕ а ּ ╘ Ȃ ‍

ᶕ Ԉ Э ў ȁ ὲ ҫȂ Ԉ ұа

ұ ᾃ а ѝ ҫ ⁞ᶕ Ȃ ⁞ ᾃ Ԉᵳѝ

ҫ ⁞ᶕ ṁ ̆ѝҩ῏

̆У ҫ ⁞ᶕ ᴳ Ȃ

⁞ᶕ ̆ѝ Ӈ ᵏа ּ ִἼ ̆ ѝ Ӈ

̆ х УҾִἼ ᴂ ȁ ὲӹУҾ ᴐ Ȃ Ҿ

ѝ DiffServ ᴇ ѐ ᴐ ѝ̂Per-hop Behavior̃Ȃ 

Э ᵏҩУ ѝ̆ ѫ ұ DiffServ ᴇ ̆

э Ԉ End-to-end QoSsolutionȂ 

QOS  

Classifying 

Classifying ‍ ̆ὲ ᶕ֗ ‍ э ᾃ

Ҿ ⁮Ԉ CoS ḣ э ѐ̆ ‍ ╟ᴐ ֗╘

ὡ CoS ḣȂ‍ ὡ ̆ э Ὧ ҩ

Уэ QoS Policy-map ̆‍ Э ̆ ӱ

ὡ ᴐ Ȃ 

ұУ IP ̆ ԈЮῆ‡ ̔ 

¸ аꜛ QoS ᶕ ̆ ү ѐаꜛ User 
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Ἴ ᶕ ִἼ Ȃ 

&  说明： 

Э Ь ῆ‡ ֶ ᴐ ұУэ ЭȂ ᾳЮ̆Э Ь

ῆ‡ 3ȁ2ȁ1 ִἼ ᴐ Ȃ Ἴ ACLs ̆ ᾳЮ̆

ῆ‡2ȁ1̆ э Ḁ̆ QoSᶕ֗ ̆‡

ῆ‡ 2 1 ӱ ѐ ӱ Э QoS ᶕ ̕ QoS ᶕ֗

Ὧ ̆ ѫ Ҿ ҫ DSCP ḣ 0Ȃ 

 ұ IP ̆ Ԉ ԈЮῆ‡ ̔ 

¸ ᶕ֗ ѝ Trust ip-precedencĕ‡ ӱ IP Ip 
precedence ̂3 э ̃   ̆ Ἱ⁮   CoS ̂3 э Ȃ̃ 

¸ ᶕ֗ ѝ Trust cos̆‡ CoS ̂3 э ̃

  Ip Precedence ̂3 э ̃Ȃ ч ᾰͅУ ү

ѐаꜛ User Priority bits̆ ѫ Ԉ ὡ CoS ḣ

CoS ḣȂ У ү ѐꜛ User Priority bits̆‡ ӱ

ѐ CoS ḣȂ 

¸ Ὧ Policy-map ѐᴳ ҩ ұ Ip access-list (Extended) ACLs
̆ ѫ Э̆ IP ȁ IP ȁProtocol
ȁԈ TCP/UDP רּ Ὧ ACLs̆Ԉ

DSCP ḣȂ ̆ Ὧ ҩ э Policy-map̆ת ѝὲ

DSCP ḣ̆‡ ₥ ‡ 1ȁ2 ִἼ Ȃ 

IP ῆ‡У ̆ԈЭΰ ῆ‡ Ԉ ᴐ ұУэ ЭȂ

ᾳЮ̆Э ῆ‡ 3ȁ2ȁ1 ִἼ ᴐ Ȃ 

ὯЭ ⁮ ȁ
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QoS ѐ̆Policing ╟ᴐ Ȃ Policing ╟ᴐ̆ ѫ

‍ ѐ DSCP ḣ аֶᴐ֗ᴉᶢ ̆ ҂аֶ

Marking ╟ᴐѮ₥ х Ȃ 

Marking 

Marking ̆ Classifying Policing 
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эὡ ̆Уэ  )ȂӇ ֶ ὡ Pause ̆ э

ṃ Ȃ ὁх Ȃ 

Ӈ ұ QoS ִ̆Ἴּ ִἼ ̆ з ᾰᴂִἼ ̆

ִἼ ̆‡ ִἼ ̆ з ִἼ ᵏ

╒Ȃ а ̆‡ х ╕ ̆ аֶ

  Pause Ȃ 

ԏ Ὧ Ӈ QoS ⁸ ұ

802.3xflow-controlQoS╖ ̆ Ӈ ⁸ ұQoS
Ȃ ұ ᾳЮ̆ ᴳ QOS ̆ Ю

ᶑ Ȃ 

̔ ּ֒ ѐ̆ ╘ ╒ ұ ̆ ╘

1000m̆ ╘ 100m̆ ѫ QOS Ю̆ ╘  

ұ 100m̆ӱ х ̆ ҩ ꜛ ּ̆

  ּ ᴂ ᾰͅ ѐ ᾳЮ ᴳ FC ̆ ὁ

х Ȃ 

ת ̆ а QoS╖ ̆ QoS ̆Ὧ QoS╖
flow-control Ȃ ″ Ȃ 

̔ Police ( ҩ QoS ╖ )Ȃ ᴳ ⁸ ұ

QOS ̆аֶӊ ת̆ эὡ Уэ  ꜛֶ̆ ֒

а ̆ӱ ⁸аῆȂ flow-control ⁸̆ Ԉ ὁ э Ȃ 

QOS  

QOS 

QoS Ѯ₥̆ QoS Ὧ ΰ ᶕ ̆ Ю̔ 

ᾳЮ̆QoS ╖ Ὧ ̆ Ȃת Уэ

Policy Map Ὧ ⁮ Уэ Э̆ ҩ ᶕ֗ ̆ QoS 
╖ Ȃ Ὧ QoS ╖ ̆ Ԉ Policy 
Map ̆ ᶕ֗ ѝ Off ȂԈЮѝ QOS  

CoS ḣ 0 

 8 

 WRR 

 No Trust 
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Cos ḣ⁮ ‟  

CoS ḣ 0 1 2 3 4 5 6 7 

‟ 1 2 3 4 5 6 7 8 

CoS to DSCP  

CoS ḣ 0 1 2 3 4 5 6 7 

DSCP ḣ 0 8 16 24 32 40 48 56 

IP-Precedence to DSCP  

IP-Precedence 0 1 2 3 4 5 6 7 

DSCP 0 8 16 24 32 40 48 56 

DSCP to CoS  

DSCP 0 8 16 24 32 40 48 56 

CoS 0 1 2 3 4 5 6 7 

Qos ᶕ֗  

ᾳЮ̆ Qos ᶕ֗ аᶕ֗ 

ԇ  

configure terminal ὡ  

interface interface ὡ  

mls qos trust {cos |dscp} Qos ᶕ֗  
cos̆dscp 

no mls qos trust Qos ᶕ֗  

ԈЮ ԇ interface GigabitEthernet 0/4 ᶕ֗ ѝ DSCP̔ 

Ruijie(config)# interface gigabitEthernet 0/4 
Ruijie(config-if)# mls qos trust dscp  
Ruijie(config-if)# end 
Ruijie# show mls qos interface g0/4 
Interface: GigabitEthernet 0/4 
Attached input  policy-map:  

Default COS: trust dscp 
Default COS: 0 

Ruijie# 
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CoS ḣ 

Ԉ Ю Уэ CoS ḣ 

ᾳЮ̆ CoS ḣѝ 0 

ԇ  

configure terminal ὡ  

interface interface ὡ  

mls qos cos default-cos 
CoS ḣ , 

default-cos ѝ

CoS ḣ, ḣ ѝ 0͘7 

no mls qos cos CoS ḣ 

Ю ᴿ Interface g0/4 CoS ḣ ѝ 6 

Ruijie# configure terminal 
Ruijie(config)# interface g 0/4 
Ruijie(config-if)# mls qos cos 6 
Ruijie(config-if)# end 
Ruijie# show mls qos interface g 0/4 
Interface: GigabitEthernet 0/4 

Attached input  policy-map:  
Default COS: trust dscp 

Default COS: 6 
Ruijie# 

  ‟  

Ԉѝ   ‟ ̔WRR̆SP DRR̆ ᾳЮ̆   ‟

ѝ WRR̂ ‟ ) 

Ԉ ԈЮ ִἼ ‟ , QOS
Ȃ 

ԇ  

configure terminal ὡ  

mls qos scheduler {sp |wrr |DRR} 

ִἼ ‟ ̆

sp  ѝ ִἼ ̆wrr
ѝ d̆rr

 

no mls qos scheduler ѝ wrr  
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ᴿ ̆ԈЮ   SP̔ 

Ruijie# configure terminal  
Ruijie(config)# mls qos scheduler sp 
Ruijie(config)# end   
Ruijie# show mls qos scheduler  
Global Multi-Layer Switching scheduling 

Strict Priority 
Ruijie# 

   

Ԉ ԈЮ    

ԇ  

configure terminal ὡ  

{wrr-queue | drr-queue} bandwidth 
 weight1...weightn 

weight1...weightn ѝ
  ‟ ḣ̆э

ḣ QOS  

no {wrr-queue | drr-queue} bandwidth no ḣ 

EÝNM�6�0 QOS
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4   5 
5   6 

6   7 
7   8 

Cos-Map 

Ԉ Cos-Map   ὡ э   ‟̆Cos-Map
QOS  

 

ԇ  

configure terminal ὡ  
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5   6 
6   7 

7   8 

CoS-to-DSCP Map 

CoS-to-DSCP Map ұ CoS ḣ ⁮ᾃ DSCP ḣ, Ԉ ԈЮ

CoS-to-DSCP Map  ,CoS-to-DSCP Map
QOS  

 

ԇ  

configure terminal ὡ  

mls qos map cos-dscp dscp1...dscp8 
no mls qos map cos-dscp 

ᶢ CoS-to-DSCP Map 
,dscp1...dscp8 ұ CoS 

ḣ 0͘7 DSCP ḣ,DSCP 
ḣ ᵑӊ а а  

ᴿ Ю ̔ 

Ruijie# configure terminal 
Ruijie(config)# mls qos map cos-dscp 56 48 46 40 34 32 26 24 
Ruijie(config)# end 
Ruijie# show mls qos maps cos-dscp 
cos dscp 

--- ---- 
0   56 

1   48 
2   46 

3   40 
4   34 

5   32 
6   26 

7   24 

DSCP-to-CoS Map 

DSCP-to-CoS ұ ᾃ DSCP ḣ ⁮ CoS ḣ̆Ԉᵳѝ

  ‟ 

DSCP-to-CoS Map QOS , Ԉ ԈЮ

DSCP-to-CoS Map : 

ԇ  
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rate-limit output bps burst-size 

⁸̆input ѝ ὡ

̆output ѝ   ̆

bps ⁸

(kbps)̆ 
burst-size ⁸ḣ
(Kbyte) 

no rate-limit  

 

& 说明： 

S2700 ‟ а ὡ ⁸ Ȃ ̆ э

Уэ   з Ҿ ѐ Ҿ ҩ   ⁸̆ ὤ

Юᴳ ԇ buffer management  qos ὤ ̆ ‡ὲ

  ֶ ⁮ Ȃ 

 

Ruijie# configure terminal  
Ruijie(config)# interface gigabitEthernet 0/4 
Ruijie(config-if)# rate-limit input 100 100 
Ruijie(config-if)# end 
Ruijie# 

Ӈ buffer 

Ԉ Ӈ buffer ұ 802.3x flow-control ұ QoS Ȃ 

ԇ  
configure terminal ὡ  

buffer management { fc | qos } 
Ӈ buffer

FC̔802.3xflow-control 
QoS̔QoS  

no buffer management  

ᴿ Ю Ӈ ұ qos ̔ 

Ruijie# configure terminal 
Ruijie(config)# buffer management qos 
Ruijie(config)# end 
Ruijie# show buffer management  
%current port's buffer management mode: qos 
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QOS  

class-map 

Ԉ ԈЮ class-map ᾃ  

ԇ  

show class-map [class-name] class map ᴇ ᾃ  

ᴿ ̔ 
Ruijie# show class-map  
Class Map cc 

Match access-group 1 
Ruijie# 

policy-map 

Ԉ ԈЮ Policy-map ᾃ  

ԇ 
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ᴿ ̔ 

Ruijie# show mls qos interface gigabitEthernet 0/4 
Interface: GigabitEthernet 0/4 
Attached input  policy-map: pp 

Default COS: trust dscp 
Default COS: 6 

Ruijie#show mls qos interface policers  
Interface: GigabitEthernet 0/4 

Attached input  policy-map: pp 
Ruijie# 

mls qos queueing 

Ԉ ԈЮ qos ‟ᶕ  

ԇ  

show mls qos queueing 
QoS ‟ᶕ ,  

CoS-to-queue map̆ 
wrr weight  

ѡᴿ Ю̔ 

Ruijie# show mls qos queueing  
Cos-queue map: 

cos qid 
--- --- 

0   1 
1   2 

2   1 
3   4 

4   1 
5   1 

6   1 
7   1 

wrr bandwidth weights: 
qid weights 

--- ------- 
0   1 

1   2 
2   3 

3   4 
4   5 

5   6 
6   7 

7   8 
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mls qos scheduler 

Ԉ ԈЮ QOS  

 

�|	Ã�¹EîE›�¹�ß!9Px��/�

 ]
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20   2       21   2       22   2       23   2        
24   3       25   3       26   3       27   3        

28   3       29   3       30   3       31   3        
32   6       33   4       34   4       35   4        

36   4       37   4       38   4       39   4        
40   5       41   5       42   5       43   5        

44   5       45   5       46   5       47   5        
48   6       49   6       50   6       51   6        

52   6       53   6       54   6       55   6        
56   6       57   7       58   7       59   7        

60   7       61   7       62   7       63   7        

mls qos rate-limit 

Ԉ ԈЮ ⁸ᶕ  

ԇ  
show mls qos rate-limit [interface 
interface] [ ] ⁸ 

Ruijie# show mls qos rate-limit 
Interface: GigabitEthernet 0/4 
rate limit input bps = 100 burst = 100 

Ӈ buffer  

Ԉ ԈЮ Ӈ buffer  

ԇ  

show buffer management Ӈ buffer  

Ruijie# show buffer management  
%current port's buffer management mode: qos 
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RLDP  

RLDP  

RLDP 

RLDP ὤ Rapid Link Detection Protocol̆ ў Уэ ұ

Ԉ Ȃ 

У Ԉ ⁸ ‾ ̆ ╟

Ȃת ⁸ У ̆ УҾ ᾳЮ

ѝ ᵏ ᶕ ̆ Ἵ ЭἽ ̆ ұἽ

̆ Э linkup ת̆ ү

Ȃᾋ ч Ԉ Ѯ Уэѐ ̆ ұ ּ

ѐ ̆ Ҿѐ   ̆ Ȃ 

‾ RLDP Ԉ ᵳ  Ԉ ̆ꜛ

ȁ ȁ Ȃ 

RLDP ‾ ч Ӈ RLDP ̆ Ю ̔ 

 

1 

RLDP Ѭҩч ̔ (Probe) (Echo).RLDP ֶ

э ҩ RLDP з linkup
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& 说明： 

ᴳ RLDP ╖ ̆ ᶑ ч ҩ

RLDP̆ заἵ Уэ ҩRLDP Ю э ̆ ‡RLDP
  э Ṍ ᾳȂ 

 

ὴ  

̔ 

 

2  

Э  ҩ Ȃ Э ̆RLDP э

Э ⁮ҩ   RLDP ̆‡ ѝ   ҩ ̆ұ

RLDP ֶ ṁ  ̆ꜛ ȁ ᴿȁὯ

sviȁὯ ҃ Ȃ 

̔ 
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3  

̂ ұ

Ἵ Ȃ̃ Э ̆RLDP э

Э ⁮ ‡ ѝ ̆ұ RLDP ֶ

ṁ  Ȃ ⁮֗ᴉ RLDP
̆҂ֶ ѝ ҩ Ȃ 

̔ 

 

4  

ч   ҩ Ȃ Э ̆

  RLDP ̆ У ⁮ ̆

ѫ ѝ Ȃӱ Э ̆ Эꜛ ҩ

Ȃ 
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& 说明： 

ч У RLDP ҂ֶ ѝ ̆

ᶑ ч ҩ RLDP̆Ԉ

ὁ  ᶕ Ȃ 

 

RLDP 

ԏ ӱԈЮΰэ ᴉ RLDP 

¸ RLDP ḣ 

¸ ὤ RLDP 

¸ RLDP 

¸ RLDP  

¸ RLDP  

¸ RLDP  

RLDP ḣ 

ὤ RLDP  DISABLE  

RLDP  DISABLE  

 2S 

 3  

 

 

 

 

 



RLDP  

http://www.ruijie.com.cn 

 

 
 

~ 注意： 

¸ RLDP ұӇ (ꜛ AP)
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Ruijie(config-if)# rldp port  
{unidirection-detect | bidirection-detect  
| loop-detect } 
{warning | shutdown-svi | shutdown-port 
| block} 

RLDP̆
Ȃ

Ruijie(config-if)# end  

Ὧ RLDP̆ ᴳ ԇ no УὯ Ȃ 

ԈЮᴿ GigabitEthernet 0/5 Э RLDP э

̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitEthernet 0/5 
Ruijie(config-if)# rldp port unidirection-detect shutdown-svi 
Ruijie(config-if)# rldp port bidirection-detect warning 
Ruijie(config-if)# rldp port loop-detect block  
Ruijie(config-if)# end 
Ruijie# show rldp interface gigabitEthernet 0/5    Ӱ ҽ



RLDP  
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RLDP  

ҩ RLDP ╖   RLDP Probe Ȃ 

ὤ Ю̆ Ю RLDP ̔ 
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Ю̆ Ю RLDP ̔ 

ԇ ᴐ  

Ruijie# rldp reset  ᴳ RLDP
Ȃ 

 
 

& 说明： 

҂ Ԉ ὤ Юᴳ errdisable recover ԇ

╟ rldp ᴿ ( shutdown-port ұ

) RLDP Ȃ ̆ ҩ rldp а Ḁ̆

҂ ѐ УҾѐ ̆ ᴳ errdisable revover interval
̆ rldp ұ errdisable recover interval

ḣ̆҂ detect-interval* detect-max ұ errdisable recover 
interval ḣ,Ԉ ὁ ″ Ȃ 

 

RLDP ᶕ  

ᵏ Ὧ RLDP ᶕ Ю̔ 

¸ RLDP  

¸ RLDP  

RLDP  

Юᴳ Ю ԇ RLDP ὤ ҩ rldp
ᶕ ̔ 

ԇ ᴐ  

Ruijie# show rldp  
RLDP ὤ

ҩ rldp
ᶕ Ȃ 

ԈЮᴿ ᴳ show rldp ԇ rldp ᶕ ̔ 

Ruijie# show rldp 
rldp state         : enable  
rldp hello interval  : 2 

rldp max hello     : 3 
rldp local bridge   : 00d0.f8a6.0134 
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------------------------------------------------ 
interface GigabitEthernet 0/1 

port state:normal 
neighbor bridge : 00d0.f800.41b0 
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TPP  

TPP  

TPP(Topology Protection Protocol̆ ᶑ ) Уэ ᶑ Ȃ

̆ ѐ   ̆ CPU ‾

ȁ ̆ Ҿ Ȃ ў

̂CPU ‾ ȁ ᾰ ̃

⁮ Ȃб Ӈҵ

̆ ╖ ִἼ ̆ Ԉ

Ȃ 

TPP  

ў MSTP VRRP Ԉ ὲӹ‍

ӊ ȂMSTP VRRP ᴳ ⁸ ╟

̆ ╟ ѐ Ȃע ҂ ҩ  ̆

⁮ӝѝ   ̆ CPU ‾ ̆

ѐ ̆ӱ ̆ ᶕ

Ȃ ╖ ѝҩ а ̆ б

ὲӹ‍ ̂MSTPȁVRRP ̃ ᴐ̆ӱ ᴳ ╗ ȁ Ȃ 

 

 1 

Э ̆ ѐ AȁB ѝЬ ̆CȁD ѝү ὡ ȂA ѝ

MSTP ̆ э ╖ Ȃ 

Ь A   CPU ̆ӱ BPDU а

Ȃ ̆ ╖ ⁮ ֶ̆ ̆

ѐү ὡ CȁD Ь B ⁮ ̆ ̆ Cȁ
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D B ֶ ᶕ ̆ Ȃ 

B   CPU ̆ ꜛа ̆ ⁮

̆ ֶ Ȃ A ⁮ ̆

̆ ὲ ̆аֶ У Ȃ Ю ү ὡ CȁD
⁮ ̆ ֶ ὲ ̆ ṁ У ̆ӱ

ᶑ ᶑ Ȃ 

TPP  

TPP ꜛ ὤ ╖ ╖ Ȃὤ ╖ ұᴳ

╖ ̆ ᾳЮ̆ὤ ╖ ᴳ ̆ ֶ

ᾰͅ ӊ ᾳ Ȃа аֶ

ᾳȂ ╖ ұᴳ ╖ ̆ ╖ ᴳ

̆ Ὧ ᾰͅ

̆ Ȃ ᾳЮ̆ ╖ Ὧ

Ȃ 

 

& 说明： 

╖ ұ ̆з ᴳ ╖

Ȃ ̆ TPP ╖ ̆ cpu topology-limit ԇ cup ‾

ḣ̆ cpu ‾ ḣ ̆ ֶӊ Ȃ

ԏ ḣ Уэѐ ḶЭ ᴁ ̆ 50-70, TPP ѝ

ῆ ᾳ ″ Ȃ ḣ ᴂ̆‡ ‎ Ḁ

ұ TPP а‎ ̆ ḣ ̆‡ ⁮ ӊ TPP
̆ TPP ╖ Ȃ 

 

ὤ  

ὤ ╖ ᴳ Ȃᴳ ԇ no ὤ Ȃ 

ԇ Ю̔ 

ԇ ᴐ  

Ruijie> enable ὡ ԇ  
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Ruijie# copy running-config startup-config ᶑ  

ᴳ no topology guard ὤ ╖  

 

ԇ Ю̔ 

ԇ ᴐ  

Ruijie> enable ὡ ԇ  

Ruijie# config terminal ὡὤ  

Ruijie(config)# interface gi 0/1 ὡ  

Ruijie(config-if)# tp-guard port enable ᴳ ╖  

Ruijie(config-if)# end ԇ  

ᴳ no tp-guard port enable ̆ ԇ ұү Ӈ

Ȃа ұ AP Ȃ 
 

& 说明： 

ὤ ᴐѝ ὤ Ὧ̆ ὤ ᴳ ̆ ֶ

̆ э ת̆  

̆ аֶ Ȃ ╖ ᴳ

̆   ֶ̆

Ȃ 
 

TPP ὴ ѡᴿ 

Ю ѝ ̔ 
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 2 

ѐ AȁB ѝЬ ̆CȁD E ѝү ὡ Ȃ 

Ь AȁB ү ὡ CȁD E MSTP̆ ч Ь

VRRP Ȃ ╖ ᴳ MSTP VRRP ╗ ̆ ὁ

а Ȃ 

ұЬ AȁB ᴳ ὤ ╖ ̆ ᴳ э

╖ Ȃ ұ ү ὡ CȁD E ᴳ ὤ ╖ Ȃ 

TPP ᶕ  

ԏ ᵏ TPP Ὧᶕ Ю̔ 

TPP  

TTP  

Юᴳ Ю ԇ TTP ̔ 

ԇ ᴐ  

Ruijie# show tpp  TPP Ȃ 

Ruijie #show tpp 
tpp state         : enable 

tpp local bridge  : 00d0.f822.35ad 
----------------------------------- 
 



֒  
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֒  

 

֒ Уэ ╠ ẏ Э ֒ᶕ ̆Ӈ

ᵏҩѕ Flash ᴐѝ ╠ ẏ ̆ ұ ẏ Ӈ ᴐ

֒̆Ԉ УҾӇ ֒Ȃ 

֒ ѕ Flash Э Ԉ ᶑ ̆ э ֒ Уэ ֒

֒ ᶕ Ȃ ẏ ᾗ ᾋ ὲӹ ᴐ ̆ ֒

╟ Ԉ ̆Ԉ ⁮ ᵏ ֒ ᴐ̆ э

̆ а⁮̆ѝҩἹ‍ ‾ ̆ ֒ ᵏҩ

╖ Ԉ ᶕ Ȃ 

֒  

ԏ ӱԈЮΰэ ᴉ ֒ ̔ 

¸ ‎  

¸ ⁸ ֒ 

¸ ᾃ  

ע ¸  

¸ …  

¸ ╟ ֒ 

¸ ₥ ᴐ  

¸ ‮ ֒ 

¸ ‮  

֒  

ԇὯ ᾗа ̆ ֒ ᾗ ̆ ֒ ѝ 4096Ȃ 

֒ Ԉ ᶕ а ᴐȂ 

 

~ 注意： 

flash ẏ Э̆ ֒ ᴳ а 128M ̕

‡̆ ֶ ῏ ╟ ̆ ̆ Ю ֒ ԇ

dir ֶ Ȃ ̆ ֒ ᴳ ̆ ╟ У



֒  
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Ҿ ֒Ȃ 
 

‎  

ӱ ₥ ‎ὡ⁮ Ȃ  

Ю̆ Ю ᴳ ԇ̔ 

ԇ ᴐ  

Ruijie# cd directroy  ὡ directorycd �ð��!,Â�–�ßUñ�AÁ�,X cd  �  



֒  
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Ruijie# dir directory ᾃ Ȃ 

ԈЮᴿ ₥ ᾃ ᾃ ѡᴿ̔ 

Ruijie# dir 
Ruijie# dir ../bak 

ע  

Ю̆ Ю ԇ Ԉ ע ֒ ᴐ

̔ 

ԇ ᴐ  

Ruijie# makefs dev devname fs fs_name  ѝ ѝ fs_name ֒

ע ѝ dev Ȃ

ԈЮᴿ ע dev Ю Уэ MTD ̆ᵏ JFFS2 ֒ ᴳ ̔ 

Ruijie# makefs dev/dev/mtd/mtdblock/1 fs jffs2  

Э ѝ JFFS2 ֒ ע MTDBLOCK Ю Уэ ̆

ᵏ ֒ ᴳ Ȃ 

…  

Ю̆ Ю ᴁ … ̔ 

ԇ ᴐ  

Ruijie# mkdir directoryname …  

ԈЮᴿ Ю … Уэ BAK ̔ 

Ruijie# mkdir bak 

╟ ֒ 

Ю̆ ֒ ╟⁮ ֒̔ 

ԇ ᴐ  

Ruijie# rename flash: old_filename flash: 
new_filename 

ѝ old_filename ֒

ѝ new_filename
֒ Ȃ  
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₥ ᴐ  

Ю̆ Ю Ԉ ₥ ᴐ ᶕ ̔ 

ԇ ᴐ  

Ruijie# pwd ₥ ᴐ ᶕ  

 

‮ ֒ 

Ю̆ Ю Ѩ‮ Уэ ֒ ╖ ̔ 

ԇ ᴐ  

Ruijie# del filename ‮ ֒Ȃ 

Ю ᴿ ‮ MNT ЮУэ ṁ large.c ї ֒̔ 

Ruijie# del mnt/large.c  
 

‮  

Ю̆ Ю Ԉ Ѩ‮ ̔ 

ԇ ᴐ  

Red-Giant# rmdir directoryname ‮ Уэ Ȃ 

ԈЮ ᴿ ‮ Уэ MNT̔   
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ѐ̆ ע UPȁDOWN ̆ УҾҮ֒

⁮ ȁ Ȃ ӊ ᵏУ ⁸̆ ע

Ү֒ ̆ ╟ ̂ ̃̆ Ҿ Ԉ Ὧ

̂ ⁸ ȁVTY ̃Э Ὧ Ӯ̂ᾃ ᾰּשȁFLASH̃Э

⁮ Э У ╘ Э̆ᵏ ‍ ᾳ ᴁ Ȃ ѝҩ

ᵳ ̆ Ҿ Ԉ Э ̆

ᶕ ִἼ ‍ Ȃ 

 

ӊ Ю̔ 
<priority> seq no: timestamp sysname 
%ModuleName-severity-MNEMONIC: description 
ᵑ ̔<ִἼ >    -ш -ᶕ ᾗ̔ᶕ ᾃ  
ִἼ ṅ

 �ùG¡�û 
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Ὧ Ὧ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging on Ὧ 

Ruijie(config)# no logging on Ὧ Ὧ 

 

~ 注意： 

У ᾳЮ̆а Ὧ Ὧ̆ ᶕ ̆‡ Ԉ а

ᶕ ⁞ ῏ ᶕ Ȃ 

 

ᶕ  

ὯԈ ̆ ᶕ аӨ Ԉ ⁸ Э ̆҂ Ԉ а

Ȃ 

а ̆ ὤ Ю ԈЮ

ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging buffered 
[buffer-size | level] ⁮ᾃ ᾰּש 

Ruijie# termninal monitor ἵ ᶕ VTY Э 

Ruijie(config)# logging host ᶕ Э Syslog 
Sever 

Ruijie(config)# logging file 
flash:filename [max-file-size] [level] ᶕ ⁮ FLASH Э 

Logging Buffere̔ ᶕ ⁮ᾃ ᾰּשȂ ᾃ ᾰּש ᴳ ̆

ᾃ ᾰּש Ԉ ̆ ᶕ Ȃ ᾃ ᾰּשѐ

ᶕ ̆ ԇ show logging Ȃ ᾃ ᾰּשѐ

ᶕ ̆ ԇ clear logging Ȃ 

Termninal Monitor̔ἵ ᶕ ₥ VTY( Telnet )Э Ȃ 
Logging Host̔ ᶕ Syslog Server ̆ ӊ  ἵ

5 э Syslog ServerȂ ᶕ ‍ Syslog ServerȂ 
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~ 注意： 

ᶕ Syslog Server̆ ᶕ Ὧ

Ὧ̆ ‡ ᶕ аֶ Syslog ServerȂ 

 

Logging File Flash̔ ᶕ ᶑ ⁮ FLASH ѐ̆ ֒ а ֒

Ȃ ֒ ѝ ѝ TXT̆ ֒ Ȃ 

More Flash̔Filename ԇ Ԉ Flash ֒ ᾃ  

 

~ 注意： 

‍ FLASH̆ FLASH̆ ᶕ

FLASH ѐȂ FLASH̆ ᶕ ѕ FLASH ѐȂ 

 

ᶕ Ὧ 

ᶕ Э ╗ ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# service timestamps 
message-type [uptime | datetime] ᶕ ѐ  

Ruijie(config)# no service timestamps 
message-type Ὧ ᶕ ѐ  

ч ̔ ╟ (Uptime) (Datetime)Ȃ
а Ȃ 

̔Log DebuğLog ᶕ ш ⁞ 0̇6 Ѯ ᶕ

̆Debug ᶕ ш ⁞ѝ 7 ᶕ Ȃ 
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ᶕ Ὧ  

ᾳЮ̆ ᶕ а Ȃ ᶕ ╗Э ̆ ὤ

Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no service sysname ѐ Ȃ 

Ruijie(config)# service sysname ѐ ╗ Ȃ 

 

ᶕ ╖ Ὧ  

ᾳЮ̆ ᶕ ╖ Ὧ Ȃ Ὧ ᶕ ╖ ̆

ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no logging count Ὧ ᶕ ╖ ̆

ᶕ Ȃ 

Ruijie(config)# logging count ᶕ ╖ Ȃ 

 

ᶕ ‟ Ὧ  

ᾳЮ̆ ᶕ а ‟ Ȃ ᶕ ╗Э ‟ ̆ ὤ

Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no service 
sequence-numbers  ѐ ‟ Ȃ 

Ruijie(config)# service 
sequence-numbers  ѐ ╗ ‟ Ȃ 

 

ᶕ ⁞ 

⁸ а Э э ̆ Ԉ а Эἵ

ᶕ ш ⁞ Ȃ 

ᶕ ⁞̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  
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Ruijie(config)# logging console 
level  

ἵ ⁸ Э ᶕ

⁞ 

Ruijie(config)# logging monitor  
level 

ἵ VTY ( telnet )
Э ᶕ ⁞ 

Ruijie(config)# logging buffered 
[buffer-size | level] 

ἵ ᾃ ᾰּש ᶕ

⁞ 

Ruijie(config)# logging file 
flash:filename

A’šT]SJÓ� ] 
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ᶕ ḣ 

ḣ Syslog Server ִἼ У ‍̆ ӊ ᶕ

Ȃ 

ᶕ ḣ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging facility  
facility-type ᶕ ḣ 

Ruijie(config)# no logging facility 
facility-type ᶕ ḣѝ ḣȂ 

Ю ḣ Ѭ̔ 

Numerical Code            Facility 
           0             kernel messages 
           1             user-level messages 
           2             mail system 
           3             system daemons 
           4             security/authorization messages  
           5             messages generated internally by syslogd 
           6             line printer subsystem 
           7             network news subsystem 
           8             UUCP subsystem 
           9             clock daemon   
          10             security/authorization messages  
          11             FTP daemon 
          12             NTP subsystem 
          13             log audit   
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ᾳЮ̆ Syslog Server ѝ ̆

Ԉ ԇ Ȃ 

Ԉ Log IP ̆҂ Ԉ Log Ȃ 

̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging source 
interface interface-type  
interface-number 

ᶕ  

Ruijie(config)# logging source ip 
A.B.C.D ip  

 

LOG ᶕ  

ᾳЮ̆ б  ̆Ԉ ԇ̆ а   LOG ᶕ Ȃ

  /   LOG ᶕ ̆   ԇ LOG ᶕ Ȃ ὤ

Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging userinfo /   LOG ᶕ ̕ 

Ruijie(config)# logging userinfo 
command-log 

ԇ ̆ LOG ᶕ

 
 

 

ѝҩ ᶕ ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show logging ᾃ ᾰּשѐ ̆Ԉ

Ὧ ᶕ  

Ruijie# show logging count ѐ ᶕ ᾳ 

Ruijie# clear logging ᾃ ᾰּשѐ  

Ruijie# more flash:filename  FLASH ѐ ֒ 
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~ 注意： 

show logging count ԇ  ᶕ ѐ̆ ̆ ᶕ У

  Ȃ 

 

ѡᴿ 

ԈЮ Уэ ╖ Уэὴ ᴿ ̔ 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.200.42 255.255.255.0 
Ruijie(config-if)# exit 

Ruijie(config)# service sequence-numbers           // ‟  

Ruijie(config)# service timestamps debug datetime   // debug
ᶕ ̆  

Ruijie(config)# service timestamps log datetime  // log ᶕ

̆  
Ruijie(config)# logging 192.168.200.2    // syslog server  
Ruijie(config)# logging trap debugging        // ⁞ ᶕ

syslog server 
Ruijie(config)# end 
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WEB  

WEB  

WEB  

WEB ᴳ IE ̆ Ӈ Ȃ 

ᴐ  

WEB ꜛ WEB ╘ WEB ч ‍ȂWEB ╘ Э̆

̂ WEB ֒ ԇ ̃̆

̆WEB ̆ IEȂ 

 

 

 

Ю WEB Ȃ 

 ╖  ḣ 

 WEB ╘ Ὧ  

 
 

& 说明： 

WEB ╘̆ Ю ľWEB ὴ ѡᴿĿ

Ȃ WEB Enable ̆‡ а ὡ ὡ

Enable Ȃ 
S2724G WEB ╘ ѝ ̆ IPѝ 192.168.1.200̆ /
ѝ̔admin/adminȂ 
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WEB  

ѐ ὡ IP ̆ ̔http://192.168.1.200,
ὡ Ю ̔ 

 

图表 1 初始页面 

 ľ Ŀ ̆ ֶ   ̆ ѐ

ὡ ȁ Ȃ 
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图表 2 登录认证对话框 

╖ ὡ WEB ў ̆ Ю ̔ 

图表 3  WEB 管理平台主页面 

 

& 说明： 

WEB ᴳ Enable ̆‡ ̆а ὡ ὡ

enable Ȃ 
 

 

Ӈ IP  

ľӇ IP Ŀᴳ ╖ Ȃ 
Ӈ IP ̔ 



 



 

http://www.ruijie.com.cn 

VLAN  

ľVLAN Ŀᴳ ╖ Ȃ 
1̃VLAN  
 

 

图表 6 VLAN 管理 

̔ 
ὡ ̆ Ἴ ₥ VLAN ᶕ Ȃ Ԉ ȁ‮ ȁᶢ

VLAN̆ת VLAN а ‮ Ȃ 
̔  ľ Ŀ ̆   Ю ̔ 
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图表 7 新建 VLAN 

ὡ VLAN ID VLAN ̂ ̃ ľᶑ Ŀ ᴳ Ȃ ╖

̆ VLAN VLAN ЭȂ 
‮ ̔ ‮ VLAN̆ ѐ ľ‮ Ŀ ᴳ

Ȃ 
ᶢ ̔ ᶢ VLAN̆ ѐ ľᶢ Ŀ

̆   Ю ̔ 

 

图表 8 修改 VLAN 

ᶢ VLAN ᶕ ֶ ѐ̆ ὲᶢ ľᶑ Ŀ ᴳ

Ȃᶢ VLAN ЭȂ 
2̃ VLAN  
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图表 9 指定 VLAN 

̔ 
VLAN ID̆ ̆ ľᶑ

Ŀ ̆ᴳ Ȃ 

Ὧ  

ľ Ὧ Ŀᴳ ╖ Ȃ 
Ὧ ̔ 
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图表 10 网关设置 

̔ 
Ӈ ҩ Ὧ̆‡ ̆ ֶ ѐ Ὧ

̆ Ὧ IP ̆ ѐ ὡ Ὧ IP ̆

ľᶑ Ŀ ᴳ Ȃ 

ẹ 

ľ ẹĿᴳ ╖ Ȃ 
ẹ ̔ 
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图表 11 端口镜像设置 

̔ 
Ἴ ̆ ᾋ ѐ ₥ ľᶑ Ŀ ᴳ

̆ б а Уэ Ȃ ľ‮ Ŀ ̆

‮ Ȃ 

 

ľ Ŀᴳ ╖ Ȃ 
ў ̔ 

 

图表 12 端口限速设置 

̔ 
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ѐ ὡ ḣ̆У Ԉ э ̆

ḣ ľᶑ Ŀ ᴳ Ȃа ᶑ

ѝ Ȃ ̆ ľ ὤ Ŀ ᴳ

Ȃ 

 

ľ Ŀᴳ ╖ Ȃ 
̔ 

 

图表 13 聚合端口设置 

̔ 
1̃  

̆ ľᶑ Ŀ ᴳ

Ȃ 
2̃  

Уэ ̆ ľ Ŀ ̆   Ю ̔ 
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图表 14 新建聚合端口 

̆ ľᶑ Ŀ ᴳ ̆

э ὲ ̆‡ ₥ а ѐȂ 
3̃‮  

‮ ̆ ѐ ₥ ̆ ľ‮ Ŀ ᴳ

Ȃ 

 

ľ Ŀᴳ ╖ Ȃ 
̔ 
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图表 15 端口设置 

̔ 
ὲ ̆ ľᶑ Ŀ ᴳ

Ȃ а ̆ а Ȃ 

DHCP ѐ  

ľDHCP ѐ Ŀᴳ ╖ Ȃ 
DHCP ѐ ̔ 
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图表 16 DHCP 中继 

̔ 
1) /Ὧ DHCP ѐ  

/Ὧ DHCP ѐ ╖ ̆ ѐ ̆ ľᶑ Ŀ ᴳ

Ȃ 
2)DHCP ╘  

DHCP ╘ ̆ ľᶑ Ŀ ᴳ Ȃ ╖

Ю ѐȂ ‮ DHCP ╘ ̆ ѐ ľ‮

Ŀ ᴳ Ȃ 

DHCP Snooping 

ľDHCP SnoopingĿᴳ ╖ Ȃ 
DHCP Snooping ̔ 
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图表 17 DHCP Snooping 设置 
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ѝᶕ֗ ľᶑ Ŀ ᴳ ̆ ╖

Ю ᶕ Ȃ ‮ ᶕ֗ ̆ ѐ ľ‮ Ŀ

ᴳ Ȃ 

IGMP Snooping 

ľIGMP SnoopingĿᴳ ╖ Ȃ 
IGMP Snooping ̔ 

 

图表 18 IGMP Snooping 设置 

̔ 
IGMP Snooping ╖ ̆ Ἴ ѐľ Ŀ ̆ Ю

ѝ ̆ Ԉӱѐ ivglȁsvglȁivgl-svgl Ьѐ ̆ ҩ 
svglȁivgl-svgl ̆ Ԉ ȁIP Ȃ ľᶑ

Ŀ ᴳ Ȃ Ὧ IGMP Snooping ╖ ̆ Ἴ ѐľὯ Ŀ

ľᶑ Ŀ ᴳ Ȃ 

STP  

ľSTP Ŀᴳ ╖ ȂԈЮ STP ў ̔ 
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ὤ 

Ὧ ARP  

ľ Ὧ ARP Ŀᴳ ╖ Ȃ 
Ὧ ARP ̔ 

 

图表 21 防网关 ARP 欺骗 

̔ 
ѐ ̆ ὡ Ὧ ľᶑ Ŀ ᴳ ̆Уэ

э Ὧ ̆ ‮ Ὧ̆ ѐ ‮ Ὧ

̆ ľ‮ Ŀ ᴳ Ȃ 
 

ARP  

ľ ARP Ŀᴳ ╖ Ȃ 
ARP ̔ 
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图表 22 防 ARP 欺骗设置 

̔ 
1) /MAC/IP  

/MAC/IP ̆ ѐ ̆ IP MAC ̆

ľᶑ Ŀ ᴳ ̆ ѐ ⁮MAC ̆‡ ֶ

╟ ҃⁮ ѐ   ̆ Э ̆ ѐ GigabitEthernet 0/15
̆ ѐ ‟  ҃⁮ MAC Ȃ 

2̃ ὤ╖  
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ѐ ̆ ҩ ὤ╖ ̆‡ ὤ╖

ֶ ѐ̆ Ѯ‡ ѐὯ ὤ╖ Ȃ ҩ

ὤ╖ ̆‡ ֶ Ю ѐ ὤ ᶕ Ȃ 
3)ᶢ ὤ ᶕ  

ᶢ ὤᶕ ̆ ѐ ᶢ ľᶢ Ŀ

̆   ὤ ᶢ ̆ Ю ̔ 

 

图表 23修改安全端口 

ᶢ Ὧ ľᶑ Ŀ ᴳ ̆ ѝ╟ ̆‡ᶢ

ѝ Ȃ 

APR  

ľARP Ŀᴳ ╖ Ȃ 
ARP ̔ 

 

图表 24 ARP 检查设置 

̔ 
ѐ ╖ ̆‡ľ ARP ╖ Ŀ ѐ̆

‡ ѐľὯ ARP ╖ Ŀ Ȃ 
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ᶕ  

ľ ᶕ Ŀᴳ ╖ Ȃ 
ᶕ ̔ 

 

图表 25系统信息 

₥  

ľ ₥ Ŀᴳ ╖ Ȃ 
₥ ̔ 

 



 

http://www.ruijie.com.cn 

图表 26 当前配置 

 

ľ Ŀᴳ ╖ Ȃ 
̔ 

 

图表 27 端口状态 

 

ľ Ŀᴳ ╖ Ȃ 
̔ 
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图表 28 端口运行状态 

ᶕ  

ľ ᶕ Ŀᴳ ╖ Ȃ 
ᶕ ̔ 
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图表 29 端口统计信息 

ᶕ  

ľ ᶕ Ŀᴳ ╖ Ȃ 
ᶕ ̔ 
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图表 30 系统日志信息显示 

 

Ping 

ľPingĿᴳ ╖ Ȃ 
Ping ̔ 

 

图表 31 Ping 

̔ 
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ѐ ὡ IP ̆ ľ Ŀ ̆ IP а ̆ ⁮

Ping Ȃ 
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图表 33 用户管理 

̔ #Ï�t

图表  33  
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图表 35 修改用户 

ὡ ľᶑ Ŀ ᴳ Ȃ ╖ ̆ᶢ

ЭȂ 
 

~ 注意： 

‮ ȁᶢ ᴳ ̆‡ ֶ   ̆

ὲ ᶢ Ȃ ₥ ѐ Уэ

̆‡ аἵ ‮ Ȃ 
 

 

ľ Ŀᴳ ╖ Ȃ 
̔ 
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ὡ/    

ľ ὡ/   Ŀᴳ ╖ Ȃ 
ὡ/   ̔ 

 

图表 38 导入/导出配置 

̔ 
ὡȁ  Ӈ Э config.text ֒̆ Ἴ ὡ TFTP ╘ IP TFTP

╘ Э ֒ ľᶑ Ŀ ᴳ Ȃ 

WEB  

ľWEB Ŀᴳ ╖ Ȃ 
WEB ̔ 

 

图表 39 WEB 端口设置 

̔ 
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ὡ ᾃ ̆ ľᶑ Ŀ ᴳ Ȃ

Ȃ ѝ 8080̆ IP ѝ̔192.168.1.1 ‡

http://192.168.1.1:8080 Ȃ ѝ ̆ ľᴳ

Ŀ ̆ http://192.168.1.1

http://192.168.1.1/
http://192.168.1.1/
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WEB ὴ ѡᴿ 

 

S2724G Э ᴳ Local Ȃ 

 

WEB Local Enable ̆ ҩ̆

Ԉ ὡ WEB ̆ WEB Ȃ 
1̃ Local  

Ю̔ 
a. ὡ config  
Ruijie#configure  
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no service password-encryption 

! 

enable password admin             //WEB Enable  
enable service web-server           // WEB ╘ 
! 

….. 

    ……… 

! 

interface VLAN 1 

 ip address 192.168.100.1 255.255.255.0   // IP 
 no shutdown 

! 

! 

line con 0 

line vty 0 4 

 login 

! 

! 

end 
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